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Abstract

The Data Protection Aect, 1984, is the culmination

of two decades of intermittent pressure for legig-
lation. Ultimately, the legislation emerged as a
consequence of commercial pressures and the need

to ratify the European Convention., Civil liberties
groups maintain that the Act fails to meet the threat
to privacy, but have tended to shift their attention
towards the more politically controversial issue of
freedom of ‘information. Some indication of the
likely effectiveness of the legislation may be gained
by reviewing the experiences of those countries which
pioneered data protection controls.

Paper prepared for the Joint Session of Workshops of the European
Consortium for Political Research on 'Confidentiality, Privacy and
Data Protection’, Barceloma, 25th ~ 30th March 1985,

(Draft version: not to be quoted without permission of authors)



The Slow Emergence of Data Protection in Britain:

It is fitting that 1984 should have been the year in which Britain finally
enacted 1égislation ‘{0 regulate the use of automatically processed information
felating to individeals'. Thelpassing of the Data Protection Act in July
perhaps gave some small credence to Mrs Thatcher's assertion in her New Year -
message that Oxwell's gloomy foreboding about the year 1984 had been misplaced.l
In other respects, however, the year did live up to expectations or, rather,
some seemed to make every effort to exploit its notoxiety. Journalists,

not surprisingly, made much of the introduction of a new plastic, computer-
readable, National Insurance Card complete with'magnetiq strip that could
contain information-invisible to the card holder;' They simila;ly detected
sinister motives in the story that infra-red cameras’ponnected to a computer
capable of checking registration plates for stolen vehicles, had been installed
on a motorway bridge north of London..2 lThe Government also appeared intent
upon fuelling public concernm through its vigorous commitment to governmental
secrecy, most clearly expressed -in the separate prosecutions of two civil
servants under the controversial Section Two of the 1911 0fficial Secrets Act.
It is hardly surprising that 1984 should have been chosen for the launch of.

a new campaign against the O0fficial.Secrets Aét in particular,and for more open
government in general,;2 In the event, the.ever-growing-pressure for more
freedom of information continues to be met by strong official resistance. In
contrast, the demands';or a data protection law, which sﬁretch back over two
decades, were finally concede&.:"In.so doing, Britain came into line with those

elght other Buropean countries:who had already 1ggislated-i-n-this-area;4

The Data Protection Act is not the first piece of British legislation designed
to limit the disclosure of information: the Franks Coﬁmittee noted over &0
statutes making it a criminal offence to disclose infdrmation, but most of
these concerned government informat:i.on.-5 - Indeed, Brftish law is littered with
controls ovex specific aspectsfgf‘privacy covering, for example, laws on

. trespass, nuisance, negligence, deformation, passing off, wilful infliction of
physicai hgrm, breach of confidende,.contract and copyright. The Consumer
Credit Act of 1974 had paved the way for individuals fb'contest and, if
necessary, correct misleading information about themééives, but the Data
Protection Act (DPA} is the firét to cover the fieldfdf.data handling in its
widest sense. It reached the Britishlgpatute books jﬁst nine yvears after the
first government promise to legislate and, like similarx measures in other

countries, essentially attempts to reconcile the protection of personal privacy



in respect of the recording, storage and use of personal data with the
administrative and commercial benefits associated with the development of
electronic data banks. OFf these two objectives, hbwevér, the promotion
of commerce seems to have been rather more influential.ﬁhan the notion of

protecting personal privacy in persuading the Government to legislate.

] Pmi:-ec.tiqns

Tﬁé iséué of data protection iz, of course, an adjunct fo our growing conéern
with the concept of privacy. It is the difficulties which are associatéd |
with making & precise, Legally—workable,and sociaily acceptable distinction
between an individual's ‘private’ and ‘public'_spherés which has tended to move
the practical, as cpposed to the theoretical, ‘basis of the privacy debate
towaqu the concrete issues invoived in data proﬁection.

Privacy itself is a recent concern and was not, for example, explicitly taken
up in any early catalogues of basic human rights and-liberfies. The 'xright to
be let alone' was not specifically cited before the late nineteenth century
largely because it was both assumed and not generally threatened, Privacy
itself is not new - it is the concern that we may be losing it that is new.
Thus, by the middle of the twehtieth.centurg,a.fesp3ct-£or privacy had been
enshrined in the Universal Declaration of Human Rights, the United Nations’
Covenant on Civil and Political Rights and the Eurcopean Convention for the

- Protection of Human Rights and Fundamental Freedoms,

The concept of individual privacy agsumes that there are areas of a man's life
which he.may legitimately seek tb protect from Intrusion by others. A need
for private space is visible among many animals?.and the Younger Cémmittee even
went so far as to suggest that mental stability may be affected if human
privacy needs are not fulfilled.8 “Social and.psycholpgical needs of priwvacy
doe not, however, help the 1awmakex‘ Moreover, the ;ight to seclusion is
inevitably qualified by the respomsibilities of being a member of society
since, as the Younger Committee ‘concluded, an unqualified right toc be let
alone would be ‘'an unrealistic dcncept, incompatible with the needs of societ.y’.9
This balance between the individual's right of privacy and wider social needs
was also recognised by the Justice Committee: 'There are innumerable examples
of where the individual'’s desire to preserve his privacy has to vield to the
greater needs of the community to xegulate its affairs for the benefit of all
its members.lo In any case, the need for personal seclusion is firmly
culture-bound, varying between societies, generations, individuals and even

within individuals at different times.



Faced with the difficuities of giving legal precision to the concept of
privacy, the debate moved towards the specific area of the handling of private
information. Thus Westin has argued that privacy is 'the claim of individuals,
- groups or institutions to determine fox themselves when, how and toc what extent
information about them is communicated to others! 11 In a similar vein, Miller
suggested that the vasic attribute of an effective right of privacy is "the
individual's ability to control the circulation of informatlon relatlng to
h1mse1f‘.l2' It is not surprising that-the-privacy debate has focused -on

.the specifics of handling personal data since it may be a:gued that it is the
increasing appetite for personal data, and the new tebhnblogy to fully exploit
this data, which has posed the most potent threat to personal privacy.

Both public and private sectors have an increasing need for personal data, the
main differance'beipg that governments can frequently make the surrender of
information an dbligation,"Whereas a private b:ganisatibn often has to

persuade the individual to release data, perhaps in return for the services
such an organisation might provide. -The welfare state,.in particular, has
stimulated the Government's appetite for aata;lsince social prbviaion generally
requires. proof .of social-need. .Such data may be surrendered-by claimants
(Sick,'unemployed-etc)'or'bescdllectedvas.azmeans of ‘measuring wider social
deman&s-tqensus, rattern of disease, housing; transport requirements etc). In
most cases the surrender of infotmation causes -little difficulty since those
who ¢ollect -the data - whether they be governments, banks, building societies
or credit bureaux -.enjoyAthemcooperation-of.the.public.. Personal. information.
is divulgéﬂito"those-ﬂodiaSuinLretUrn“foruthevbenefitsﬁandtservicasywhich.are;
obtained as.a result. fThere:are;:hcmaverfaa.numberwof;implicit assumptions:
surroundlng the release of this information, in partic¢ular that: the information
is wholly necessary; the informatlon is accurately recorded- the information

is neither misused nor, accidently or deliberately, divulged to other persons;
and, sometimes, that information is only retained for so long as is absolutely
necessaiy. It is the fear that such principlesare not always observed,and that
public or private agencies misuae'iaformation'collectad.Without our permission,

which is at the centre of recent concerns with privacy and data protection.

Not surprlslngly, the more covert forms of data collection and public suxveillance
raise the gravest fears of civil 1iberty campaigners.' It is often argued that
the legitimate need for ‘secrecy in some peolice and national security act;vztles

is carried to an unwarranted extent in Br.l.taln.l3 The threat to privacy through
the handling of data was not seen to be limited, however, to the.activities of
polica and national security agencies. It has long been argued that cur

awareness of the threat to privacy coincided with the advent of computer
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technology.l4 Privacy is partly protected in manual'iecérd systems through
the sheer bulk of the system which deters the excessive ¢ollection and
retention of files. Perhaps moié importantly,'the‘interchange of data is
difficult to accomplish in a manual system. Electronic equipnment ‘puts
matters on a new footing: storage is much less of a prdblém and, more
significantly, linking separate data stores,and thus realisin§ the interactive
~ potential of data, is a simpler task. It was, therefore, the advent of
compaterswhich firmly brought privacy andvdata-pxotecﬁion inte the political
arena.

Principles of Data .Protection

‘There is remarkable agreement about the principles which need to be met in
order to ensure. that an individual‘s;privacy iz not.thrgatened thxéugh the
misuse of personal data. Some countriés - notably-SWedeﬁ;'United States and
West Germany - were guick to legislate in this field. Others have followed
an& twe international bodies, the OECD and'.the Council of Europe, have been
especially influential in both formuiating.standards of protection and,
subsequEntly;“encouraging otheér nations to écthin thié'matter- The OECD's
interest in the matter stemmed in-ﬁart from its concexn fo encouragée the free
fIOW'of.peréonal.data'and by -1980- had -preduced - 'Guidelines Concerning the
Protection of-Privacy and Trans-Border Elow-ofn?ersonalmbaiaf. Significantly,
these guidelines were intended to apply to both manual and electronic files.
The following year, the Council of Europe produced its own guidelines, 'The
Convention for the Protection of Individuals with Regaré-to-ﬂutomatic Processing
of Persomnal Data' TEurOPEan:Conéenticnlfﬁpart-ﬁrom the-more limited scope of -
the Convention, ie theﬂexclusionuof«manuak £iles,Vthe two sets of - principles :.

are very similar.

(i) Collection limitation prineiple
{ii) Data quality principle
(iii) Purposespecification principle
-{iv) Use limitation principle
(v) Security safeguards érinciple
(vi) Openness principle
{vii) Individual participaﬁiqn_principle;
(viii). Accountability principle’ |

LA o R A
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(i) The information shall be cbtained and processed fairly
and lawfully; I
(ii). It shall be held for a specified and legitimate purpose;
{iii) ‘It shall not be used or disclesed in a way incompatible
with those .purposes; )
{iv) It shall be adequate, relevant and not excessive in relation
to the specified purposes; .
{v) It shall be accurate and, where necessary, kept up to date;
{(vi): Tt shall be kept in name linked form for ho_longer than is
necessary for the specified purposes; |
(vii) The data subject shall have access to the information held
about him and be entitled to its correction or erasure
where the legal provisions safeguarding personal data have
_ not been complied with;
(viii) Appropriate security measures must be taken against unauvthorised
access, alteration dr dissemination, accidental loss and -7

agcidental or unauthorised destruction of data.

The manner in which these principles ake-applied-thrqugh;nétional Legislation
is dependent upon a number of key'issUgs:n.thé scope and -method of regulation;
the powers of regulatory -authorites;. the extent of subject-access;'thé location

of costs.

Two Decades of Pressure - -

Pressure~£azalegislationiin?BriEain goes back’ over twenty.years. As long age as
1961, Loxrd Mancroft presented a Bill 'to0 protect a person from any unjustifiable
publication relating to his private affairs'. The specific concern with

data protection came a few years later. In July 1967, a sub- -committes of

the Legal Research Commlttee of the Society of Conservative Lawyers was
established to examine the effects-of the computer on-privacy in Britain.
Eighteen months later it reported that existing law was insuffic;ent to deal
with t?g threat -and new. controls. were needed to cover both computers and manual
files.

Kenneth Baker introduced a bata Surveillance Bill - whidh.drew on the
recommendations of the Conservative lawyers' xeport - in the House of Commons
on 6th May 1969.17 although it applied only to computers, it covered both

public and private sectors. Under the Bill, all computers storing perscnal
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information were to be registered. The Registrar would not be able to refuse

or revoke registration, but would be able to refuse to sanction certain uses

. of information. The register would be open to public inspection and would contain

details of the location of the computer, its owner and operator, the information

stored and reasons -for its storage, those who would have access to it, security
measures and technical specifications...Information-woﬁld_only be used if it

was correct, fair, up-to-date and relevant to the declaréd purpose of the
computer operator. The individual would be sent a copy of the stored information
cn him when a computer was established and would subsequently be sent copies

on request and after payment of a fee. He would also be told how the information
had been used and who had had access to it. He would be allowed to challenge

any detail by appealing.to the Registrar, and subsequently to the High Court.
There would be exemptions for certain files used by the police, armed foxces

and security services. --Although- the Bill had all-party support it failed to

get a second reading. Loxd Wwindlesham re-introduced the Bill in the House of

Loxds on 26th Juhe 1969 as the Pexsonal Records (Computers) Bill but sibsequently

=

withdrew it. - N S

) FLA

Leslie Huckfield presented the Control :of Personal - Information Bill to the House

of Commons.on.an.February:1971;18 Based on.a draft by Joseph Jacob of the
Naticnal Council for Civil Liberties (NCCL), the measure was intended to apply

to computers and manual files.in both public and private sectors. .Artention.

would initially:be concéntrated: on. stores .containing details on more than .
100,000. pecple and .control: would be-through-a tribunal iwith - licen51ng powers.

The individual: would have the. right to Lnspect and challenge information stored

on him. The Bill was given a first reading in the House of Commons but was not
allocated sufficient time to .be given a second reading. The Bill was re-introduced

under the Ten Minute Rule. procedure on 8th February 1972 19

In November 1969, Brian Walden .-i_n,ﬁroducea the Right of Privacy Bill which was
prepared in close consultation~withuthe-NCCL-and.based on a draft by Justice.

It was -designed to- esfablish'a*génerai'legal right to privacy and, although the -
Government refused to back the Bill, it was agreed during the second reading
debate on 23rd January 1970 to establish a committee on prxvacy.zo The Younger
Committee, appointed on l3th May 1970 was to 1nvest1gate the need to protect
privacy agéinst intrusion by private-organisafions and ihdividuals.zl Some of
those approached to sexve on the Committee refused to do so because the public
sector was excluded.22 James Callaghan, Home Secretary, argued that public
bodies had been excluded becaﬁse they were answerable to the electorate and the
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scope of their operations was aiready governed by statute, but he would be
willing to consider the implications which the Committee's recommendations
might have for the public .sector.zz' A change of Gwerriméht the follewing June

did not result in any change in the Committee's terms of reference-.z4

The Younger Committee repdrted in May 1972. The majority report rejected
establishing a general legal right to privacy and concentrated instead on
suggesting specific solutions to particular problems. The Committee repcrted
that computers were simply a new stage in the developmenﬁ of existing methods
of processing informationzs,:that threats to privacy could arise from computers
and manual files and that, although certain recommendations were geared to

the computer, they should be applied to all stores containing potentially
sensitive ?ersonal informaticn.26 In general, the Committee tock the view that
computers posed a potential rather than an actual threat and that there was no

immediate need for new legisiation to deal with them.27

The Committee urged computer users to adopt voluntarily certain principles -
based on the ideas of the British Computer: Soalety - when handling personal
'informatlonzg--and to consider. likewise appolntlng,a responsible person’ to
ovexseeftheuuse-ofucomputers;%?szt urged the Government to appoint - -standing
commission to review thewCommitteefésprinciples in the 1ight of develcpments-
in computer techneology, to-examihe"the case for making it compulsory tco adopt
the principles and apppint a 'respohsible-person!-and:to consider. the nesd for
a licensing systemi  ~The commission,: which would receive-complaints from the
public, would report annually tb.Parliameﬂt.aonf fhe Committee recommended the.
Government to consider placing public sector computers within the purview of
the commissiOn.Sl Although'thelcommission wag never astablished, the Younger
principles were adopted voluntarxily by many computer. users in Britain and

affected sﬁbsequent proposals 1n Britain and.abroad. 32

In 1969 the Civil Service Depar;ment'announced:it woula try to create the
conditions foxr easy transfers of information between the édmputers of central
government.33 In 1972 an inter%departmental working party reported on the
details held, and likely to be held, on cbéntral goverhment computers and the
safeguards foxr privacy. This report was nd;,however published. During the

House of Commons debate on the Younger Committee report in 1973, the Home Secretary

34
promised to produce a White Paper on public sector computers.
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The first legislation to deal with the specific problem of data protection
came in the private sector. The Consumer Credit Act of'1974 established a
licensing system for credit reporting bureaux and gave the Director General

of Fair Trading the powex to refuse or revoke a 1icence. 'Under_the.Act. an
i{ndividual has the right to be told the name of a bureau which reports
wnfavourably about his credit-worthiness, and to demand.fqr a 25p (now £l) fee
a copy in 'plain English' of the information stored on him. The individual
can challenge this information and, if the credit bureau does not confirm
within 28 days that it has responded to the challenge, the applicant can add
his own correction to the file in wp to 200 words. A refusal by the bureau
to accept'such a chablenge leads to an appeal to the Director General of Fair
Trading. However, fhe bureaux-are not required‘to tell the bodies to which
they have passed informatlion of successful challenges, If no new entries have
been made on a file for seven years, then the file is supposed to be deleted,
although there is no formal check on this. ' '

The White-Papers-which were promised in 1973 did not, in fact, appear until two

years 1ater -and. after a- thange of-Government.- In'ComEpterss'Safeguards for .

Privagyas, thé Government summarlsed and-updated the fin&ings of the intexr-
departmental.work;ng'party_on~central-government computexys and included, in

addition, cémputers in -local authorities, natipnalised.industries and othex
quangos. The White Paper‘contaihed gtatistics on the use of computers in Britain,
details of-the measures' taken to. protect. privacy in the public sector, and a

description of overseas.practice. In Computers and Przvacg,., the Government.-

stateduitskintention-tonlegislate:ih:Britain*~-itawasrthe.first-such statement.
An Act covering computers in- the public and private secﬁors was to be introduced
when preparations were completed e .+ « and the parliamentary timetable and |
financiai and manpower resounrces allowed.a? The measure would set standards for
dealing with perscnal information based on the Younger'Committee's principles

and establish a permanent statutoxy agency Lo oversee their implementation. The
Data Protectlon -Committee was- set up to refine the objectives of legislation,

the shape it should ‘take and settle the form cf the- controlllng body. 1In the
interim, the Government undertook to preserve its adminzstratlve rules to
protect privacy in the public sector until legislat;on was passed, and urged
computer operators in.the private sector to show similar restraint., Sir Kenneth
Younger was made head of the Data Protectien Committéé eérly in 1976, but died
in May of that year. Sir Norman Lindop, Director of Hatfield Polytechnic was
appointed as the new chairman and the Committee held its first meeting on

27th July 1976. Its report wag published in December 1973.33
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The Data Protection Committee rejected the idea of a licensing system as
heing too expensive and time—consuming for the Data Protection Authority to
make the necessary investigations and inspections. Instead, data stores im
‘both public and private sectors (with some exceptions) should be registered
with the Authority. To ensure maximum flexlblllty, different sets of rules
would be negotiated to deal with d1fferent uses and’ these rules, or codes
of practice, would have the force of law. Codes of practice would be based on
seven pr1n61p18339, and most stores would ‘be covered by one of about fifty
codes. The only exemptions in the public sector would be stores concerned
with national security. Im the private sector the Authority could decide to
exenmpt stores if regxstrat;on was not thought 'necessary or helpful? 1n order
ﬁ to dlscharge statutory duties for data protection. ‘Thus, if registration was
H_not necessary-to obtajn information for drawing up ‘codes of practice, detecting
breaches of a code, ensuring the existence and main characteristics of a store
were publicly known or bringing a code to the attentiom of those whom it
concerned, the Data Protection Authority could decide that certain private
seetor stores need not be registered. . Users required to register would pay a
fee determined by the Data Protection Authority. Registration would be
regularly renéwable. The.individualﬂsqright tdéinspectﬁdetails“stored—on'him
might be refused if inspection would be too eostly jor if control could be
guaranteed by other means.- In-some cases, the right to inspect files would
1ie with the Data Protection Authorlty rather ‘than thé- individual. -The Authority
would have a small team-of- 1n3pectors empowered to 1nvest1gate complaints, make
spot checks.and, with’ 2 magistrate's warrant, enter premlses. Failure to
comply with a-requirment _to: registerg*or-breachﬂof’a>code'ofrpractice ~would
be an dffence.” Data Protection: Authorzty members would be- appointed by-the
Crown and would be directly respnnszble to Parliament. Complaints against the
Data Protection Authority could be put to the Ombudsman or.Council on Tribunals,
or could be taken up through the courts. '

The NCCL.had: complalned when ‘the Data Protection Cemﬁitteéfwas.established that
"a majority of the Committee con31sts of people profe351ona11y involved in
collecting sensitive 1nformat10n about 1nd1v1duals. It is hard to believe it
will properly appreciate the urgent need te control the collection and use of
confidential information about individuals. It is more likely to be obsessed
with technical aspects of computer securlty and the cost of protecting privacy’ .fo
The NCCL and British Computer Society had both called for the adoption of a

system of licensing in their evidence to the Committee. On publication of the
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report, the NCCL was concernmed that the jndividual's right to inspect
information stored on him was not firmly established.41 Despite these
criticisms, the NCCL was to compare Lindép's recommendations favourably
with most other official statements on the topic over the subsequent five

years.

Official reaction to the Lindop Report was again one of delay. In January
1979, Merlyn Rees, Home Secretary, said the costs of contrals needed further
consideration before final proposals could be brought forward. Dismayed by
the delgy,.Szr Norman Lindop warned that the country could suffer commercially
if it did not legislate soon, because other countries might refuse to allow
information to be handled on BritiSh-computers.Az The conflict between these
two aspects — the costs of..legislation and-the.potentiai.commercial penalties .
of falllng to legislate — came into sharper focus with the election of a
Conséervative Government in May 1979, The Conservatives® early priorities were
to disestablish;quangos~ratherfthan.ad& to their number, and to reduce
businesses' costs rather than increase them through having to conform to privacy
safeguards, but . information technology was a sector- marked: out for development
by the Conservatives and they were. ‘obviously wary of:more countries with

-controls-haﬂnxng«the~tran3fer.of;lnformatlon.to Britain.

During 1980: the Government" received'"a spate of complaints" from private industry
about lost contracts ‘beéause Britain had no data protection 1eglslatlon' the
computer-industries-and ‘industrial: consultancies-were: partLCularly ‘harshly - .
affected.ﬂgz_ However - the.Government still favoured allowing the Home Qffice

to act as its own watchdog over public sector computers. As late as September
1981, the Home Office Minister of State was referring to the call for an
independent data protection authority as "fundamentally objectionable". 44 In
July that. year Sir Norman Lindop, frustrated at the lack of progress, had
reconvened the. Committee on Data Protection to issue a second report. By
January 1982, the Government: had made a.. M=turn' and: come to accept the meed .
for an ‘independent authority: -As- & result, in-April the Government - finally

published its White Paper specifying its proposed leglslatlon. Data Protection!

The Government s Proposals for L_g;slatlon.45 The proposal fell short of

Lindop’'s recommendatlons and aga1n warned that there m;ght be 2 delay in
‘implementing the measure since “the public sector costs and manpowex will have
to be contained within existing planned totals, -even if this means deferring

application of legislation in this area?.46
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' The explanation for the Govermment finally helng prompted into action is, of

" course, to be found in two interrelated factors - 1nf1uence from abroad and

consequent commercial pressures. A £ailure to obsexrve intermationmal
guidelines, and especlally the European Convention, would have resulted in
considerable commercial losses. Indeed as early as 1975, the Swedish Data
Inspection Board had halted further processing in Britain on Swedish citizemns
wntil Britain imposed more stringent rules.ﬁy Although Britain had signed
the European Convention in May 1981 - an indication of intent - full ratification
required legielative action. (the Convention itself becomes active when it has
been ratified by five menber states). The 1982 White Paper noted that "without
legislation, firms operating in the United Kingdom may.be at a disadvantage
compared with those based in countries which have data protection legislation”.
Similerly, -the Home Office Minister-of- State later conceded that the legislation
“goes far enmough to allow us to ratify the European Convention which is
important in itself . . . 2 great numbexr of jobs are at stake" &8 Labour's
spokesman, Roy Hattersley, put. it-more bluntly "there is only -one principal
purpose -and that-is. to ensure. that -a.new age of. techuology . . . is not
handicapped: by -the refusal -of-our: European partners to-provide technological
information te.Britain because there is no protectlon here atall', 49 This
scept1cal wiew:was later shared—bnyabourmsmnew shadow.Home Secretary during
the passage of the Data Protection Bill: “the principlé of the Bill is not to

protect the privacy of the subgect. ‘It is about trade and about money' .50

It had- taken ﬁust~a=decade%from-the"publication.oftthequunger-Report-to the
eventual -decision to introduce data protection-legislation. : In December 1980,
the Select Committee on Home Affairs had criticised the Government for its
"dilétory and complacent” attitude towards a number of reports. Iwo of the
reports cited were those of Younger and. Lindop. The attitude persisted until
it became clear that cemplacency would 1ncur commercial and financial losses.
Civil 11bert1es - groups maintained the pressure for leglslatlen throughout
this period,-although, unlike the:case. 4in..several. other EuXopean countries,
they were denied ‘the opportunzty to use . a single issiue (eg central population
reglsterlng)51 to focus public attent1on towards the more general subject of

privacy and data protection. Instead it was left tQ;profe831onal and commercial

- lobbies - notably the British Computef Society, the British Medical Association

and information technology industries - to bring the final pressure to bear.
It was the need to protect Britain's position at the Yerossroads of the
international data highway'"and to exploit the full commércial potemtial of the

new information techmologies, rather than 2 reaction to public fears about
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privacy which caused the Government to act. As the Home Secretary admitted
when introducing the first Data Protection Bill, it was intended to
"cafeguard the increasing number of concerns that depend on the free
international interchange of computerised data and so safeguard the many jobs

that exist in that area".52

The Data Protection Act

The first Data Protection Bill was introduced in Decewmber 1982. It fell with
the dissolution of Parliament in May 1983 and a revived Bill with only minor
modifications was published shortly afterwards. This received royal assent in

July 1984 and becomes fully operational over the next two years.53

The Act applies to both public and private sectors, but excludes manual files,
concentrating instead on data which is 'automatically pfocessed'. The latter
phrase could, of course, apply to a range of activities and 'computing
equipment® is, as such, not specifically mentioned in the Act, but the Government
made it clear that the legislation was aimed at such eQuipment. It is generally
assumed that the definition of equipment is avoided #0 as not to make the
definition redundant in an area of rapid advances. It is interesting also that
it :is the activity of ‘'processing' rather than.'holding' data which is the focus
of the Act. | ' '

In line with the 1982/White Pa@ér,_and in contrast to Lindop;s recormendations,
"data users (mot individual data stores) and computer bureaux are required to
register with the Data Protection Registrar. (Lindop had favoured licensing
with a Data Protection Authority). The Registrar, besides maintaining the
register of users, is empowered to investigate suspected breaches of the

data protection principles which are set out. in the Act. Supported by a
judieial warrant, he has rights of entry to indpret premises., Breaches of the
Act render the offender liable to a prosecution in the courts and, if successful,
a fipe and forfeiture of material. The Registrar himself has the power to issue
enactment notices, transfer proh1b1t10n notices and, -in the most severe cases

of non-compliance with the data protect1on 1r1nc1p1es fg Bo¥1ce of de-registration.
Data—~users can appeal against decisions of the Reg;strar_te the Data Protection
Tribunal, a body of legal persons and lay members aﬁﬁninted by the Lord
Chancellor and the Secretary of State respectively. -Appeals against Tribunal

decisions can only be made on points of law.
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On the question of subject access, the Act gives the righf to individuals

(data subjects) to be informed by a data-user whether that user holds
information on him.and, if so, to be supplied with a copy of that information
for & fee.. In the event of such information being ina?curate, the data subject
may seek to claim compensation for any damages which occur as a result, There
is also a limited right to have inaccurate data rectified or erased but, unlike
the 1974 Consumer Credit Act, this right is not directly enforceable but must,
again, be soupht via the Courts. In many ways, the Data Protection Act is

more concerned with preventing wmalpractice rather than providing remedies.

All of these procedures are, however, subject to certain limitations in scope, and
it is the extent of these limitatioms which has attracted much criticism. 4An

important exemption has already been mentioned - manual files — which were

'{ excluded, according the the Govermment, because they did mot generally pose the

same threat as computer-based systems and because of their sheer number. One
estimate. puts this number at 125 million. Nevertheless, there is some evidence
that people are most concerned about some files which are not always automated

>4

(eg medical records)™.. and, in.any.case, the distinction between manual and

automated -files is ' mot always clear. Indeed; it is significant that some data

-protection authorities, although nominally limited to. controlling automated - -~ -- -

e gy - et

files, have considered carrying the spirit  of their legislation-through to. .

. 55
non-computerised systems.

.

_ Even~among'automatedxsystems,thereﬁaraia-goodﬂnumber:oftexemptionSﬂoﬁfthe-grounds__

of national- security, -judicial-administration, -detection of crime and collection-
of taxes., ~Such exemption may cover whole or just part of -the Act's prévisions.
Not surprisingly, these exemptionms: caused considerable;disquiet among civiil
liberties groups and some tightening up.of these provisions took place as &
result. of lobbying. This is one‘érea, for example, in which the Act differs from
the lapsed Bill, As late as April 1984, during the second Bill's Committee stage,
the BMA secured, after a long campalgn, a concession that computerised medical

£iles would remain confidential,--Iniother areas,-however;‘publlc -safeguards dre

less apparent. ‘Besides those areas in which the Aet glves no" right of public
dUCess, Milisters #lso -have the discretion ef dlSﬂllGWlng the right of access
in a.number of othexr areas 1nc1ud1ng data on health and social work, The
criticism. of these: sexemptions was voiced succinetly by ‘NCCL: “the (Act) . . .
will be 1neffect;ve in safeguardlng personal records, inefficient in operation

and will not meet the requirements of our European tradxng partners” .56
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As yet the full financial impliéatioﬁs of the Act are unclear. Initial

estimates put the administrative;bosts of the Registrar and his staff at

£650,000 in a full year with most of this being recovered by registration

and other fees. (1982 figures). The direct costs of access provisions are
difficult to calculate until the_levél of demand has been established; other

- European countries have found that it has taken some time before demand for
access has built up. The fee to be charged for access is on the basis that

the costs of granting subject access will be recovered. The costs to Government
deﬁartments of de#eloping hardware and software systems which comply with the
Act were calculated at £5.5 million during the two year phasing—in period. An
access rate of 0.1 per cent was estimated to cost £1 million per year. A further
£9 - 11 million was expected to be incurred by local authorities and other public
" bodies in implementing the Act, with annual rumning cdéts'of £13 million. No

reliable estimate of costs has been made for the:private sector.

An Effeétive;Protection of Privacy?.

Britain has been relativelyislow;toirecognise}Ihe;need.for«a measure .fo protect.
the handling -of personal data. “Indeed, some.countries-have already:modified,
or are in the process.of modifying, their initial controls. A combination of
répid-ﬁéchﬁological chaﬁge and_thg inevitab1y.unrefinedwnéture of .pioneering
legislation has brought about the mneed for a modification of controls so-soon
after their introduction.-’SinceeBritishwlégislatibn'comes within the second
generation of data conﬁrols,_howeveri.we can-:look to European experience for
some'inﬁiéatiOnSrof=the-1ikely»éf£eétiven393:othhe new-act:- It is perhaps -
worth noting that ‘effectiveness™ in. this context is interpreted as conforming
to those principles of.personal;liberty and official aécountability which were
discussed earlier.. A more,Pragmatic-vim'df!éffectiﬁenesg'-would be that of
helping the Govermment pursue the commercial and-admiﬁistrative benefits of
nevw technologies whilst minimising public protest. | |

The nature of the legislation itself is an obvious first-indication of its
likely. effectivéness.. British'legisiatibnidoes-npt.differ'fundamentally from
the pattern which has developed among other European countries (see appendix).
Most countries, like Britain, have limited théireccntrqis to automated files
and only West Germany, and in certain inst&nceSTFrance;'inplu&w'stores of
sensitive data in manual systems. The failure to proﬁi&e protection for the

latter caused considerable criticism duriﬁg'the passage'of the Act, although it
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might be antiéipated that the siéﬁificaﬁéé of this omission will decline as
more files become automated, The criticism that too many exemptions are
allowed by the Act is less likely to be moderated by the passage of time.

It is inevitable that the rights of access - which for many people are the
most powerful disincentives to the abuse of data ~ will be modified in the
areas of crime and natiqn§1 security. ‘Nevertheléss, the range of exemptions
in Britain is thought by ﬁﬁﬁy to ‘be uhngcessarily'wide,:_For example, whilst
under the West German Federal Data Act, stores concerned with state security
and crime need not be registered with the Federal Commissary; -details of their
type and purpose must be kept in a special register. By contrast, in Britain,
all that is required to make data wholly exempt from the pfovisioné of the Act
is the certification of a Minister of the Crown that national security is
involved. Such a statement ie "conclusive evidence of the fact".57 This
approach is unlikely to comforgighqqg?who fear that privacy is most threstened
thfﬁugh the ‘data collection activifies of the police and*nationai security
agencies;, A further, less significant, concern is the limite& staff resources
which will be available to the Regiétrar.- '

As important as the.letter of the -law is tts-spirit., Besides the precise

nature .of thé~legislation;-therefére;“it“is useful to consider both the
intentions of the legislators and the political .climate in which the measure
_waswﬁqrgglatedﬂ- ?hg intentions;q£;the_Govgrnment"wére fairly clear ~ they -
weré to'£6n£;fm to European standards of déta.protection'in order to exploit

the commercial benefits of the-new,informaﬁion technologies, 4s a consequence,
the Act goes.sufficieﬁtlx far to-allow Britain to ratify the European Convention.
" Even Fhisi h%géﬁef;,has 5eeﬁ:doubted-by4sdme;vwhoLp0int"tﬁﬁthévliﬁité&':}¢u-'"
definition of ‘personal data in the Act. The Bill hag

originally excluded ﬁata
used for immigrarion control. This would almost certainly have controvened
the Eurcpean Convention and was, consequently, dropped by the Government.
~ One méniﬁestafion_of,tﬁe relatively low priority giveén to the privacy‘aébéct'of
data'frotection in Britain is the rapid decline of interesg shown by the Hoﬁe
Office once the Act had reached th@fétatute books, It is now the Department of
‘Trade and Industry which is perhapé more concerned ﬁith the wofkings of the
Dataxgrotgc;ipqgggi_through~its intereét:“along with othéé'OECD'member'ééaﬁifiés; 
iﬁ'promoting transborder data flows;ss B o

On the question. of the political climate, it.is.apparent ;hat:despite nearly

two decadgs of intermittent pressurefor data protection in Britain, and majority

AP U—

public. support for such a measure59, such demands have never turned the question
into a major,bolitical issue. Similarly,”it has failed to attract the level of

powerful political support which the frgeddm ef informatidn campaign now boasts,
SupPpPorters of the latter include the*léadem;of three of the four ﬁ;jSE\;Siitiéél

Parties, the immediate past head of the civil service, a former chief policy
A : =3 a X L1
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advisor to the Prime Minister and two major civil sefvice trade unions. In
Britain, as elsewhere in Europe, the demand for data pfotéction has been
sustained but never approached fever pltch The advocates of data protection
in Britain also Iacked a specifie issue to galvan1se and focus public support
- someth1ng which proposals for central populatlon reglsters did in Sweden,
West Germany, Luxembourg, Netherlands and Demmark and which_Section Two of
the Official Secrets Act now provides for the freedom of information campaign
in Britain. Indeed, in France, the authorities prompted legislation as a
means of facilitating the adoptlon of new computers in the publié secter. The
greater the level the concern about data protection, the more data protection
agenc1e3 are likely to feel under pressure to exercise maximum control.
Similarly, the higher the number of requests for access to stores, the more
likely data-users are to be scrupulous in their observance of the legislation.
As yet, of course, there is no-indication of what level of request for access
;;is to be anticipated in Britain. European experiences suggest three things:
Eﬂemand,takes time to huild up; it is related to the controversiality of issues
sad the prevalent political climate; and it is, to 'some extent, culture~bound.
On this basis, it is perhaps to be expected.that the data protection agemcy
in BritainFWiliwcomewundernrelatively;publicppreSSupe-unlessf-or-until, a .

specific and controversial issue arise,;. -

Finally, we may. cﬁnsider the-importance of individuals- in making legislationm
effective. -' It is assérted, for: example; that the vigorous enforcement. of data
protection-controls in West Germanyrand-Sweden ‘owes-a good deal to the: perceptlans
of key -agency:personnel-in:these countries...There is a.parallel-here with-the -
legislation which created the office .of Ombudsman in.several countries.. When
Britain established a Parliamentary- Commissioner: for Administration (Ombudsman)
o, sine 1967 -some criticised the.resuﬁinéd“natung‘of~our=1egislation. A particularly -
}vgvid contrast was made with the Nesr.Zealand Act whigh:ailaws their Cmbudsman
tblinvestigate a4 wide range of qdmiﬁistrativeffailpfés;}culminating in those
which were simply considered'_;éggfﬁo- ~For a=while;uthé-PCA felt confined by the
r:ﬁffi*”'rrtagalustramtjackan'nfrtha'p&:aﬂt&&ct,nhut~nver the: years Successlve Commissioners:-
have extended their roles.. -Ft:ig qulte possible that, 1n time, data protection

registrars might do likewise.

9

. In 1984, Britain finally coficeded the need sfor data protection controls. For. . : -
those intereatedyiﬁ privacy this was, however, only a ftinor landmark since the
stimulus for legislation appearé to have been rather more connected to commercial
factors than any real concern for privacy. The privacy issue, as such, is now more
‘visible--as-a facet of a rather-bfoaééq~anddpaliticglly mbre-vociferous,camﬁéign for -

Open Government in Britain. -
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PERSONAL DATA INFORMATION AND THE RIGHT TO INFORMATION IN IRELAND

ABSTRACT

Experts in Ireland agree that there is a need to protect the
privacy of personal data and to introduce a Freedom of Information
Bct. The lack of widespread demand for these  measures is
accounted for by the fact that the relatively smaller size of the
country, the Ombudsman, and the contacts which the political
system allows, softens the harshness of administrative action.

Problems nevertheless exist, and are getting worse.
The growth of the public service and the progressive use of
information technology have made the problem more serious.
Ireland's archaic parliamentary procedures, the secretive and
closed attitude of the public service, and the inadegquacies of
our administrative law are obstacles to a solution.

Under Ireland's present laws, the individual has no effective
remedies by which to gain access to information or to protect
personal data. Statute law is used to make the citizen disclose
personal information without providing adeguate or uniform safeguards
to protect its confidentiality. Although Tort law can provide
remedies for breaches of some aspects of privacy - it is almost
_powerless in controlling personal data banks. The fundamental
rights guaranteed by the Irish Constitution may eventually evolve
to protect privacy, but are at present so uncertain, and so hedged
about by limitations, as to be virtually ineffective.

The Irish citizen cannot depend on International Law to protect
these interests. The Universal Declaration of Human Rights is
not part of Ireland's domestic law, and cannot be relied upon
by an individual. The European Human Rights Convention is,
likewise, not a part of domestic law and the scope of its protection
of privacy (Article 8) and freedom of information (Article 10)
are either toc uncertain or too restricted to provide personal
data protection or freedom of information. :

~ Legislation seems to be necessary. A Data Protection Bill
is promised but there is no sign of a freedom of Information Act.
It is accepted that the Data Protection Bill is to be introduced
for commercial reasons. Lt appears, régrettably, tobe the case,
that business interest is the agent of this change and not the
desire to protect human rights or the future of’democracy.



PERSCNAL DATA PROTECTION AND THE RIGHT %0 INFORMATION
IN IRELAND.

Introduction

There has been no.significant demand-ipllreland for
new laws to protect the privacy of personal_data,'or to.
make government information more freely available to
the publi@.&alcontrast to the situation_in the United
Kingdom,pérsonal'data protection and freedom of iniormation
are not issues_which give rise to great concern or interest
among Irish pecple. One's first impression is that there
is sowethlng odd about thls, as both countries have similar
legal and political structures. In the Unlted Kingdom |
by contrast, :these topics have been seriously debated
public issues since the 19605.( )

Two reasons, among others, which account for this
difference are the services provided by Ireland's public
representatives and the smaller size of the'country and
its population. In the Irish political system, citizens
. expect their iepresentatives to act as “conﬁact men" with
the public sector. With_éJCOmparatively laige number of public
representatives who live in'their cqnstitutenCies, individuals
can get information, prompt-the authorities into action, or have
their cases reviewed. Most,people have. some direct personal
link with persons of standing in the communlty who will help
them to remedy‘a.greivance. - As Professor Chubb,has written

"To some extent, lack;of official inforﬁation
is compensated for by the fact that the conntry
is small and homogeneous. The numbers of politicians,
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administrators, journalists, and judges are small

enough for them to be known to each other and for
*"horizontal" communlcations to be easy.

Furthermore, journalists are poth responsible and
alert;although radio and television have been to

some extent 1nh1b1ted from exposing the shortcomings

of public authorities or seeking out public scandals" (2)

The absence of widespread complaint'does not, however,
necessarily imply that there is no problem, nor gdoes it
necessarily mean that the situation is not gettlng worse.

The Irish Ombudsman, Mr. Michael Mills, has recently called
for the introduction of a Preedom of Information Act

and the establishment of a press council... Public

servants, he said, often.felt that it was best that the
public should not be made aware of decisions'which were made,

or were .about to be made.(s)

A report commissioned.bg +he Director of Consumer Affairs

has recommended that Iréland.shculd sign and ratify

the Council of Europe - Convention on Data Privacy.

This Report on Consumer Credit raised certain doubts
about . inguiry agents who had contacts thrdﬁghbut the

country and who could.supply_informatioﬁ.dn credit applicants

on short notice. 4)

Mr. John Horgan,a lecturer on journalisnyha#’written about
the growing campaign for the introductién’bf a Consumer

Information Act. This campaign has been endorsed by
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the National Committee for Freedom in the Press and
Broadcasting, whose President is Mr. Sean MacBride,and
by the aAssociation of Higher Civil Servants. In a feature

article in the Irish Times last year, Mr. Horgan wrote:

"Few objective observers could disagree that

the situwation in Ireland at the moment is
parlous. There is still no Archives Act to
govern access to public documentation of an
historical or quasiﬁhistorical'nature, and
contemporary material in every conceivable
category is protected not only by precedent
but by various Official Secrets Acts; Which.

are draconian in their language and extent.
Many of them are freguently broken, and their
breach does not often attract the attention of
the authorities -~ or at least does not involve
action by them. This is hardly a consolation,
as the editors of various national newspapers
have found out from time to time when they have
unexpectedly found themselves in court. -

If cne looks at an information map
0of Western Europe and the United States,
Britain and Ireland together appear as a benighted
archipelago, untouched by the slow but steady
progress towards freedom of informafion that has
characterised many democratic societies in the
past couple of decades -~ and, in some cases for

even longer™. (3) ) o
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The pub11c1ty surrounding the trial of Cclive Ponting
in Britain, over the leaking of documents relating to

the sinking of the Belgrano in +he Argentinian war,
has helped. to focus attention on the Irish Official

secrets Act of 1963. This Act is substantially the

came as the British one, and is also similarly in need of reform.

The Sunday Tribune has called for the reform of the
official Secrets Act 1963 and the introﬁuction of a

Freedom of Information Act.

"For our democracy to have any real contemporary
meaning®, it argues, "it is necessary for- us to

have access to as much information as possible in
relation to our public affairs and thus the laws
and ethos of secrecy which surround the workings

of our government are entirely inappropriate.

section 3 of the Official Secrets Act is Ehe most
aﬁsurd manifestation of.the pall of secrecy with which
the actions of our masters are sarrounded. It should
be repealed. But that by itself would not suffice.
There must be an entire change in the manner in which
our public affairs are cﬁhducted, with an emphasis on

"{6
openness and access to informatlonf )
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In addition Ireland has not escaped those developments
which are coﬁmon throughout advanced societies.
The public service has grown over recent decades and
government agencies are involved in almost e#ery
-aspecf of the citizen's life. The Fulton .Commission's
Report on the public service in England, like the Irish
Devlin Report,discovered much the same type Qf changes;
"The role of government has greatly changed. 1It's
traditional regulatory functions have_mulﬁiﬁled in size
and greatly'broadened in scope. It has taken on vast new
responsibilities. It is expected to achieve such general
economic aims as full employment, a satisfactdry‘raﬁe of
growth, stable prices and - a.healthy balance of payments....
It provides comprehensive social services and is now
expected to promote the fullest possible dévelopment.of human
potential. All these changes have made for a massive
growth in public expenditure. Public. spehding means
public control. A century ago the tasks of government were
mainly passive-and'regulétory. Now they aﬁount to a much
more active and positive endagement in our affairs.” &
Information technology is being adopteé in both the
public service and in large business. These institutions are
acquiring more and more.ihfqrmation about citizens, and
are using more sophistiéatéd.methdds of daih,han&ling,
thus adding a new dimenéion'ﬁo.the data pfiﬁaéy problem. At
the same time their ac£i§i£ies are hidden frdﬁ_pubiic scrutiny.
It seems inevitable ihaf{ﬁhe issues of daté_protection and
freedom of informatibn.will become increasiﬁgly important

in Ireland in the future.
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Irish Institutions and the.Protection of\the Citizen

| Although Ireland has a written Constitution which
guarantees fundamental rights to each citizéﬁ, the
protection of personal data and the right to information
are not adeguately provided for. The reason for this is to
be found in the nature of the state's institutions.
Ireland's political institutions are for the most part
medelled on those of Britéih. Ireland's system of
government, it's Parliament (calied the Oireéchtasj,
the relations between government ministers and their civil
servants, the civil servicé itself, loecal gbvérnment, the
courts and our legal system, are all similaxr £6 British models.
1t is not surprising therefore that Ireland.suffers from the
same lack of access to public information and the same
problems of privacy of,personal data, as have been experienced
in Britain, In Ireland the problems at parliamentary level

are, if anything, more acute.

The methods used by the Oireachtas have been those
evolved by the British Parliament in the lsth‘century;.
Professor Chubb has written that the Oireachtas is deficient
in it's archa%c procedurés and'techniqueé, in the staff
and facilities available to mémbers, and as:régards the
education and experience Qf ménf members and:the views
that they have of their job, which is primarily that of
. "contact man". Parliamenﬁary debates are seen
as inadequate to deal. with:pblicy proposals.and indeed to

render the executive accountable for it's actions.,
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These debates have been described as "gladiatorial set pieces
conducted on party lines by politiéians who ;re'wedded to the

concept of strictly competitive or "adversary” politics".(s)

The Irish civil service has many of the-same strengths
and weakness as the British civil service on which it ié
modelled. Although they are generally dédicated, non
partisian, and anonymous in their work, civil.servants
are also passive rathér than active and inclined to be
over secretive. They have been characterised as being
concerned with day to day performance rather-than with
the overall efficency of the service. The civil service
suffers from some of the faults associated with ail large
bureaucracies. These include over-concern ﬁiﬁh precedent,
remoteness and inaccessibility, poor handling of the public,
lack of initiative and imagination, ineffectivenessg
procrastinafion and an unwillingneés to take rééponsibility

or to give decisions.

It is also said, that;public servants, particularly
civil servants, are not accustomed to giving information
freely. In fact they are not usually permiﬁted to give
information at all. One cbmmehtator has ﬁem@pke61 ang
it is accepted as being s£111 true that “the traditional
attitude has been to preséﬁt &s_na:roﬁ a.frontuas possible
towards the public, sincé_ffom that direction,'there is

little to be expected except mud and brickbats.
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Consequently information is strictly controlled ox

channeled - sometimes to the point of ceasing to flow at all.
I+ requires an effort to change sgso well established a
position which has dn the whole been advantageous to the

9)

defenders."

The legal system likewise leaves a lot to be desired,
In spite of the existence of a constitution, which guarantees
fundamental rights, the citizeﬂb remedies against the
administration are guite limited. The explanation for this
is to some extent historical. The Irish legal system is a
common law system based on that of Britain, There is no
sophisticated system of adminisfrative law or any separate
system of administrative courts. With the creation of the
modern welfare state, the nead for administrative review
and appeals grow in number; This problem.was met, not by
the court system, but by providing for appeals'to ministers
or civil servants or to independent tribunals.j In some cases
further apppeals lay to the ordinary courts. But even under
the ordinary court system, and under the coﬁStitution, there is
only limited power td review administrati§e_actions.
As long as a government exercising administrative discretion
keeps within its powers, the courts cannot interfere.
An administrative tribunal-caﬁ'howevef be reﬁﬁired to act

- (10)
judicially and in accordance with natural justice.
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A study group set up by the Devlin Commission in the late
1960s recommended a systematic scheme for feviéws and appeals
from the decisions of public authorities. : They recommended
that appeal tribunals should be set up in every major
executive agency. "It goes without saying" they said "that
these tribunéls should meet the criteria of openess, fairness
and inpartiality. In addition the process of appeal should
be cheap and, generally, free and it should be speedy. The
executive agency itself shduld have the respdnsibility for
providing the evidence necessary for the appéal and the

(I1) "These

scope of appellate jurisdiction should be unlimited"”.
recommendations were never implemented., = An ombudsman
however, was eventually appointed under the Ombudsman Act 1980,
The institution of the Ombudsman and greater activity by the
courts helped the situation somewhat. But as Professor

Chubb has written “the areé of administrative:discretion is
still frighteningly large. In addition to_disCretionary
powers in respect of'matters such as aliens; passports,
telephone tapping, and opening mail which all states seem %O
regquire, the Irish state has always had a battery of emergency
and security powers." %hese powers were made necessary

by the problem of subversive4organisations, notably the

I.R.A. The continuing violence in Northern Ireland and

its effects in the rest of the island have made the continuation

of such powers a necessity.
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It can be concluded,therefore, that the character
and organisation of Irish institutions (excluding the
Ombudsman) hamper rather than facilitate the flow of
information, and that political and judicial controls over the
executive are not capable of making ESsential.information
available to the disadVantaged citizen. Leéal remedles, as
we shall see in the next section, are similarly inadequate
to protect the privacy of personal data being increasingly

accumulated in institutional data banks.
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Cohtrols on Confidential Daté.

There are numerous Irish statutes which authorise
the state to collect personal information. TheSe statutes
require the disclosure of information din certain types Of
gsituation, Information can be required ‘on the happening of
a specified event, such as the making of ah iﬁcome tax return.
Secondly an obligation to disclose can arise when the individual
wishes to avail of a statutory right to a beﬁefit, or to
participate in a -regulated type of activity. ©Thirdly
personal information is also required by the gbvernment for
statistical purposes. it has been shown by Matrc
MacDonald (13) that the commonly accepted principles and rules
of personal data protection are rarely applied in such
statutes. The Income Tax Act 1967 places a duty on officials
not to make improper disclosure of the'personal'data they
receive.. The act provideé for numerous offences, and defines
. penalties in respect of each of these. Therejis no safeguard
by which the taxpayer is assured that the information supplied
will not be used for other purposés. The taxpayer is not given
any éivil right of actioﬁ for wrongful disclosure, nor is he
allowed to access the data stored about him, of.to correct false
data held on his file. Wofse still is the sittation under the
Social Welfare Acts. In ordet to obtain a Seﬁefit, the citizen
"must supply pelsonal 1nformat10n to the pr351d1ng officer,
There are, however, ne prov151ons in the act.obllglng the
minister or his servants or agents not to dlsclose 1nformation
received to anyone exdept authorised penéons; There are nb.
penalties prescribed for_breadhés of the'act;. An obligation
of secrecy is placed on the'officers responsible under the

Statistics Acts. ‘There is however nc general offences clause
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in the.Act and it therefore appears that b:eaChés. of the
relevant duties may be aétioﬁable at civil law. But in this case
also the individual is not entitled to information about what is
stored about him,br as to where it is stored,or £0;whom it is
communicate&, neither has he the right to eraée data which is

incorrect.

There are clearly, variations in the amount of protection
provided by various statutes for the confidentiality of personal
data. The revenue commissioners and various 'tax officers
have a good reputation for respecting confidences. It has been
argqued however, that the reason'for this is not any great respect for
human rights or privacy. The explanation is that the revenue
departments require our public cooperation in order to function
with any degree of efficiency. Respect for the confidentiality
of personal data is therefore a necessity. In other departmenté
of state and in private business, if an individual wants
a benefit ox licence he must provide personal data and no
guarantees are given as to what use will be made of that
data. The difference in:treatment has nothing to do with the
gensitivity of the information;but is a matter of which is the
more effective. Where it is useful to exchange information

about people, it will be'often'EXChanged.(l4)

In short therefore,
-statutory law is used to :priéé'personal data from individuals,

but does not protect the confidentiality of the data obtained.
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Rights in Tort Law

Doubts have been expressed about the ﬁsefulness_
of the concept of "Privac?" in Tort law. Some writexrs
think the term is too unwieldy and vague to be of any

(15) - Other writers'argue-that

practical usefulness.
there is-something special about the concept of Privacy
which is not covered by other torts. What is special

is that the violation does not typically take the form

of a diréct attack on liberty, although of course

it may do.that. Its typical form is that of affronting
certain sensibilities, giving rise for example to-feelings
of shame, of embarrassment or of a 10ss Of self respect

in the victim.(ls)

What_is agreed, . is that outside of the

United States, common law jurisdictions inclﬁding Ireland,

do not have a clearly defined tort of privacyf' In spite

of this some of the traditional torts cover a substantial

part of the same ground. Some writers suggest that all

that is required is fdr the courts to adopt a.sympathetic

and imaginative approach for the remaining grdeévances

to be remedied.(l7)
In England, in spite of the rapid grow{h of tort law,

no official right to privacy is recognised. ” Indeed in the

opinion of some, such a rightlwould be-neithgr_necessary

or especially useful. The Report of the Commitfée of Privacy

in 1973 (18) came to the conclusion that if fhere is a need

at all to protect privacy; the existing action for breach

of confidence_ansﬁers tﬁat need. Othef schélars strongly

disagree. The problem seéms to be that firstly,
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not everybody agrees what is meant by privacy, and secondly

mahy types of invasions of privacy are indeed covered

by traditional torts but not all of them. The reality

seems to ‘be that an incoherent patchwork of_étatutory

and cqmmon law rules_exists which protects some aspects

of the private sphere of life but leaves others unprotected.(lg)
Some privacy violations are similar _tbzbreaches of

confidences or to defamations but yet there'ié something

fundamentally different about some other privacy claims.tzO)

Some doubts have also been expressed as to whether control

of the storage of personal data is a part of the law

of privacy. It is agreed, in any event, that in

common law countries, other than the United States .of

Amefica} there does not appear to be any commcen law

principles which prevent the mere possession orx storage

of private data about others. The common 1éw focuses instead

on the positive acts of gﬁrvéillance or disclosure. Professor

Gibson concluded an article with the words. "since the

common law is unwilling and apparently unsuited to provide

this type of protection, legislative action is probably

necessary if the picture is to change." (2;) -
irish tort law provides much the same-protection as

is provided by tort 1aw in2other common law countries.

Thus while our laws are sufficient to protect the individual

from some kind of infringement of privacy, £hey are

not adequate to protect §6nfidentia1 personél'information.

Where the information discloséd is true, of'ﬁhere it

is untrue and does not injure the reputation of the plaintiff,

no action may be brought in defamation or fér injurious

falsehood. The owner of a computer disk, tape or manual file
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holding perscnal data could sue in trespass where there
has been an intereference with the file medium but such
a right belongs to the oﬁnérfcf the file medium only, and

not to the data subject.

The equitable doctrine of breach of éonfidence
could be used where there has been a_wrongful disclosure
of confidential informatioﬁ. To gualify for2pr0tecti0nl
the information must haﬁe the guality of cbﬁfidence
about it,and must have been given to the data user in
circumstances importing an obligation of confidence.
The reach of the law of confidentiality seeﬁs,'therefore, to
be extensive. All the cases to date however, provide
protection only when the information has been provided on the
basis of some initial voluntary reliance by the Plaintiff
on the discretion of some other person. It is of no
assistance at all to the individual in helping him to
discéver what files are being kept about him dr in giving
him access to the information stored about him on such
files, In such circumstances, personal information can be
transmitted from one user to another user without-any'adequate

precautions to safeguard the interests of the data‘subject.

Other problems also;arise in relation to:breach
of confidence. In many cases, the bringing of a legal action
before the courts of.law .;equixes informatioh of a confidentiél
type to be publicly disclosed and discussed. Pre-trial
discovery procedure allows a client to get access to relevant

information from the other party to any action. Here the



is.

law must balance two conflicting interests. On the one side,
damage may be done by thé_diéclosure_of the information,

and on the other,the intéreéts of justice requires that

the information be disclosed. In some cases ~ discovery

is granted on the understanding that the infofmation be
confined to the solicitor and counsel on the plaintiff's side
and to expert witnesses. .In'English Law iflwaé held to be

an implied underﬁaking by those obtaining diééovery that they
would not improperly or collaterally use the information

discovered. (22)

A similar balancing'bf the interests of freedom of
information and individual privacy arises in the case of government
documents. It is now left to the court to decide whether
a particular government document should be produced to the
plaintiff in an action or not£23) Conversely,the court
will be reluctant to order a data user to disclose confidential
information to a state agency. In a recent dase, the
court refused to order an insurance company’to-diéclose
personal information given by an applicant for insurance,
even though the information was required.by_a ‘garda
inspector under powers given by a statutory instrument.

The judge held that the inStrumeht.in question did not clearly
show an intention to breach the insurer's duty not to disclose,
" nor was it in accordénce with the spirit.ahd_scope of the
parent statute, The-judge.also considered-it ;ele#ant.that
1o speciél circumstances should exist Wheréby disc1osure

would be detrimental to the data subject. (24)

It may be congluded therefore that, although tort law provides
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some protection against the abuse of personal data, it is not

in itself capable of providing the safeguards required.

Constitutional and Human Rights Guarantees,

The extent to which the Irish Constitutidn guarantees
privacy to the-individual.is uncertain, So fér_ﬁhe right
to privacy has been positively declared "only iﬁ the special
context of the privacy of the marriage relationship“ arising

from the case of McGee v. Attorney General.(zs’ Judicial

pronouncements in the case of Norris v. Attorney General indicate
that a right of individual privacy does exist but it is one which
is not absolute. . State security, public order o# morality,

or "other essential compconents of the common good" may limit

the right. The judges of the Supreme Court expressed different
views on the privacy issue and the case 4did notnmake it necessary

(26) An expert on

for the court to explore itg many aspects.
constitutional law has concluded that, "in such a state of
divided judicial opinion, the theoxry of privacy,.as an individual's
persohal right, remains uncleér". (27)

This does not mean that the Supreme Coﬁrt will not at
some future date establish a personal right to_'the privacy
of personal data. It has been suggested by one.writer that the
right to the non-disclosure of confidential inf@;mation is one
of the unspecified personal rights guaranteed bf}A:t; 40.3

(28) The decision of the German Federal

of the Constitution.
Constitutional Court in Decembér 1983 which found the Census

Act partially unconstitutional-suggests that hi$ témarks may

be well founded, Linked to thé guarantee of the aignity of man, the
German couri established a personal.right to,"infdrmatibnal self-

determination," which guarantees the authority of the individual



18,

t0 decide for himself whether or not his personal data should
be divulged or processed. Limitations on this right are
allowed, but only if a "predominant public inﬁerest“ can
 be shown, and provided procedural and substantiﬁe safeguards
are provided. (29)

The Irish Constitution élso guarantees liberty for the
exercisersubjeét to public order'and.morality} of the right
of the citizens to express their convictions and opinions.
This statement ¢of the liberty _ is followed by a substantiai
qualification of it. The state is obliged to ensure that this
right should not be used to undermine public order or morality
or the authority of the state. The freedom of expression
provision has not been judicially considered in any detail,
and it is accepted that substantial statutory and common
law limitations on the freedom of expression exist. These
limitations relate to +the interest of state sacurity, the
interest of official privacy'wﬁich allows for example the
exlstence of the Official Secrets Act 1963, and & variety of
other limitations. At presént.therefore,'the Congtitution is
of very little assistance to the citizen in helping him to
gain access to inforﬁation iﬁ_eithef the:pubiic or private

domain. (30)
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International Agreements

Other sources of possible protection of the individual's
privacy and of his right to information, are those international
instrumeﬂts and conventions which Ireland has ratified.

Article 12 of the Universal Declaration of Hum&n-Rights

states (among other things) that "no one shall be subjected

t0o arbitrary interference with his privacy", and that everyone
has the right to the protection of the law against such
interference, This declaration which was proclaimed in

December 1948 was accepted and ratified by Ireland in February
1953. There are some doubts about the juridiéialnstatus of

the Declaration,but there are substantial grouﬁds for saying that
it constitutes a binding obligation on member states of the
United Nations. There is some basis for saving that it may

even be part of customary international law and be

therefore binding on all states. (31) The European
Convention of Human Rights guarantees the right té respect for

a person's"private and family life" (Article 8), and guarantees
the right to freedom of expression (Arxticle 18). Ireland signed
this Convention in November 1950 and ratified it in February
1953. '

Under Article 29%.3 of the Irish Constitution,

Ireland accepts the "generally recognised principles of international
law and it's rules of conduct in it's relations with other states”.
Judicial pronouncements do not always agree on the effect of this
provision ~ one suggests that it imports principles of international
law into municiple law, another that it merely recognises these
pPrinciples as a guide in Ireland's relations with other states.(32}
It has been interpreted in any event, as conferring no right

on individuals, ¢33

It has also been held that the Declaration of Human
Rights is not a part of Ireland's domestic law. (34) Article
29.6 of the Irish Constitution states that no international
agreement shall be part of the domestic law 0f the state
"save as may be determined by the Oireachtas® (i.e, the national

parliament) ., Neither of these international agreements
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have been determined to be part of -the-domestic law of Ireland.(35)
The rights conferred by the European Human Rights Convention
cannot therefore be relied upon as part of the municipal.1aw of

the state. It has been held that an Irish coﬁrt“cannpt give effect
to the Convention if it be contrary to domestic law or purports

to gfant rights or impose obligations additional to those

" )
(36) It seems that no presumption that the

of domestic law.
Constitution is compatible with the Convention arises,
or that the court need concern itself with the consistency

of Irish law with the Convention.(37)

European Human Rights Convention

Any rights which the individual has, therefore,
under the European Human Rights Convention, he must pursue
by application to the Commission, and thence. to the Court of
Human Rights in Strasbourg. Such applications are also confined
to complaints against the state, and in addition, domestic
remedies must have been exhausted. Having paséed these
hurdles, the applicant may still be faced with disappointment,
as the extent to which the _Convention protects the privacy of
personal data and guarantees freedom of information is uncertain,

and does not appear to be extensive.

The threat posed to privacy by the.éomputers and
data banks has long been re¢ognised, In 1972 Rene Cassin wrote
that the new capacities oﬁ'computer science.méke it capable
of violating ﬁthe privacy and the individﬁal‘ﬁtgedom of
citizens and of disturbiné'ﬁhe-balance betﬁeepfpﬁblic authorities

(38) Similér_views have been expressed

{39)

and social groups”.

by many writers since then. The Convention's provisions
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were framed without our present awareness of these threats of

computer technology. The protection provided tends therefore to

be of an indirect and peripheral nature.

Right to Privacy

Article 8.1. states that "everyome has the right to
respect for his private and family life, his home and his
correspondence”. This provision is aimed at protecting the
individual from arbitrary interference by public authorities.
It also imposes some positive obligations on the state such as
the obligation to make the courts effectively accessible to
anyone who wishes to pursue'the rights referred to. (40)
"pPrivate life" implies, in addition to protéction from
unwanted publicity, the "right to establish and develop
relationships with other humén beings, especially in the
emotional fiéld, for the development and fulfiliment of one's

(41) . In the context of personal data

own personality",
protection, however, the Article's scope is nncertain.

Jacoﬁs has commented that "the scope of the protection of privacy
under the Convention remains largely unexplored in the caselaw”.

He suggests that it should protect the individual from (among
other thihgs) being spied upon, watched, or harrassed, én& from
the disclosure of informationlprotected by £hé'duty of professional
secrecy. (42) If that is”tﬁe extent of its.range, it offers

no greater protection than that provided by Irish tort law.

In addition Article 8 (2) allows substantial interference
by a public authority with the rights given'”in_the interests
of national security, public safety or the ecbnomic.well"being

of the country, for the prevention of disorder or crime, for



22.

the protection of health or morals, or for thé protection of the
rights and freedoms of others"®. Such interférence must be only
such as is in accordance with . law and is necessary in a
democratic society to protect the above interests.. Although

the European Court of Justice has emphasised that the provisions
limiting fundamental rights must be narrowly iﬁterpreted,{43)
and although the legal basis for these restricfivé measures
and their necessity have been narrowly defined by the Court,
they still constitute a serious: diminution of,the right to
privacy. (44) It has been suggested that, pérhaps, because
of.these legitimate interfences, the practice by the European
institutions has tended "to restrict rather than enlarge the

L)
scope 0f this right. (45)

_Thé.potential scope of this right

to privacy is therefore uncertain and whatever;ahout the prospects
of its expansion, it does not seem to offer much practical help

to a data subject who believes his rights to pfivacy are breached

by the operators of data banks.

Right to Freedom of Information.

| The European Human Rights Cconvention Article 10(1)
states that "everyone hés'the_right to freedom_of.expression?
This right, it states, shall include freedom to hold opinions
and to receive and impart iﬁfOrmation and.ideas Without interference
by public authority and regardléss of frontie:#.  The exercise
of this freedom, is stated.ih Article 10 (2) to carry with it
duties and responsibilitiés,.and is subject tola list of ten
restrictions and limitations.-_ These includethe.interests of
nafional security, prevéntidn.of disorder or crime, protection of
morals, reputation, and righfs of others, the prevention of

disclosure of confidential information, and the maintenance of
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the authority and impartiality of the judiciarfl These restrictions
and limitations must be pregcribed by law (i.e. must not be arbitrary)
and mast bé necessary in a demncraﬁic society:to'protect

the interests specified. If these latter requitements are

strictly construed, the limitations on the tight-can be

narrowly interpreted. (46)

The Convention guarantees therefore freedom of information,
at least whefé the information is in the public rather than the
private sphere. 1t guarantees the right to hblﬁ opinions,
and ﬁhe right to express and to receive information and ideas.

It guarantees the press thelright-to inform thelpublic_and the
public the right to be properly-informed,subject of course

(47} Where information is

to the specified restrictions.
sought from the authorities, however, or where it ig kept in
private data banks, the Convention is of little use. It does
seem to guarantee the right to actively seek information from
generally accessible sources, but it does not impose an
obligation on the authorities to provide infofmation. It has
been held that freedoms .do.not necessarily give rise t0 a

(48) Whereas Article 10

right to positive state acﬁiOn.
gives no general right to bbtain information, it may include
in certain circumstances, a_right of access té'documents which
‘are of particular importance to the person séeking‘tham.(49)

I+ can be concludéd.then that-whereés,ffhere may be
some possibility of obté_ihing* information wi_iere a person has
a special interest in the'daﬁa.soughﬁf' an&xﬁrbvidEd‘he is not
defeated by the many'limitafipns on his.rights} the Convention

is otherwise of limited unsefulness, It can do little o help



24,

a person gain access to files held about him - if he knows of
‘their existence to begin with. -~ nor does it facilitate open

government by giving the public access to government files.

Proposed Personal Data Protection Legislation.

It would seem from the above examination of the
general absence of personal data protection and freedom of
information in Ireiand, that these rights which.are-impontant.to
the individual's well being'aﬁd.fof the survival of democracy
should be protected by statute. The present coalition government
seems to be committed to the infroduction of a_daﬁa protection bill
so as to enable Ireland to implement the Council of Europe
Convention for the Protection of Individuals with regards to
Automatic Processing-of Personal Data. (1981) and the OECD
Guidelines Governing the Protection of Privacy and Trans-

(50} Before coming

‘border flows of Personal Data {1580).
into office in June 198l, Fine Gael the dominant party in the
present coalition government,.promised the enad£meht of a

Freedom Of Information Act, This promise seems to have been

forgotten and wouwld, in any event, be insufficient unless

accompanied by a reform of the Official Secrefs'hct 1563,

The progress made to date on the data'pfotection
legislation is of some interest. The views oﬁ'ihterested parties
oh the implementation of the Conmention and the_OECD guidelines
were sought by the Minister-fbr Justice as earlj as September
1981, In the following December a Conferende;on Privacy and
Data DProtection was held in Dublin by the. Irish Computer Society
at which Robert Cochran, an expert with the National Board for Science

and Technology, made suggestions for an Irish Privacy Bill.
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The major computer users and interest groups,
as well as legal opinion, were invited to make thair observations
on the implementation of the European measures. These
included the legal.departmenté of the universities, the
Incorporated Law Society of ireland and the-Bax-Council.'
Submissions were made on behalf of the Irish'C6mputer Society,
the Irish Computer Services Association, and thé Irish Confederation
of Computer Users.  Various government departmenté made
submissions, as most of them are major users 6£-personal
data files, e.g. National Manpower, the revenue'éommissioners,
the department of social welfare and the garda siochana. It is
said that a "strong” submission was made be a state-sponsored
insurance company. The overwhelming view of these submissions
has been that Ireland should ratify both documents . The
pressure to ratify is not however for human rights reasons, but
On purely commercial groﬁnds; Ireland in recent years has invested
heavily in electronic technology and software development.
It is felt that foreign business may be lost unless the privacy
of personal data is guaranteed in Ireland. Thus the prime
motivation for the introduction of personal data protection in
Treland is admitted to be a pragmatic and economic one. This
coincides with the experience in the United Kingdom. (51)
Progress on legislafion femains painfuily slow.
The proposed Bill has “relafive priority” but élways seens to be
next in line to somethimg more important. It seems also that the
Department of Justice have difficulty in deciding on the method

of enforcement to be adopted and as to what exemptions to allow.
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Considerable reservations have been expressed regarding the

Uniﬁed Kingdom model and it seems that the Depértment.has
considered previous Dutch proposals as well as sqmething along

the lines of the Irish Consumers  Affairs Office. The

precise form of the legislation is as yet unknown and probably

not finalised. One effect of the delay is thét'the major personal
data bank operators are aware of the impending iég;slation. Some
data users such as the banks, who have branches in the United
Kingdom are getting first hand'experience of thé: system there.
Other Irish data bank users ére already adjusting the type of data
held and the way it is held in.anticipation,of the requirements

of the Pata Bill.

Freedom of Information.Legislation.

No early progress- is expected in relation to freedom
of information or the reform of the Official Secrecy legislation.
This is to0 be regretted as it may be more important to the

survival of democracy in the long term. As John P. Humphrey

has written

"However we may classify human rights and
freedoms and whatever names we may glve to
them, it will be agreed that freedom of
information is a somewhat, although not
_exclu51vely, polltical right. It is a .
political right of a very special klnd-

for, among other thlngs, it's exercise.makes
possible the Crltlcism of government and
exchange of information without whlch there
can be no democracy ." (52}

In his book, The Government and Politics of Ireland,

Professor Basil Chubb observed that the role of our public

representatives, the more creative attitude of the judges,
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and the mediatioh of the Ombudsman "all contribute to softening
the administration of public services and lubricating the
abrasive edge of government where it bearS'upoh-the administré”.
These developments hide the problem from the ejés of the casual
observer, for as he observes, "above ail Irelanﬁ badly needs

a freedom of Information Act, which would give members of _
the public and jou;nalists the fight to see official files“.(SB)

Bentham's remarks about the desirability of public trials

conld, with a few modifications, be applied: also to the public

service

"publicity is the very soul of justice, it
is the keenest spur to exertion and the
surest of all guards against improbity.

It keeps the judge himself while trying
under trial“f54)
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BEFORE THE BEGINNING

Looking back upon the early developments prior to the
enactment of data legislation and the establishment of the Data
Inspectorate in Norway we £ind that the social-scienée community
was largely unprepared for what lay ahead. There had been very
little anticipation of a political movement having the aim of
placing considerably tighter restrictions upon the production and
use of information about individuals. The social scientists felt
that the freé access to information needed to do social research

was a fundamental right that could not be quéstioned by anyone.

We are not suggesting that the social science researchers
were insensitive to the need to protect the interests of those
who supplied the primary data for research., On the contrary.
they were keénly aware of the necessity to impeose strict
principles of confidentiality, not only for obvious ethical
reasons, but also in order to maintain a situation of trust and
confidence, which would in tﬁrn secure data access to enable
research in the future. These self-imposed.standards were
assumed to be sufficient, ana +there was no documented case of a
breach of these standards in the entire history of Norwegian
social science. Thus, it was difficult to see any real need for
legislative action that would, in the opinion.of the social

scientists, have a damaging effect upon their work. And even
though it was becoming rather obvious that most social research

was controversial in some sense, and often constituted a threat



to the interests of some groups in society, it was felt that on
balance society had good reasons to appreciate the research that
was being done, and therefore even improve the conditions for its

efficient executiocn.

These views, held on behalf of social science, were indeed
somewhat provincial. Once the data protection movement gained
momentum the interests of social science reseérch turned out to
be only a tiny little corner of the very extensive and
heterogeneous field being subject to regulation through new

legislation. It required some time to learn that lesson.
THE AWAKENING

Several nations experienced simultaneous mevements toward
the introduction of restrictions upon the privilege of compiling,
utilizing and storing data files containing information about
identifiable individuals. There was an almost parallel
development of data legislation in several European countries as
well as in the United States and Canada. Thé coming of age of
the electronic computers, and the ease with Which strings of
information could be tied together, created concern. The
producers of official statistics had become accustomed to a
reliance upon a delicate mutual trust between the suppliers of
primary data and the users of statistical information. This
balance now seemed threatenéd. The census bﬁreaux had to move
with great care in order to utilize the new electronic technology

for more efficient monitoring of social, demographic, and



economic trends. At the same time the computer specialists were

discovering the wider potentials of their new tools.

In Norway some concrete events served to precipitate the
political concern and caught the attention of-the public, leading
to considerable debate in the mass media as wéll as in politieal
decision-nmaking bodies. Social science researchers were alerted
to the potential dangers to their ideals of free and unrestricted
social science research. ,We believe that the involvement of

social scientists in the ensuing debates had some impact upon the

formulations of the relevant provisions of the Data Act.

Norwegian social scientists predicted disaster. They
foresaw a return to armchair research. They feared that there
would be so many restrictions upon data collection and analysis
- that empirical research of the more traditional type simply could

nct be done.

Against this background the case of Norway may perhaps be
regarded as an interesting one. Although tﬁe fules and
regulations that have beeh.introduced Rnay cause extra work and
sometimes produce delays, and on rare occasions eveﬁ
insurmountable barriers, ﬁe'feel that the practical and technical
implementation of data legislation has had significant positive
effegts upon the restructufing of the entire field of data
producticon, data access, and data analysis. 'Tﬁus, without

underestimating the drawbagks, we feel that the developments
precipitated by the legislative action have served to improve the

overall conditions under which Norwegian social scientists



conduct their work. We would like to suggest that the outcome to
a large extent is due to fortunate circumstances enabling
"instrumentalists" to take over where the "emoticnalists™ had

conducted some important groundwork.
THE ACTIOH

Sengitizing the Public Mind

In 1964 the Central Bureau of Statistics introduced the

person identification code, expected to produce considerable

improvements of the bookkeeping operations and to facilitate the
linkage of census data with the continuous influx of information
about births, marriages, deaths, changes of residence,
occupational status, etc., from local registers. The news about
the eleven-digit code and some speculations about its potentials
stirred up some concern in the public debate. But another and
simultaneocus event had perhaps more emotional impact. An
extensive sociological research program designed to follow an
age-cohort of males from age 11 through a longitudinal study
lasting perhaps 20 years or more, and to be éonducted in the
metropolitan areas of Copenhagen, Helsinki, Oslo and Stockholn,
encountered strong negative reactions in some school-districts in
Oslo. Analysis of the reactions indicated that an emerging image
of social science constituted a threat to wvalues of privacy and

secrecy (Hoem, 1968; @yen, 1965, 1968).

Since then the person identification code has been adopted

for a wide range of purposes in the public as well as in the



private sector. Tax and insurance records; driver’s licences,
passports, bhank accounts, social welfare and medical records all
contain the person identification code, and whenever an
individual approaches a public or other agency for help or
assistance the most efficient way of securing access to records
is through the code. The expansion of the code’s utilization and
in particular its function as a key to the linkage of files
apparently have been watched very closely by the Data

Inspectorate.

The longitudinal study, however, became a fatality of the
debate, rather than the data legislation. It is a matter of some
consolation that the research program has had success in other

Nordic capitals.

Saocial Science Strikes Back

While social scientists felt guite strongly that their own
principles for the protection of the integrity of individuals
were sufficient in view of the basic premise'that soclial research
must be performed, they pointed to a number:of risks inherent in
the movement toward stricter'regulation. Tﬁey feared that the
proposed Data Inspectorate'might become a censorship agency,
notably since the criteria of relevance and'ufilitx were to be
considered prior to making a decision to grahﬁ or to deny a
concession to establish é'régister. And pefﬁaps the researchers
might be tempted to oversell utility, making basic research more
unlikely. Funding agencies might tend to make their decisions

about research grants contingent upon the real or anticipated



views of the Data Inspectorate. The cumulative nature of the
research process'might be iﬂpeded. While there is always a need
to revise reéearch instruments through pilot studies, series of
pretests of guestionnaires, etc., the prior decision of the Data
Inspectorate to allow the establishment of a register might

simply preclude such a process.

It was feared that the pressure toward utilizing anonymized
information about individuals would make panel studies and
longitudinal studies far more difficult, and it might become
virtually impossible to conduct follow-up studies, or to check
conclusions of earlier research, on the basis of research

materials already on file.

While it was predicted that there would tend to be a shift
from empirical to more speculative, theoretical research, it also
was feared that the conditions for the training of research
recruits miéht deteriorate; The processing of an application for
data concession would necessarily take some time, and the time
available for graduate study and for doctoral training programs

is limited.

-Social scientists also peointed to the possibility that
gtricter rules would tend to make it easier for public as well as
private agencies to protect their own interests rather than the

interests of their clientele, in turn making it more difficult to
protect society’s need to gain improved knowledge about its own

functioning and shortcomings (Kignstad and E. ¢gyen, 1980),



The emphasis upon the view that through social research
society is aided in understanding itself, was a key issue in the
debate, and also may have had some effect upon the formulations
l1aid down in the regulations adopted under the Act. In addition,
the distinction between on the one hand adminigtrative data
enabling decisions about individuals and on the other hand data
used for statistical purposes such as to assess relationships and
trends, was strongly emphasized an& apparently understood. Then,
as the more pragmatically oriented lawyers and social scientists
joined forces and worked together successfully, through the
universities and through bodies such as the Norwegian Research
Council for Science and the Humanities, the fesult was the
adoption of principles which turned out to have a number of

positive consequences for social science resgearch in Worway.

The nature of the debate has been reflected more fully in a
series of articles and other documents (¢yen,nl976, 1977:
Brosveet and @yen, 1979; Rokkan, 1977a, 1977b}. The Horwegian
debate to some extent was spurred on by the debate which had been
going on in Sweden, where data legislation had been introduced a
few years earlier (for a review of the situation, see Janson,
1979), and also showed many similarities to arguments which had
come to the fore in the extensive international debate (for
reviews of arguments, see for example Reynolds, 1975; Mochmann

and Mueller, 1979).

Two Committees—--0ne Act

The Norwegian government appointed two committees, one
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chaired by Helge Seip {(who later became Direétor of the Data
Inspectorate), the other was chaired by Proféssor Tore Sandvik.
The Seip committee was mandated to review the use of personal
information in the public sector; the Sandvik committee had the
task of reviewing the situation within the private sector. Both

were to propose legal statutes.

In the reports of the two committees (Ministry of Justice, 1974,
1975) one finds reviews of problems related £o the electronic
processing of information about individualsf:the purposes of such
processing, existing and related relevant legislation, and
current practices at the time of the studies. The committees
recommended that two separate statutes be enacted, one for the

public and one for the private sector.

However, the Government thought differently. 1In 1977, when
the proposition was tenderéd to the Storting, the recommendations
of the two committees had been molded into one draft statute
(Ministry of Justice, 1977). Most of the provisions contained in
the draft did not differentiate between the private and the
public sector, although some special provisions were made for the
private sector in order to regulate credit information, data
processing enterprises, di;éct mail, and oﬁiﬁion research. As
the proposition was considéréd'by.the Stortihg in May 1978 these
distinctions were removed. The politicians'ﬁished to have one
act, applying to all catégories of pexsonal daﬁa, and accepted no

special treatment for the public sector.



SOME FEATURES OF THE DATA ACT

The Data Act (Lov om personregistre m. m.) was passed by the
Storting on 9 June 1979 and became effective on 1 January 1980.
In the English translation the law is entitled "Act Relating to
Personal Data Registers Ete¢.", and its Article 1 states the scope

of the Ac¢t as follows:

"The Act is applicable to personal data registers and to
other facilities whereby personal information is utilized in
certain types of activities.

The term “personal information’ shall mean informaticon
and assessments which are, directly or indirectly, traceable
to identifiable individuals, associations or foundations.
The term ‘personal data registers’ shall mean registration
files, records etc. where personal information is systemati-
cally stored so that information concerning an individual
person may be retrieved.

The Act is applicable to personal data registers in
central or local government institutions as well as in
private enterprise, societies or foundations."

The Act stipulates a government concession requirement to be

administered by an official agency, the Data Inspectorate, under

the direction of a Board of seven members appointed by the King.
The concession requiremenps are formulated as follows {(in Article

9):

"Permission of the King (government concession) is
required for the establishment of perscnal data registers
which are to utilize electronic aids. Such permission is
also required for the establishment of other perscnal data
registers if they are to include '

l) information referring to race or political or religious
beliefs,

2) information on whether a person has been a suspect,
indicted or convicted in a penal case,

3) information referring to the state of health or abuse of
intoxicants,



4) information concerning sexual life,

5) other information concerning family affairs than those
referring to family relationships or family status,
property settlements between spouses and breadwinner

status.”

Registration of information falling into the above five

categories may not be undertaken unless necessary (Article 6).

In general:

"The registration of personal information must be
justified on objective grounds, having due regard to the
administrative and operational activities of the institution
or enterprise undertaking such registration.”

An important distinction pertaining to research interests is

contained in Article 7. The following quotation is from Section

1 of this article;’

Everyone shall have the right to be informed of the
types of information concerning himself which are stored or
processed by means of electronic aids. This right to be
informed shall nevertheless not apply to registers which are
only used for statistical, research or general planning

purposes.”

Clearly, the Act does not apply to absolutely all

registers. We read in Article 1 that

"the King may determine that the Act shall not apply to
certain types of personal data registe;s.“
The possibility of wmaking exceptions appears elsewhere too.
As we read the various articles of the Act we f£ind that the King
may assign édditional duties t0 the Ministry of Justice or to the
Data Inspectofate: the King may issue specific rules; the King

may further restrict, and so forth.



Thus, in ordinary language the Act is a general statute
through which the Stortinq has provided the principles whereby
the adoption of specific rules and regulations bhecomes the
responsibility of other decision-making bodies. The Data
Inspectorate is a branch of the Ministry of Justice. It has been
argued that the Inspectorate ought to be orgdnized'as an
independent agency divorced from the Ministry of Justice, thus
facilitating the implementation of the Act even within the domain

of the Ministry.
FINDING WORKABLE SOLUTIONS

After reviewing the conceivable potential dangers that data
legislation might inflict upon social research, and after
pointing to the apparent crisis into which data legislation had
thrown Swedish social research, a few instruméntally inclined
social scientists realized that some constructive action had to
be taken in order to secure the optimal conditions under which
empirical social research could continue to exist. It is
apparent in retrospect that the social science community has good
reasons for gratitude td a group of legal experts who made
invaluable efforts in finding solutions. (For some of the legal
literature, see Blekeli and Selmer, 1977, and Bing and Selmer,

1980).

Professor Stein Rokkan’s efforts had seminal importance and
soon pointed in the direction of a c¢learing-house or brokerage
function interposed between the social science research community

and the Data Inspectorate. He urged all major research insti-



- 12 =~

tutions to join forces to protect the regearchers” need for
access to information regulated under the new Act and outlined a
scheme whereby this could 5e achieved (Rokkan, 1977). A special
committee appointed by the Norwegian Research Council for Science
and the Eumanities and chaired by Jon Bing, furnished a thorocugh
analysis of the major issues of principle which were at stake
(Research Council, 1279). Responding to the studies that had
been made and the wvarious solutions that had been suggested the
Research Council in 1980 made a decision to éstablish a

Secretariate for Data Protection Affairs (hereafter called the

Secretariate). This new agency became affiliated with the

organization called The Norwegian Social Science Data Services

(hereafter called NSD, an acronym for Norsk samfunnsvitenskapelig
datatjeneste), located in Bergen, and immediately initiated

negotiations with the Data Inspectorate.

Two major issues had to be clarified. The first, of course,
was to ensure that measures taken to protect privacy and the
integrity of individuals would not seriously'impede researchers’
access to data about individuals. The second issue had to do
with the system of archi?ing.déta registers fhat had already been

used and which ought not to be destroyed or deperscnalized.

THE GENERAIL CONCESSION

The negotiations gave rise to an agreement between the Data
Inspectorate and the Research Council that the Secretariate was
toc be mandated to provide reqular reports to the Data

Inspectorate about all research projects funded through the



Research Council and for which concession was required in

accordance with the provisions of the Act (Data Inspectorate,

1981).

The researcher applyving for permission to establish a

register for which concession is required has to provide, through
a special form, certain informations to the Sécretariate. The
Secretariate then makes a judgment on the basis of information
about data collectien, the plans for the processing of the data,
data security means which are foreseen, and thé plans concerning
storage and utilization through re-analysis at a later stage.
With its report the Secretariate then encloses a letter of
recommendation as to the concession decision. And normally the
Data Inspectorate replies, in a letter directed to the project
manager and a copy to the Secretariate, that the concession has
been granted. Should particﬁlar questions require clarification
the Data Inspectorate makes céntact with the Secretariate before
granting concession. Apart from some adjustments in the method
of obktaining data the Data Inspectorate so faf has heonoured the
recommendations of the Secretariate, and no concession
recommended by the Secretariate has been denieé as yet (cf.

Olaussen, 1984a, 1984b)}.

One of the important advantages of the reporting system for
the research community is that the processing of applications for

concession normally will not delay the research project. When an

application for funding is made to the Research Council the

Secretariate will be responsible for the evaluation of the

application from the viewpoint of the Data Act and the terms laid



down in the general concession agreement. If contact is needed
between the applicant and the Secretariate in order to make
clarifications or adjustments judged to be necessary, the
applicant will have as a counterpart a person who is competent in
methodology of social research rather than ah employee in the
Data Inspectorate. The latter may be an exceilent legal expert
but not always in a position to assess the possibilities of
making the appropriate adjustments in the research design. The
record indicates that adjustments in the questionnaire or in data
handling procedures often may'be made without loss to the
research design, and closer scrutiny of the design sometimes may
lead to improvements.

The Data Inspectorate has expressed that the reporting
system holds advantages. The Inspectorate submits a report to
the Storting annually. In the report for i981.we find the

following conclusion:

"The arrangement entails, in our judgment, a consider-
ably better control to the effect that concession for the
individual research register is requested, rather than a
system of individual applications for concession from each
researcher who establishes a register. Furthermore, the
system gives the Data Inspectorate a better general view of
how the research registers are treated while the research
project is in progress as well as after its eventual
completion” (our translation, Datatilsynet, 1981:31).

General concessions, similar to the agreement between the
Data Inspectorate and the Research Council (and for which the
Secretariate is the executive branch), have 5éen granted by the
Data Inspectorate to the Institute for Applied Social Research and

the Institute for Hospital Research.



According to the Data Inspectorate the general concessions
granted to research organizations do not significantly reduce the
workload of the Inspectorate. However, the arrangement may save

much time for the applicants (Ministry of Justice, 1983, p. 10).

STORAGE OF RESEARCH REGISTERS

In seeking to develop a system of archiving research data
after the completion of the research project tﬁe Secretariate has
had to cope with the provision of the Act which stipulates that
data having personal identification must be destroyed as soon as
the data are no longer needed for the execution of the research

project. Article 11 of the Act contains the following statement:

"when permission is granted in purstance of Article 9,
rules shall be prescribed for the personal data register
(....). 1In particular, consideration should be given to
prescribing rules on . . . . {10) the deletion or non-use of
data after a certain lapse of time, and whether the register
should be transferred to the general archive system , . . .
(11) security measures and destruction of data material."

In accordance with these provisions of the Act the Data

Inspectorate and the Research Council adopted the following rule:

"Upon termination of the project all data registered by
electronic aids or other media shall be properly destructed”
(our translation, Item 4.8.2, Agreement, 1981).

In principle, once the broject has been campleted the
concession has automaticaliy been rendered ihﬁélid. And as long
as it has not been clarified whether research data are to be
transferred to the general archive system the data do in fact

have to be destroyed.



Without going into a discussion of the unreasonableness of
this requirement at this point, let us describe the arrangements
which have in fact been established. A systeﬁ was proposed
whereby the researcher rather than destroying br deperscnalizing
the data is offered the opportunity to deposit them in a central
research data archive., The NSD was proposed to have the
responsibility for the central archive for such data while the

Secretariate would crganize the routines.

The final agreement, reached in 1981, acceptis a system of a
central data archive for research registers. The agreement
states that personal data registered by elecﬁronic or other
meansmay be transferred to the Norwegian Social Science Data
Services, provided there are reasons to presﬁme usefulness in
future research. The agreement contains somé limiting
conditions. A researcher requesting storage of personalized data
must establish an acceptable likelihood that the data will prove
useful in future research. Furthermore, a committee appointed by
the Research Council is entrusted #ith the aﬁﬁhority to decide
which registers are to be kept in the archives and which
registers are to be destroyed or anonymously. The same committee
also is to make decisions about reuse and to whom and for which
purposes reuse is granted; A report about sucﬁ decision is to be

sent t¢ the Data Inspectorate.

At first glance the system may seem somewhat bureaucratic.

But it must be remembered, first of ali, that the Data

Inspectorate and the Secretariate have a jocint interest in
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finding s¢lutions which function smoothly. Secondly, the
committee of overseers appointed by the Research Council, has
delegated some decisions to the Secretariate. Thus, the
balancing of partly conflicting goals, that of securing
protection of privacy and that of defending the interests of
reséarch, has been achieved in a manner which so far appears to

be satisfactory.
OTHER SOQURCES OF RESEARCH DATA

Access to Data in Public Agencies

.So far we have described the system which applies when a
researcher conducts a survey or compiles data dependent upon
thecooperation or consent of individuals proyiding the
information. We now turn to a discussion of the procedures
necessary to gain access to administrative data files in public
agencies. 8Such data may be.needed in order to.éupplement data
collected through interviewing, or they may be needed for

independent analysis.

The handling of data files in public administration is
regulated by alspecial-act covering procedures of management in
the public sector (“Forval;ningsloven"). Thié'act regulates
researchers’ access to data files or informa#idn primarily used
for administrative purposes (cf. Frihagen, 1979, pp. 225-241).
Whenever a researcher wishes to secure access to micro level
information being subject to eﬁhical secrecy requirements

permission has to be obtained from the appropriate ministry,



unless informed consent may be obtained directly from the
individuals with whom the particular information is concerned.
The ministry will not grant access unless the researcher has
presented convincing reasons to believe that the research program
has merits in terms of usefulness and seriousness, and that it
would have been difficult to obtain the necessary information by

octher means.

In such instances the researcher has to go¢ through at least
two steps. An application has to be submitted_to the ministry,
and normally a special committee for secrecy and research is
asked to evaluate the application and give advice relating to the
decision. 1In case the project manager is not awafe of the rules
which apply and the procedures to be followed the Secretariate
will give advice. Following procedures similar to those which
appiv when the researcher needs to collect priﬁary research
datathe Secretariate may play a role of mediator between the
applicant and the particular ministry. Next, an application has
to be sent to the Data. Inspectorate to obtain.the concession to
establish the register. The procedures may.féQUire time and
considerable effort, but at least possibilities for data access

do exist.

Data from Statistical Agencies

One very important supplier of data needed for sccial
research is the Central Bureau of Statistics. According to the
Statistics Act the Bureau has the right to secure data about

individuals (e.g., census data). The Bureau also conducts



surveys and has a special division for interview studies. The
surveys are based on representative samples of Norway’'s
population. In accordance with the Data Act the Data
Inspectorate has granted a general concession to the Central
Bureau of Statistics. The concession also contains some general

rules concerning researchers’ access to the Bureau’s data,

Census data may bhe uséd for research purposes externally,
but some requirements have to be met: (1) The.data must be
anonymized, but only to a level still making the research
possible. {2) The researcher must have concession from the Data
Inspectorate prior to obtaining the data. (3) The data shall be

used for statistical purposes only.

Survey data may also be made available for research
purposes. The above conditions apply, in addiﬁion to the
requirement that for the identification to be maintained
therespondents must give their consent. The consent requirement
may constitute a problematic barrier, but it must be viewed
against the rules under which the Bureau’s data collection is
carried out. Also, the research community realizes that the
Bureau is a very important partner for social science research
efforts and provides several kinds of services, from drawing a

sample of the population to conducting the entire survey.

Therefore, a close cooperation between the Bureau and the
NSD has been established. The Bureau provides anonymized survey
data for the researchers through the NSD. Such data transfer

does not, because of the removal of identification, violate the
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conditions laid down by the Data Inspectorate.

MERITS AND SHORTCOMINGS

The Rcle of the Secretariate

In oﬁr opinion, the unique feature of data pretection in
Norway is the fact that it has been possible to establish a
clearing-house which functions as mediator, broker, and buffef
between the research community and the agency'in charge cf the

implementation of data legislation.

The role played by the Research Council through NSD and the
Secretariate fqr Data Protection Affairs in achieving the rather
favourable conditions has been highly significént. The Research
Council has been willing to earmark special funds for the
execution of the tasks cof the Secretariate. Fbllowing
negotiations between the Résearch Council and ﬁhe
NorwegianCouncil of Universities the arrangeient has been
expanded and strengthened through a budget sha;ing agreement
whereby the Research Council now defrays half the cost of the
operations while the universities foot the other half of the

bili. The annual budget is approximately NOK 700 000.

It is necessary for the Secretariate to maintain a close
relationship to the Data Inspectorate and to perform so as to
avoid conflicts and rebuttals, while at the same time

facilitating the efficient handling of the researchers’ data

needs.



We feel that the Worwegian research community respects the
function of the Secretariate, and we have not been able to find
cases in which researchers have seriously challenged the position

that the Secretariate has taken toward the Data Inspectorate.

Problems of Data Storage and Reuse

The provisions for placing research registers in secure
archives are in principle the responsibility of the institutions
conducting the research or being responsible for the research
operations. But there can be no guestion that the centralization
of this function through NSD and the Secreta:i&te often provides
advantages beyond the obvious point of finding optimal sclutions
to satisfy the Data Inspectorate. The registers are handled,
stored and secured according tc high professional standards, and
presumably the later retrieval of data may become as efficient as
technically possible.

Clearly, the pressure exerted upon the research community to
utilize data registers from which the identification has been
removed, is a condition with_which social researchers somehow
have to live. Yet, the existence of the Secretariate appears to
increase the probability that an identification kev may be

retained, and under secure conditions.

Researchers know thét_a'set'of data that has been collected,
often at considerable expense, potentially holds possibilities of
analysis and utilization in addition to those foreseen by the

particular research design for which the register was initially
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established. Sometimes the conclusions of a’fesearcher may be
questioned and re-analysis of the data becomes necessary.
Imagine, for example, a candidate for the doctor’s degree being
shielded against further probking of the data.by having been
requested by the Data Inspectorate to discard the data register.
In many instances data may be well be anonymized and still
utilized in future analysis. Yet, sometimes the addition of cne
extra variable or more may be necessary in order to achieve
reliable re-analysis. Follow-up studies often furnish an
efficient way of throwing new light upon old problems. Panel
studies and longitudinal studies are among the most useful
research strategies of social scientists, and data which have
been collected for the purpose of a study at one point in time,
may turn out to be potentially very attractive as a point of

departure for studies over time.

A recent recommendation of the Eurcpean Science Foundation
proposes a revision of the "ESF Statement Concerning the
Protection of Privacy and ﬁhe Use of Personal Data for
Research" (adopted in 1980)5 Referring in parficular to the needs
of epidemiological studies the ESF now proposes the following

formulation concerning data storage and retrieval:

"once the specifid research purpose for which personal
data have been collected has been achieved, these data
should be depersonalised and the necessary measures should
be taken for their secure storage. However, it should be
possible again to personalise the data, should a research
need arise" (ESF, 1984).



Predictability and Serendipity

It is in the nature of social research as-in fact in all
research that one dces not know at the outset what to look for or
what measures to take. Data legislation presupposes that an
applicant for concession to eétablish a register is in a position
to know exactly what the variables are going to be. The
application must furnish information about whidh questions are to
be used, and the Data Inspectcrate must decide if and when some
.illegal trespassing is likely to occur, in which case concession

will be denied.

We have already mentioned the need to conduct pilot studies
and perhaps make several pretests of the obserfational
instruments. Clearly, during this process of trial and error one
may need to pose new guestions and experiment with new
combinations cof questions. The construction of indices must

necessarily be part of the research process itself, and could not

possibly be completed at the time of applying for funding and for

concession to establish a register.,

Thus, the formalities surrounding the concession
requirementmay tend to introduce a rigidity which ocught to be

alien to the research process itself.

Very often, as we know,'the researcher constructs
fundamental dimensions or factors on the basis of perhaps rather

superficial observations. Through factor aﬁalysis or through



latent structure analysis the researcher is able to assign values
or scores to individuals, and an individual’s reading on such a
variable may be considerably more “"sensitive" in terms of
personal integrity than the knowledge about the answers to
particular questions in a questionnaire. The interesting
question from the viewpoint of data legislation is whether or not
the data authorities ought tc be in a position tc make the
appropriate evaluations and to c¢laim the right to grant
concession for the composite variable rather than for its
components. At the present this is only a thecoretical guestion

and we do not know the answer.

In some social science environments there is a plea for more
qualitative research as opposed to the allegedly hard;boiled
quantitative approaches to social behaviour. The point to be
made here, and without entering into a discussion of the merits
cf different methodologicél approaches, is that data collection
procedures recommended by proponents of qualitative research
preclude the construction of standardized, structured
questionnairés. Questions.are open-ended, intensive probing is
necessary, the interviewer must be able to interject herself into
the totality of the situation or the views béing explored, the
contextual setting of a stétement must be pursued and, in short,
the observational scheme makes it impossiblefto specify inadvance
what informations the observation protocol_wiil hold. and of
course, there is no way ofnspecifying in advance the type of

information required by data authorities to enable concession

decisions.



This situation makes it even more important that provisions
be made for a well qualified mediator between the research
community and the data authorities. 8Such a mediator must be able
to argue in terms of the principles laid down in the data
legislation, but alsc in terms of the principles governing the
research process. Once the communication h:eaks down, social

science is in great trouble.

. Unless the legislators wish to eradicate certain
methodological approaches to social behaviour by expecting
structure where the lack of structure may perhaps--and

sometimes--provide a key to a deeper understanding of social
life, it may be necessary to favour rules for the handling of

data rather than rules for data content.

The Diffusion of Data Protection Norms

One would expect a time lag between the introduction of the
Act and the point at which social researchers have acquired
sufficient knowledge about the data protectioh rules applying
whenever they wish to establish a research register. From the
viewpoint of the Data Inspectérate the mediator role of the
Secretariate and other holdérs of general eoncessibns would seem
to be an advantage by promoting a wider diffusion of the formal
requiremen£s. And in particular, since the Secretariate is in
aposition to monitor projects financed by or through the Research
Council, and now also is the official data protection clearing-
house of the Norwegian unifersities, the Data Inspectorate may

expect conformity within reasonable limits.



Although admittedly some researchers may not yet.know what
is expected, there may be a tendency among other researchers to
be excessively cautious. In order to maintain a trustful
relationship to the respondents in a survey,.or te be absolutely
certain of not trespassing into forbidden territory, project
managers may abandon the use of registers of identifiable
individuals, thereby precluding data linkages that might have

rendered the analysis more efficient and less costly.

The wider diffusion of what is in fact, or perhaps rather,
what is alleged to be the formal requirements, apparently
promotes ﬁ "commercialization" of survey and interview services.
Researchers show an increasing tendency to have private opinion
polling agencies or the survey division of the Central Bureau of

Statistics assume the responsibility for the data collection.

Of course, several factors may account for this
development. The professional agency may offér the researchers
various kinds of services, e.g., preparing the interview schedule
or gquestionnaire, conducting the interviewing, processing the
data, and even performing the initial analysis. The agency will
agree to do the job for a fixed price and wiﬁhin a specified time
limit. And also, the agency will handle the more bureaucratic
elements of the data collection process and thus assume the
responsibility for the handiing of data conégssion requirements.
Although this development toward a commerciaiiiation and pro-
fessionalization of data collection holds many advantages, and

might have occurred even without the anxiety created by data
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legislation, there seem to be some disadvantages. A very
important part of the research process is being removed from the
research institutions in charge of the studies in question. This
in turn may make it difficult for the socioloéist, political
scientist, psychologist, etc., to exercise critical assessment of
the quality of the data. The traihing of graduate gtudents and
research recfuits through active participation in the data
collection of large-scale surveys becomes nearly impossible. A
further difficulty is the provision of the Data Act applying to
opinion polls and market investigations and whereby the agency is
under obligation to de-~identify the data withiﬁ a time limit of

six months following the interviewing (aArticle 33).

Thus, while we have pointed to the positive effects of the
Data Act in terms of a restructuring of the entire field of data
handling, we also see some negative consequences. And in short,
there is a certain pressure in the direction of divorcing the
researcher from the data and separating him or her from the
direct and close contact with the human beings who deserve to be

fully understood.

Hopefully, the work of the Secretariate and other agencies
now interposed between the Data Inspectorate and the research
community will be of even greater assistance td the individual
researchers who feel uncertain about the possibilities for
collection, handling and storage of research data within the

limits set by the Act and the regulations adopted in conformity

with the Act.
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CONCLUDING REMARKS

on the whoie, the development toward data legislation in
Norway showed features quite similar to those which appeared
elsewhere. Of course, there was no way of arresting the movement
toward stricter formal rules governing the compilation, use and
storage of data about ideﬁtifiable human beings. Even though
social scientists had strong misgivings about what they
considered to be the potential effects of data legislation upon
their research opportunities and were gquite active in veicing
their views, they also, as their own practicé had already shown,
accepted the interest in securing the personal integrity of
individuals and recognized a need to grant individuals the right
to have a kind of ownership relation to information about

themnselves.,

In fact, social scientists in Norway as elsewhere had seen
many reasons to be concerned about he kinds of data apparently
on file in agencies in charge of secrices in the interest
of national security etc. .Such agencies een among the few
to be fully exempted from the principles pdaté
legislation. And one furthef point needs to be mentioned here.
Social scientists and the meaical researchéré ﬁad Commuon
interests in protecting data access and use. Yet, the social
scientists often have aligned.thems with the pétients' oY
clients’ interest in having some insighnd control over
the ways in which members of the medical pralt with

information that was felt to be the proper property

and clients.



Thus, at the time when the enactment of data legislation was
inevitable the social science community saw mahy good reasons for
co-option rather than the maintenance of conflict and
confrontation. We feel that the Norwegian accommodation to
conflicting goals in large measure was due to the constructive

efforts of an alliance of lawyers and social scientists who saw

possibilities for a modus vivendi within the framework laid down

by through the passing of the Act.

The fact that Norwegian soclal science was relatively well
established, had a reasonably high prestige, and was being
recognized by the authorities as providing through research an
important basis for decisipn—making, may have been one of several

decisive factors.

Also, the existence of the Norweglan So¢ial Science Data
Services, possessing the capacity required to take appropriate
action and to organize the linkages between the research
community and the Data Inspectorate, is a circumstance without

which the whole effort might have collapsed at the outset.

In our opinion the system has functioned well. The general
concessions granted by the Data_Inspectoratésmade provisions for
an efficient reporting system which appears to have considerable
advantages for the social science communityfas_well as for the
Data Inspectorate. We have_seen significan£1developments in the
direction of an archiving system which is compatible with the

intentions of the Data Act while at the same time providing

oppertunities for reuse of data under conditions of acceptable



data security.

We have suggested that the arrangements developed so far
have had the incidental.yet very important effect of improving
standards for the collection, handling, analysis, storage, and
presumably also reuse of data about identifiéble individuals. The
professional standards of social science have become higher.
Unfortunately the formal demands may sometimes tend to favour a
kind of rigidity in research design which may in turn place
unacceptable restrictions upon the freedom to utilize
experimentation, nontraditional cobservational methods, some
alement of trial-and-error, all of which are salient features aof
the innovative research process, be it in social or other

"sclence.

in order to protect the true nature of research as a search
for what cannot be known in advance one may wish to promote
adherence to strict rules for the handling of data and to some

extent relax the standards whereby content somehow has to be the

subject of a detailed approval in advance.

However, provided we judge the behaviour of politicians
correctly, they are not very likely to pass iaws or adopt rules
providing special privileges to accommocdate ﬁhe serendipity
elements of social or other research. RealiStically, and basing
the judgment upon the situwation in Norway,'the social science
community has no alternative to that of mainﬁaining a situation
of mutual trust and confidence between the data authorities ang

the researchers. We feel that the present gituation hold some

promise in this regard.
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Through its initial proposals the research commuunity tried
to cbtain a situation of a somewhat higher degree of delegated
anthority once the clearing-house function of the Secretariate
for Data Protection Affairs had been established. So far the
Data Inspectorate has retained the authority to make the final
concession decision for each individual application, following
the preparatory work of the Secretariate. This is an area where
some change could be expected. But clearly, the authorities must
be fully convinced that the social scientists are able to manage
their own house in the sense of accepting and respecting the
letter as well as the spirit of the Act. We have noted that the
Ministry of Justice in its commentaries to the Data Act foresaw a
somewhat higher degree of delegated authority, giving the Data
Inspectorate the right and obligation to intervene on the basis
of the Secretariate’s reports whenever deemed necessary (cf.,

Ministry of Justice, 1980, p. 32)}.

The Data Inspectorate is in the process cf considering
amendments to the the Data Act (Fgyen, 1983); Clearly, the
technological development is moving very rapidly, and many
situations arise that were not anticipated when the present Act
was being drafted. The social science commuhity in Norway has
every reason to hope that it will be possible to retain the
rather favourable conditions which have devgiqped since the Act

went into effect five yeafs ago.
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Introduction

anyone turning the pages of British newspapers in recent years would find no
lack of issues concerning the gathering and use of information in ways that
baar upon questions of confidentiality and individual privacy, and in ways
that affect fundamental communications between goverrment and citizen in a
democratic polity. Court cases have involved civil servants on charges of
breaching Section 2 of the Official Secrets Act 1911 which deals with
uvnauthorised disclosures of official information. In one, Sarah Tisdall, a
low-ranking civil servant was convicted and jailed for having leaked to the
Press a document about the smplacement of Cruise missi les; in another, Clive
ponting, a senior Ministry of Defence official was acquitted of the charge
that his sending of documents concerning the sinking of the General
Belgrapo in the Falklands War to a Member of Parliament constituted unlawful
disclosure under the terms of the Act.

The Ponting case has sent ripplé_.s through the systém of confidence and
confidentiality that lies at the heart of British govermment: had Ministers
deliberataly mislad Parliament akout the evenﬁs surreunding the
sinking of the ship? had Ponting violated the confidence Ministers place in
civil servants not to revzal information? was Ponting now carrying the
violation further by seeking to publish a bock about the affair? should
civil servants explicitly subscribe to a code of ethics? had Michasl
Heseltine, the Defence Secretary, in turn breached the confidentiality of
civil servants' discussions with Ministers by telling Parliament, after
ponting's acquittal, the details of what Ponting had advised a year bhefore?
was there now an irreparable breach between Neil Kinnock, the Lesder of the
Cpposition, and Mrs. Thatcher as a tresult of Kinnock's disbelief of the
Prime Minister's explanation that she had not personally instigated the
prosecution of Ponting?

Second, the fear that the Official Secrets Act might come to bear led to the
cancellation of a telavision documentary programme about the way MIS
allegedly spies upon members of organisations in Britain, such as ths
Campaign for Nuclear Disarmament and the National Council for Civil
leertzes who are thougnt to represent potential dangars to the security of
the State, The question-of i ‘11n1_ster.1al control of tne activities of the
security apparatus was scarcely laid to rest, and was 1n fact pointed up
more sharply, by the extreme rapidity with which.a judge's investigation
subsequently concluded that Hame Secrstaries over a nuwoer of years nad not
authorised such surveillance. The delivery of the judge's report came in the
same week that Parliament was to give a Second Reading to a Government Bill
on the Interception of Comuni'cati-ﬁa_ns, regardad 1n many quarters as a
minimalist attempt, at best, to provide safeguards against telephone tapping
and interception of postal conmum\.atmns, and at worst, a weakening of the
citizen's position.

On another level, the doctrine of Yinformad consen-“ gained some headway in



a British contaext in a case involving the question of how far a doctor is
obliged to teil a patient of the risks involved in surgical operations., In
the education field, legislation at the beginning of the decade was passed
requiring local education authorities to publish detailed information about
individual schools, including statistics of examination performance, in
order that parents and pupills might more intelligently sxercise a newly-
granted right to choose a school. And yet, except in a few local education
authorities including Leicestershire, the Borough of Brent, and the Inner
London Education Authority, parents’ and pupils' access to pupils' school
racords has not yet been granted generally in 8ritain, 'ant‘._ parents are also
pressing for access to education authorities' financial information in order
to learn the basis upon which decisions about school closures are being
made. The Schools Inspactorates in Britaln, on the other nand, have
instituted the practice of publisning their reports con individual schools,
an innovation witich has irritated a number of Conservative politicians
because . some reports have crltzczsed certain local authontzes under Tory
control.

Further still, it was only last year that legislation was put onto the
statute books, in the form of the Data Protection Act 1984, regulating the
use of avtomatically processed information rslating to living individuals.
This enactment culminated a long saga, stretching back more than twenty
ye=ars, in which some degree of protsction of individual privacy had been
sought by a wide variety of interast groups and persons As with accass to
cfficial information, there may be few votaes to be gamed or lost by
political parties in the issue of data protection, but the lagislative
process proved to be a protractad affair which generated a great deal of
controversy in and out of Parliament. Yet such a culmination has been only a
beginning, and the scene has shifted away from the legislative arena and the
front pages to the thousands of organisations, up and down the country, who
are now actively involved in translating the complexities of statutz into
operative procedures for compliance both with what the Act says and witn
what the Data Protection Registrar deems to be satisfactory. Meanwnile,
paperback guides to the Act are proffered on the bookstalls and are raag---
as personal anecdote can verify-—-by the 'data user' on. the Clapham omnibus.
and beyond the protection of personal data héld on Cofiputérs, the Campaign
for Freedom of Information was launched in 1984 to bring together, nowever
loosely, a wide variety of stratagically-placed individuals and groups
reprasenting national and local interests in seeking fi.lrther protaction of
inrdividual privacy as well as open govermment. It has gamed respactability
for a pressure-group effort to keep information issues not only on the
political agenda in a general sense but on the agenda of Parliament,
promoting lagislation on access to manual persenal £ile$, to local authority
meetings and papers, and o meetirigs of water authorities, and pressing for
the repeal of Section 2 of the Official Secrets Act 1911 and its replacement
by a Freedom of Information Act, '

Beyond these items, Mrs., Thatcher's government has been pre-occupisd at



times over the past few y2ars with getting its message acress to the British
public, a self-conscicus concern to put forward a united_ Cabinet by
preventing s=mbarrassing leaks and by aveoiding. slipping'_on' ‘banana skins'. A
Times leader said: "Mrs. Thatcher's government has been beset---1lika
governments bafore, but more acuté_ly---with probleams of prasentation, To
present-—to sell-—-can require skills of imaginative advocacy,” [The Times,
1st March 1983, p. 17]. Indeed there has been a great deal of comment voiced
publicly in political and media circles about 'presentaticn’ as a discrete
category of governmental activity, as a criterion by which government may be
gvaluated (even by its own backbench MPs), and as an area for policy-making
and instituticnal innovation above and beyond the traditional substantives
of policy (e.g., defence, foralgn policy, housing, health, etec.) Thus a
Government itself may provide its own information issues (' how to pragsent
our Dclidiés“ 'how to stop leaks'; 'how to organise our information
machinery'} as counterpolnts to those pressad onto the agr..'lda by citizens
and organised groups. :

Examples such as these may give.a sense of g;é_j_%_ vy to people in some
countries where these matters have for a longer time been subjects of
lagislative and policy activity. On tha other hand, in still other
countries, .the outlinss of a public politics of information may not yet be
clearly discernible. It is not necessary to multiply illustraticns and
anecdotes in order to make the point that information-related problems, and
responses to them, are now prominéntly to the fore in Britain as sccial and
political concerns in the broadest sense, even though various fieldg-=-
governmental - accountability to the electorate, the maintenance of public
order, the conduct of social research or the official data—-gathering
- processes, etc,—-- have generated conflicts of interest and other provnlems
related to information for a long'time. Indeesd, information issues ars
rooted in the human condition; but their occurrence m poh..lcal systams,
the factors that affect the way they are coped with, .and the strategies
adopted, are among many matters that rsquire investigation,

In this paper I want to raise for discussion the-questi6n of what political
scientists can contribute to these investigations, since it appsars thatee
on this side of the Atlantic at least---the discipliﬁe has not yet taken
-cognizance of the issues involved as a subject for study, except 1n a faw
instances, and that there is a gaod deal of work to ba done m analysing and
‘synthesising supirical and theoretical material. This is not the placz to
worry away about academic boundary demarcations, espec;ally since the study
of these topics is multidisciplinary, and the cefm,;_tl_on of 'political
scienca' is loose. Yet power and policy are amongf.:-thé_itcentral foci in
political analysis, and there is much in.the eclectic tradition of politicai
science (which has developed, in part, through appropriaticns from law,
history, philosophy and sociclogy, at least) that has to do with tne
relationship of information to power-practices. It would be worthwhile to
- sae what in that tradition, and in its contemporary extensions, can be
exploited for the study of confidentiality, privacy and data protection; and



convarsely, what in thede topics can enrich our undststanding of the
ralationsnip of information and communications to politics, and of the
nature of politics itself. '

These are formidable tasks beyond the scope of a snort contribution;
moreovar they are probably better seen as collaborative tasks undertaken in
the foothills because synoptic, Olympian perspectives are suspect, Thus I
will note and briefly comment on a f2w approaches that could shed light upon
information isuss and processes, without attempting to define or to mark out
the perimeter of an emerging academic sub-speciality within which fruitful
analytical lines of investigation could be identified and developed; that is
an appropriate job but it should be done more systematically. But the
. perimeter of the 'real world' of issues and pro_cesSes iz amorphous as well:
is there in fact any coherence among the range of topics highlightad
above-——data srotection, freadom of information, individual privacy, atc,—-
or are we still in an early phase of mapping the terrain? Cohersice may be
given through a ‘problam-solving' approach, in which particular topics ara
identifizd in relation to a particular refersnt---for example, to the
problem of defending and extending civil liberties; or to the proolem of
maintaining and improving the security of the polity or the efficiency of
the governing processes, Yet it is not clear how far this approach
is consistant with the intsllectual coherence needed for proper academic
study. - It is obviously very useful to take some of our problems from the
world of practice and to investigate the issues thrown up by political and
legal conflicts. But there are topics beyond these, and perhaps sven brought
to light by these, which need to be addressed so that the practical
processes and issues of governments or of citizens can be better understood,
whether or not contributions can be made to their solution.

Howaver, at least it could ba said that the shape of the amerpnous terrain
becomes clearer insofar as data protection and freedom_'of .information are .
joined in discussions rather than separated by different worlds of discourse
or practice (24., law, computing, social research, public administration,
social theory} or treated as the provincs of different 'singls issue’
interest groups who havs littie to do with each other. In addition,

coherence may be promotad through clarifying and rafomulatmg the concepts
'typlcally usad, such as privacy, confldentlallty, secrecy, and information
itself; and through the orgamsmg power of additional concepts, some of
which are less frequantly given a central place, such as truth, trust,
confidence, accountability, power and knowledge, = Neverthelass, as is made
gvident by current and recent research, z.mpoz:tant studies need not await a
clzar delimitation of the terrain. Issues can be selscted and research
organised according to any number of well-known critaria of relevance in
political science,

International and Comparative Approaches

For example, thare is already a wealth of material describing. in great



detail situations and developments in a large number of countries where
problems of personal data protection and freedom of information, and well-
defined 1ssues within these (such as the problems faced by socilial
researcners), have been addressed by legislation, by administrative
mechanisms such as regulatory agencies, or by professional self-regulation.
Only a few need illustrative citation here (eq., Flaherty 1979, Flaherty
1984, Burkert 1983, Rowat (ed.) 1979, Mechmann and Mueller (eds.) 1979). The
primarily country-by~country, descriptive, surveying amphasis diffsrs fram a
comparative, analytical appreach. But the documentat_i'on they provide is
indispensable for addressing the fruitful quastions-genér_ated by the latter
appreach, and there are many such attempts ko come to grips---zven in the
works cited---whether evaluatively or in an sxplanatory way, with the
differences and similarities of sevaral countries' responses to informaction
issues., )

Comparative research in a pou.cy—related mode sesks to appra1se the variety
of these responses, and often attempts to recommend 'best practice' to thosa
countries or to groups within them {(e.g., professions who provide personal
services) which have yet to formulate their policies or wnich are
considering the revision of existing ones. In an explanatory mode, it is
also possible to use much the same reszarch material to move towards the
generation and testing of theory which would enable us to understand why
and how information policies and processes have _taken"'_:_fthé shapa they have
done, and to account for cross-national or cross-sectoral variations. The
relative importance of cultural, political, organisaticnal, tachnological,
legal, economic and other factors need to be assassad. Alongside these, the
patt played by certain individuals or groups-—perhaps particularly in the
early stages before information-related policiss have becoms translated into
matters of institutional routine-—-in determining agendas and outcomes is
evident in the descriptive studiss. Llkewise, cartain events, crises or
scandals nave often been crucial in focusing public or governmental
attention on information issues and in moving action into further pnases of
the political process. The three lavels of analysis {factors, persans,
~events)need to be brought tegetner mera systematlcal ly in tneories and
models of political and admm.stratlva changsa,

Here it may be ralevant to observe that no country is re4invantinq the wheel
for itself. Thera has been a great deal of diffusion of both the saliance of
issues and of practical innovations in data pzocectmn and 1n open
goverrinent amongst countries, through channals of off1c1al - acadsnic, arxd
pressura-group conmunication. Furthemors, and perhaps more powszrfully, the
inputs made by supra-national organisations (e g., Ccuncxl of Europ=a,
European Cammission on Human Rights, OBECD, European Sc:r._ence Foundation) nave
been sxtramely important in bringing pressure to bea_r*j:l._z'pbn countriss whare
lzgislation or administragive Chénga has been lagging. This has been
particularly evident in data protection whare the Council of Europe's
Convention and its potential implications for commercial interests involwved
in trans-border data flows have been acknowledged as powerful stimuli for



the enactment of data protection in Britain, to take only one sxample.
Likewise, decisions of the Europgan Court and the standards set by the
European Convention on Human Rights have been rslevant to currant discussion
and to legislative proposals on the Interception of Ccrrmumcatlons in
Britain,

In ahother intérnational 'context', .the activa involvement of scrantific
communities and networks in developing procedurss for professional self-
regulation concerning problems that include confldentlalxty and linkage of
rasearch data exemplifies the proliferation of milisux within which
information issues are being canvassed above the naticnal level. One example
is the work of the International Statistical Instituts's Ethics Committee in
considering the question of a professional code for statisticians (Jowell
1981, Jowell in Raab (ed.) 1982). |

it is not being cynical to sques.t' that all forms of international action,
pressure and example in the information sphere have a symbolic importance as
well as a potential practical sffect. Pointing to what is done elsewhere can
be a useful way not only of practical learning but of. cri_ticisihg domestic
inaction in the face of {superi‘ot) foreign example, Thus comparative
academic research may become part of the political process and may even be
to a considerabla extent intended as such. In Britain it has often been
arqued that, if not only the Swedas and the Americans can maks great strides
in protecting privacy and providing access to government information, but
also the australians and Canadians {whose political and legal systems share
the same basis with the British), then why should rne Mother of Parliaments
drag her feet? The effectiveness of such invidious comparisons against
Govarnments that are not easu.y ambarrassed, however, should not be assumed;
especially when govermnment itself draws lukewarm conclusions from its own
detailad and informative survgy of other countries' statutory provisions for
open govermment (Civil Service Department 1979).

At the internationai level one finds on the landscape a profusion of high-
minded exhortations enshrined in conventions, sets of principles,
declarations, and codes of various sorts. Their relationship to similar
guidelines proposed or adopted at the national level and '_within specialised
sectors, and the multiple purposes they serve, both ptactical and totemic,
seems an important area for amalysis. Some of them play the rols of ideals
to which legislation is designed to conform, and may be written into the
substance of the law (e.g., the British Data Protection Act 1984). They
provide a sense of the 'spirit' of the law in circumstances whera the sheer
complexity of regulations, and the likelinood that the lattar will be
overtaken by rapid technological and organisacicnal . change, might otherwise
obscure the rationale behind legislation, They are more easily disseminated
as rules-of-thumb to those-—potentially mvnryone«--—who may n2ed to wodity
~ their information preocasses to conform to the law. But in addition, codes of
practice may be substitutes for binding legislation amongst groups who argue
that self-regulation is wmore appropriate to their activitiss than morz



stringent legislative regimes; or codes may become part of a regulatory
system established by legislation, as was propocsed in Britain by the Lindop
Report but rejected by the Govermment. In any case, studying the effect of
such codes, principles, and the like upon administrative and public
behaviour may help us to understand better the prospeci:s for successful
policies, and is part of a pollcy-studlﬂs approach to the analysis of
information problems.

Policy Studizss

The study of public policy-making has burgsonad in the past twenty years,
fFruitfully bringing specialists in a variety of social-scientific and allied
disciplines within sight of each other's empirical and theoretical work. (A
very selective bibliography of =2arly and influential basic approaches would
include Braybrooke and Lindblom 1963, Simon 1957, Dror 1968, and Etzicny
1968.) There is no uniformity about approaches to ‘policy studies’, and
certainly the earlier assumptions of some writers about the policy process!
approximation to rational and sequential decision-making---whether as an
ideal or as a description of political and governmental or organisational
reality--«are no longer made. Intersstingly, from the. stardpoint of studies
of information problems, rational modals of policy processes underemphasise
the costs and overenphasise the availability of information that would be
necessary for broad, deep, and long-run understanding of the consequences of
a vast number of policy options frem which dec.lsmn-malcer:s -choose in making
pol icies in substantive areas. The opposite end of the continuum, however,
is no more comfortable a place to be, for there lies the assumption that
policy-making cannot be better than it is; tnat policy-makers can only
stagger from decision teo decision without the ability to choose
inteiligently, or to evaluate the effects of previous choices; and that
there is little point in trying to nnprove the guality, quaﬁtlty, or usage
of mfomatlon in policy processes because such improvement will nave little
effact on the success of policies.

in the middle of thess polar assumptions about the rel ationsnip betwaen
‘power and information lie a variety of models which cannot be considerad in.
detail hera. Howavar, they are regarded by students of puplic policy as
attempts to treat the messy reality of political and organisational forces,
the intailectual difficulties faced by participants in policy-making
procasses of understanding the ‘substantive problams which public policies.
try to solve, and the welter of environmental uncertainties, not as
irraducible givens but as constraints which better procedures can
raalistically try to ovarcome, Ovarcoming them depends, in part, on
improving the processes by which administrative and research data are
orisnted, as resources, to making bettar policies. Thus the conditions under
which information circulates between parts of the bureaucracy, the axtent
to which researchers have accass to official information for analytical
purposes, and the willingness of the public te give information to
government on the assumption that privacy will be safeguarded, are all



rolavant areas for mora precise lnvastigation of the prospects for improving
public policy.

on the other hand, tne role of information and the raticnale for solving
confidentiality/privacy issues in order to affect policy procasses ¢an tco
easily fall into what Habermas has callsd, disparagingly, the 'technocratic
model' in which scientific expertise supplants pelitical decision in the
name of the rationalisation of power (Habermas 1971). The 'pragmatistic
model' for which Habermas argues is particularly important from the
standpoint of the public availability of policy-related information, for
this model embodies the discourse of citizens whose mediation between
experts and political isaders is essential for the true rationality of power
in a democracy, If one were to take this argument further, it could be
argued, perhaps consistently with Dewey and Popper, _t:hat the procedurss for
- political accountability are identical with those for scientific
explanatidn, since they both involve the equality of all participants
in employing information in order to construct and debatza alternative
accounts of ‘action (McPherson, Raab & Raffe 1978). If so, then arguments for
open government {and, indeed, open research data-baonks) on the grounds of
citizens' rights, or on the more functional grounds of better policy-making,
are joined by arguments on the grounds of rzascn and of the reconstitution
of the public realm. In any case, this seems to be an area in wnich the
analysis of political institutions and policy processes and the development
of political and social theories can be mutually reinforcing.

Moving further along the line in policy studies, whilst the various ‘stages’
of the policy process do not form a tidy linear saquence, they denote useful
categories for observing what happens in a given policy area. If we take
data protection as an example, a simple thrze-fold distinction can be made
between policy-formation, implementation and -evaluation. Bach of these is a
crucial focus of attention in studying the trajectory of policy-making with
ragard to data protection. Let us confine our remarks to some points about
implementation, whilst recognising, but putting on one side, conceptual
~ problems concerning the relationship betwsen implementation and other
‘aspects of policy-making (ses Rein 1983, ch.7; Barretft & Fudge 1981, Parts
1&3).It is worthwhile asking, and comparing across countriss, to wnat extent
-the difficultiss of implementacion were foreszeable and were foraseen in the
stage of formation when, for example, legis'llati'on was draftad and put
through the legislative machinery. Is such foreknowlsadge more difficult in
the field of ‘information policy than in other policy fields? Likewise, tha
provisions mada for systematic evaluation of the effectiveaness of data
protection rzgimes, whether by govérnmental agencies themseslvas or by
cutside evaluators, ars 1mportant itsms for research into the processes of
pelicy-making, and these provisions can b2 built into the legislation as wel
as into the procedures for implsmentation.. The use to which evaluations ara
put by data protectors in seeking to improve their regulatory action can
tell us a lot about the way organisations become aware of themselves 1n -
relation tc the phencmena they seek to control, and Dbecome aware of the



limitations upon their activities as tney continue to implement legislation
in the face of a very changeable set of circumstardces,

If we consider, briafly, the British situation in this cconnection: with the
1984 Act on the statute books, there is now a timetable on which various
provisions take effect (e.g., registration, subject access). Having eschawed
Lindop's praference for a relatively strong Data Protection Authority in
favour of a Registrar and a Data Protection Registry, and having put
commercial considerations and the practical aspects of ratifying the Council
of Eurcpe's Ceonvention uppezmosﬁ in devising the legislation (Mellors and
Pollitt 1984), the implementation agenda seems fairly clearly set to favour
similarly minimalist efforts to put the law into practice. The l=gitimacy of
more expansive discretionary interpretations, going further in the direction
of safequarding the citizen would seem to be constrained, altnough a great
deal will depend upon the way the Registrar, with very limited resourcss,
and dependent upon the consant and compliance of vast numbers of data users
for the effectiveness of the protection afforded, handles the situation.

Rain's observations, in another COntext, are particularly germane., Quoting a
(sexist) passage fram Heclo, he says, "..policy implementation is a matter
not only of power but of puzzlament, of 'men collectively wondering what to
o.""(Rein 1983, p.ll17), and dascrlbes implementation as "an attempt to
reconc1le three potentially confllctlng imperatives: what is legally
required, what is rationally defensible in the minds of the administrators,
and what is politically feasible in striving for agreement among the
contending parties with a stake in the outceme." (Rein 1983, p.llé)
Implamentation, in this view, has to do with 'administrative lsarning® and
the capacity to. do this cumulatively and collectively, and in this
regard one might look at data protection as a'laa;ning process. The
'lezarning curve' for this did not stop with the Royal Assent in 1984; bocth
for tha Registrar and for all those he sseks to regulate it shows no signs
of levelling off. Some passages of the letter he sent on 2lst February, 1985
to all those on his mailing list provide a nice illustration of how the
Ragistrar-as-teacher attempts to shape the lesarning process. The letter
accompanies extracts from a forthcoming Guideline which has been delayed:
"I had hoped to have the first Guideline in your hands
~during February. The objective was to give a first brief
intreduction to the Act. However, it becamé increasingly
- apparent from discussions with Data Users tnat a more comn-
prehensive document would be most valuable., The Guideline
now being pr joessad,..reviews all parts of the Act and seeks
"to answer many of the more commuon questions Deiny asked.
.».discussions have taken place—with about forty trade,
profassional and other organisations about the implementa-
tion of the Act. Consultations have also takeh place on first
ideas for the r=gistration process and revised proposals,
taking account of the generally supportive comment racelived,
will shortly ba circulated. In addition same eighty organisa-
ticns will be piloting tHe use of the rﬂglbtratlon form and

- guidance notzs during March.,"
National implamentation and lesarning thus involves the Registry in a large
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amount 0f negotiation, pre-testing, and (probably) bargaining in which
cffectivaness may be traded off against simplicity or against other
criteria, all within the severs constraints of limited time, staff and
money. But it is also likely that such activity has become an important part
of the operaticns of the thousands of organisations in Britain who, as data
usars Or as groupings of data users, need to align themselves with the
lagislative requirements. Much of this activity is -taking place in
connection with the Registry but there may be activity (and learning) of
varying degrees of intensity in different milieux, depending upon their
organisational cemplexity and upen the difficulty of translating the Act and
the Principies into adequate domestic procedures for data protection,

Dniversities may be a case in point, although how representative their
implementation problems and processes are is C!J.fflcult to say without
detailed research. To comply with the law, universities must clarify their
concepts and categories: who is a ‘researcher’ and what is 'research'? are
visiting staff coverad by the university's registration? under whose
jurisdiction are staff who are jointly funded by the university and by an
outside body like the Health Service” can teaching and researcn be clearly
separated? They may also nesd to invent procedures for flxmg responsibility
upon various officers within the university: what are the responsibilities
of heads of academic departments vis-a-vis other members of staff,
undergraduate and postgraduate students, visiting staff, and others who are
using perscnal data held on computers? <o the sstabl ished procadures for
health and safaty measures provide a relevant precedent for setting up a
data protection ragime in the university?

The unjversity itself may have to beceme an agent on the national learning
network for data protection, communicating relevant Q'Ui_ld_el ines from the
Registrar to those who work in the university, developing not conly its own
guidelines for local use but also the institutional arzang=mants for
negotiating, monitoring, advising, and for dealing eventually with subject
access; these jobs may involve committees and new roles, An urgent necessity
is to conduct am internal census of data users; the dimensions of this task
may be formidable and the time available is very short for deciding on the
mechanisms through which such information can be gathered, but a detailed
census will form the raw material for the university's omnibus registration
as 'the' data user. In addition, three universitiss (Léndo_n, Liverpool and
Edinburgh) ar= among the Registrar’s eighty piloting organisations for
testing out registration forms; for these institutions. it is an additional |
piece of learning as well as bemg an occasion for furtner negotlatmn with
the Registrar in order to modify st_andara registration forms wnich were not
- devised with the often very unstandard uses and practir_*es of universities in
mind, These negoetiations and discussicons, as well as. a great deal of the
implamentation-and-learning activities mentioned before, also involve the
national Committes of Vice-Chancellors and Principals, whlch rapresents the
universitias to government and which has taken an active part in co-
ordinating a University view on guestions of data protection.
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The university illustration is useful in nelping us to focus upon the policy
process and upon lmplamentation in: particular, although we should bear in
mind the general point made by Barrett and Fudge:
", ..where policy stops and implementation starts deperds
upon where you are standing and which way you are looking.,
To some politicians, policy is synonymous with tha
party manifesto and everything that follows is implementa-
tion. For =xecutive officers involved in local service de-
livery, administrative procsdures may weall appear to be
policy in so far as they comprise the framework governing
the scope for action. ...How far do detailed. frameworks ior
action--~legislative, administrative, procedqral-——reflect
or relate to original intentions; that is, what exactly is
being implemented? If what is being 1mplemented is dlffnrnnt
fram the original policy intention, is this ‘good', for
example, demonstrating that policy was flexible encugh to be
tailored to tihe local circumstances, or 'had' in that the
criginal policy goals have been distorted in the process?"
(Barratt & Fudge (eds ) 1981, pp. 11-12) '

EEEEE cn Information, Contzol and Trust

Systems models of politics and govﬁrnment ara perhaps too wall~known to
require much comment hers, Howaver, information processes and their
relationship to control is inherent in them and thusjwithin our purview,
Such approaches have reorientated political scientists' thinking about large
areas of political and governmental lifes, and navafgiVQn us important
concepts and perspectives from which to understand relationships betwesan
government and the govarned, and within government itself (see Easton 1965;
Deutsch 1963). Yet these approaches have been absorbed and, if used at all
in smpirical research, smployed very seléctively, such that the information
processes and problems which lie at the heart of systems and cybernetic
modals have not been made the principal element. It may'be true that the
affects of confidentiality, privacy and data protnctlon unon the information
and comnunication aspects of polltlcal systems wara not a major topic in the
theories and_models ralating information to control, Neverthaless, 1t might
be rewarding to consider these approachas afrash from the standpoint of
these effects. ) Lo

‘Likewise, it is no longer fashionable to consider ﬁrooaganda as a
governmental activity, although perhaps the tarm has been replaced by

=uphomlsms UdlSlnrormatzon’;'medla manlpulat1on0 to. avoid the wartime
atnosphere of a generation ago when propaganda studies l1nkeu psychological,
political and linguistic analysis in the 1nvast1gat10n of mass

communications. And yet it may be worthwnile to_refurn;sh,our_uncerstandlng_.

of this. Hood has recently invantsd a metapnor which takes a step beyond
beutsch's 'nervas of government'(ﬁdcd 1983). Govarmmant is a 'tool-box’
. which uses a variety of instruments for taking things from, and giving
things to, its environment. Government deploys tools for detsction, by means

of which it gathers information through a repsrtory of devicss which
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include, among. others, interrogations and surveillancs as well as
obligations to notify (such as ra2gistrations and returns). On the other
hand, government also uses 'effectors’' to act upon tne world, and among
these ars advice, information and persuasion. Government may suppress as
well as propagate information as part of its rapertory. '

Cne way in which this perspective may be relevant hers rslates back to the
sarlier remarks about goverrment's ‘presentation’ of itself, and the bearing
this has upon political allegiance, governmental credibility, and
accountability., How, in snort, do we know when we are being lied to oy
govarnment? And what are the conseguences of cur finding out (or of our
believing that we have found out)? These ares among the questions that
suggest that attention should be focused upon the relationsnip between
confidentiality or the degrss of copenness of qovecnmer&t, -and the public
support governments saok by purporting to be benavolent, intelligent, and
acting in the public interest. This links with a prolific literature
concarning the images and information governments put forward for public
consumption, of which the concealment of discrepant information or images is
an inseparable part (e.9., Merriam 1364, Edelman 1964,I;R'immo 1974, Elder &
Cobb 1983, Raab 1977). More generally, it links witn symbolic interactionism
in sociclogical writing and a dramaturgical framework within which
'Prasentations of se2lf' (which we could adapt in talking about
'prasentations of govermment') involve caraful orchestrations of opacity and
transparency (Goffman 1959).

Mambars of a political system are socialised to believe, and to believe in,
certain things about the system as a whola, the rules of the game, roles,
mcu'nbents, policies, outputs, and so forth. Wnen expezctations ars notg
fulfilled, the system or some aspects of it may be discredited. Tais
disillusionment represents an erosion of support, whicn may affsct the
ability of the systam to function. A 'credibility gap' may appear; its size
and implications depend in part on what the 'illusions’ were in tos first
place, and how pelitical socialisation and propaganda inculcated favourabls
images of the polity or of its institutions cr personnél._ The United Statas
in the post-Watergate period provided many illustrations of political
disenchantment, when facades were apparently stripped away to meveal wnat
- many came to think of as the 'truth' about thos2 in authority Opinion polls
may not measura these changes praclsel y but some ev 1dence shows declines in
popular trust in government, in perceptions of honesty m government, and in
popular gonfidence in the paople who ran key 1nst1tut10ns (Elder & Cobb
1983, ch.l). The Scottish psychoanalyat Laing generalised this mood beyond
America in writing the following:

"many...contradictions are more apparsnt than real. They
arise from our belief in our own lies and mystifications.
Many psople are tormented by contradictions that exist cnly
between facts and propaganda, not in the facts themselves....
It would be nicg to live in a world whsre we could feel that
1f one of the authoritiss of scociety...told us something,
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the fact that they said so would maks it mors likely to be
true than false,..Unfortunately we are forced by the cyni-
lies, multifarious decepticns and sincerely neld delusions...
to a position of almost total social scepticism....ws are s0
'programmed’ 0 believe that what we are told is mora likely
to be true than false because we are told it, that almost
all of us are liable to be caught out occasicnally....wa can
put 1o trust in princss, popes, politicians, scholars or
scientists, our worst enemy or our best friend.”

(Laing, in Cooper (ed.), 1968, pp. 22-3,32) .

In different ways, thers is some affinity between this sort of writing and
the issues taken up in more theoretically-based analyses of trust and its
importance in sustaining political and social relationships. Bok's work (Bok
1984, Bok 1978} provides relsvant commentary on, and insights into, a vast
range of everyday individual and politrical practices that pressnt ethical
dilemmas, brought togather under conceptual categori;—:s that enable us to
address ubiquitous issues of choice within a unified gensral frame of
referance: "We are all,ina sense, experts on secrecy. " (Bok 1984, p.xv) By
exploring secrecy practices and dilemmas at different levels, and
particularly by embracing the wide variety of contexts in’ which they occur
~and which hava been too often discussed only in separate worlds of
discoursa, she allows us to understand mors clearly what these problsms have

in comwon and where they differ. Thus the necessxty for transparency on the
governmental lavel and at the same time the presumpt:.o'a in favour of the
protsction of individual privacy can be held in the same focus to permit the
wide debate that is nacessary if soclieties are to develop more adequate
rules and policies for the collection and use of information.

In another dirscticn, Luhmann's use of a social systams approach to the
guastion of trub't allows ona to relate perceptions like Laing's to 3 mere
analytical treatment of the functions of trust in soczety and politics
{Luhmann 1879) . He says: :

®..ccommunicacion is made by people and affects people, but
it no longer rests on an unchanging visw of what is right,
or on close personal acquaintance. How is it that, in spite
of this, such communications are reliable, and the raduction
of their complexity trustworthy?" o

(Luhmann 1979, p.49)

Truth is at tn-ﬁ neart of this: "Trust is only possible wheres truth is
possible.." (p.52) For Lunmann, howsver, this is only the case where one is
talking about trust in authority, and by 'authority’ Lunmann seams to mean
not political authority but those who ars knowledgeabls, or who have some
. special expertise on the pasis of which tnsy comnunicate 1rfomatmn tnat 1s
taken on trust. It is not cleat how much this dlffers from trust in
legitimat= political powsr, and perhaps a sharp alffer:_entlatz.on should noc
be made between being an authority and being in authority (Certer 1979 in
fact associates them}, It may b2 paraaoxical that whilst confidance is
intrinsic to the general notion of political lsgitimacy, yet in a democratic
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system the warrant for publ:i:c confidence is the validation of tha stata's
claim to be acting rationally, rather than relying upon tradition or
charisma, The state stakes its legitimacy on the claim thac it knows tne
right course of action and is in fact undertaking it. A state that claims to
be raticnal thus has to provide means by which the public can validate its
claim; the public should not merely take the govermment's word for it ('have
faith') but should be sceptical, require thne stats to give an account of
itself and to improve the procedures for accountability where they ars
deficisnt. As mentioned in the pravicus section, scepticism is also a
reigning principle of scientific activity, and both sciencs and rational
politics thus may requirs the same opennsss of information. In the longer
term, it is in the interest of government that confidence in it has at lesast
sore basis in its willlngness to practice, promots or telerate a reasoned
scepticism, Thus govetnment could acknowledge gaps between, for instance,
intended and actual outcomes of action, the recognition of wnich is a
¢crucial preconditis. for public learning. But in the short run, governments
ar= reluctant to admit that they do not know what is going on, or what to
do, How the antinomy between trust and reasoned scepticism can be resolved
is not easy to say, but it providaes a context witnin which govarnments
present their accounts or, on the other hand, conceal thelr shortcemings
(McPherson, Raab & Raffe 1978).

Conclusion

This paper has meraly touched on some arzas in which the analysis of
politics ard govarnment and the issuss of confidentiality, privacy and daca
protection intersect. Thera is no doubt much scope for tighter and more
rigorous formulation of problems which would repay systematic study and
which might provide more cogent synthesas of a vast mass of ampirical and
other snquiries inte information practices and conflicts. Therz is no lack
of academic fodder in this are=a; there is also no lack of punlic pelitical
1ssues, How the two are to be ralated is another question: in what ways can
academic discourse and research bear fruit in terms of propossd solutions of
information-related problems? Or will solutions be . found anyway, through
privata coping-stratsgies and puol1c olurallsm?
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THE PUBLIC INTEREST. PRIVACY AND THE MODERN STATE

This paper intends to abgue for what, on thé face of it.
is a disturbing and probtematic conclusion - namely. that
in modern European states fand their coevéls_elsewhere in
the world) the concept of the ‘Public Interest’ is a
radically incoherent one and that such states must (if
they wish to retain intellectual coherence) pay more
attention to a very different concept, that of privacy.
than many do today. It further suggests that even those
states that do give some consideration to this concept.
often compromise or ignore the requisite conclusions. My
belief is that this conclusion is, in fact, less
disturbing than it looks at first sight. I shall offer
some reasons for this at the end of the paper. but it is
first necessary to define_éome terms and I am going to
start with the concept of the 'modern state’.

On the surface, of course. the concept of the ‘“modern state’
does not appear at all problematic, but deeber reflection
shows Just how problematié it is in fact. There are a
bewildering variety of so-called "types' of 'modern state’
and & myriad of value systems which act as pivots about
which we locate both ourselves and such states: or which

act as criteria for '"Jjudging’ the states and jdentifying
their virtues and vices. strengths and weaknesses. To
indicate what I want to say about the 'modern state'. I anm
going to adapt part of Oakeshott's discussion of the problem
in his essay 'On the Character of a Modern Eur0pean State'.]

Oakeshott's contention is that the Modern Eqbopean State

(and those states around the world which reéémbte it - which,
on ODakeshott s reading, is'viftually all of them) is best
understood by deploying twoe ideas taken from medievat
political and juristic thought - ‘Societas’ and ‘Universitas’.

The concept of 'Societas’. argues Oakashott.'is based on the



jdea of agents who, by choice or circumstance. are
related to one another s0 as to compose an identifiable
associatﬁdn of another sort. The tie which joins them.
"and in respect of which each recognizes himself to be
socius, is not that of an engagement in an enterprise to
pursue a common substantive purpose or to promote a
common interest., but that of loyalty to another. the
conditions of which may achieve the formality denoted by
the kindred word legality."2

"Universitas’, analogically should be understood as
“persons associated in a manner such as to constitute them
a natural person; a partnetship of persons which is itself
a person., or in some important respects Like a PErSON veu..
corporate aggregation was recognized as persons associated
in respect of some identified common purpose. in the
pursuit of some acknowledged substantive end or in the

promotion of some specified enduring interest.">

Oakeshott’'s argument is that “modern Européah reflection
about the character of a state and ths office of its
Government has, then, explored two diverse énalogies. each
denoting a distinct mode of expression with a logic of its
own., in terms of which to understand it: that of civil
associatibn (stemming from societas) and thét'of ‘enterprise’
or 'purposive’ association (stemming from universitas).

What these two understandings have in common is the
recognition of a state as an exclusive assoc{étion: no man

may be a member of two such associations“.*-

"In the circumstances of modern Europe”. he goes on "these
two ideal characteristics of a state and the office of its
Government have become two well-trodden pafhs upon which
many minds have gone up and.doun, each leadfng to a
destination, a theoretical understanding more or less
exactly specified: the one (signposted societés civiliss

imperium) to a formal condition, and the other (marked
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universitas: dominium) to a substantive condition.“s

The theoretical nub. to which all the above leads: is an
irreconcilable conflict between these two undsrstandings
and by suggesting that much of the tension in modern
government and the modern state is due to thié conflict:
“They both purport to refer to the character df a2 modern
Eurcpean state and they are irreconcilably opposed to one
another” he says.6 In shortr his contention is that “the
modern European political consciousness is a polarized
consciousness. That these are its poles and that all other
tensions - such as those indicated in the_uohds ‘right’ and
‘left’ or in the alignments of political pafties - are
insignificant compared with this."7

Now one does not have to agree with the whole of Oakeshott's
argument (and I certainly do not)® to concede that his
analysis is characteristically interesting and has many
features to recommend it. In any case I intend to apply his
distinction to the two related issues that I address here:
the questions of privacy and the public intérest. In the
course of it, I shall have to adapt his distinction: but its
usefulness will, [ hope. become apparant.

I first wish to examine the question of 'privaty' - on the
face of it a seemingly curious topic to figdre in a paper
on political theory at all. There are many problems with
the regulation of 'privacy’':. with the enforcement of laws
maintaining privacy. with the just and correct Llimits on
these laws. with loopholes in them and so on. ALl of this,
however: suggests that there is at least a relatively
unproblematic definition of privacy, or criteria with
reference to which these empirical questions are discussed
and analysed. It is uofth._therefore. taking a monent to
see if this concept is as obvious as one might at first
suppose. |



Generally, 'privacy’ has been seen as a concept located
in the general sphere of "rights’'y i.e¢. citizens in a
state are taken to possess a "right’' to privacy - a
‘right’ here being taken to be the possibility of an
individual determining when, and to what extent, his
actions, beliefs or affairs should be revealed to
others. with only the most serijous excepffons to this

being atloued.9

(One such category of exception -
perhaps the most often cited - being "in the public

interest’'({(but more of that later).

Now, quite apart from the obvious objection (that the
term ‘right’ in anything other than a purely legal sense
is itself a highly problematic one) there is one further
problem with regard to this definition. This is that

any so-called 'right’ to privacy only tr&ly exists within
@ given value system - broadly speaking that of classical
Western liberation. and ideclogies or value-systenms
coeval with it (for example. some forms of sociaLism).1°
Thus the problem arises of how one comes to use the
concept - so defined —.in a state not governed under such
a value-system. The obvious answer, of course, is that
one cannot. It made no sense in Nazi Germany to talk

of a ‘right to privacy’ when the officially approved

view of the state was that of "gleichschaltung’ - the
bringing of everything under the state’'s control.

Now it will be argued in response to this that nobody

ever supposed that all value-systems uflf_permit a right

to privacy but that we should give preference to those

that do. The reasons advanced in suppqrt_of this c¢lainm
might be varied; they might be ethicalgiﬁsychological:
sociological or a combination of all'thréef but they would,
1 submit, only put the argument one stagé further back.

We would still be faced with the question "Why should we
have a 'right’ to privacy (as we have just defined it)?"



Many reasons could be given to Limit this "right’ much
more drastically than its proponents would like while
still accepting the ‘value’ of some privacy for some
people. For exampler those Soviet citizens'who were
sincere (as undoubtedly many were) in enforcing Stalin's
policy of industrialisation and collectivisation bresumabty
did not wish to deny their own desire for (and-right to)
some privacy. but would have agreed that their deprivation
of millions of their fellow countrymen and women of that
self-same right was (as Stalin expressed it to Churchill
some years later) 'absolutely necessary for Russia“.

An interesting point, I think, is beginning to emerge here.
One might (without too much exaggeration) see the
totalitarian states of the 20th century as éxtreme forms of
Oakeshott’'s 'enterprise’ association: i.e. a universitas.
directed towards a set purpose (the future Communist state,
perhaps. or 'perpetual struggle' and the purification of

the race through it - whatever!). The common understanding
of privacyr as I have rendefed it here on the other han .

is very much that geared to a societas - a civil association.
As Oakeshott remarks. however. late in his essay "It is of
course true that the path marked "universitas': dominiunm

has been in recent times the more crowded with travellers.

1t has been trodden not only by genuine intellectual
explorers but also by large conducted parties of the helpless
and the bewildered: led by'half4men usually devoid of respect

for their followers.” 11_

There is little trouble in guessing that among the "half-men’
we might put Hitler, Mussolini and Stalin. but far more
germane to my point are the “genuine intellectual explorers’,
and it is to one of these that I now want to turn. Of
course, these ‘intellectual'explorers' are my qhoice and, as
suche I would not wish to foist them on to Ohkgshott but for

my purposes they are extreme[y interesting.



One such "intellectual explorer’ worth considering in

this context is Milton Friedman. Friedman would usually

be considered - at least on a cursory glance - an obvious
candidate for Oakeshott's "civil association’ analogy. but

is he?:-

Friedman insists that:

"Government’'s major function might be to protect
our freedom both from the enmemies cutside our
gates and from our fellow-citizens., to'preserve

law and order:. to enforce private contracts. to
foster competitive markets. Beyond this major
function., government may enable us at times to
accomplish jointly what we would find it more
difficult or expensive to accomplish severally ...
any such use of government is fraught with danger
(but) we should not and cannot avoid using

government in this way.” 12

However ' limited” a role this prescribes for government (and

it does not look all that Limited to me) is it not - 'a

state understood .... in terms of a purpose and of the

persons joimed in pursuing it"? 13

As far as our consideration of privacy is concerned,
Friedman's aims are still more in keeping uifh the
universitas analogy. He proclaims - apropos welfare
provision - that "the objectives have all been noble. the
results disappointing” 14 i.e. he does not disagree with the
aims only with the methods. His jdeal society., deregulated,
market-orientated capitalisf and. therefore., “free’ {(on his
terms) is still a 'purpose’ orjentated society. Thus.
because it is not intrinsic but only contingent., the ‘right”
to privacy in such a society (if there is one) can stili be
overridden by the kind of utilitarian argument we saw above -
by. for example. an appeal to the ‘public interest’.



I have deliberately cited a thinker who stands firmly in

the 'liberal’ tradition because it is important to see

that even here. in the 'démi-monde of neo-tiberalism' as

it were, the notion of ‘privacy’ can always be overridden.
The next question is to ask if this is inevitable. It is
probably no surprise to learn that my ansueé'is “No it is
not". <Consider, for a moment, Oakeshott's 'societas’:

civil association. “civ{L associates” he says. "are

persons (cives) related to one another, not in terms of a
substantive undertaking, but in terms of common acknowledgment
of the authority of civil (not instrumental) laws specifying
conditions to be subscribed to in making choices and in
performing self-chosen actions ..... the mode of association
here is¢ therefore, formal; not in terms of fhe satisfaction
of substantive wants. but in terms of conditions to be

observed in seeking the satisfaction of wants.” 15

Now Friedman falls outside this because his model of society
{being largeiy an economic one) naturally conéentrates on
the "substantive satisfaction of wants', rather than on the
conditions to be observed in seeking that satisfaction.

Equally, a theory of privacy rooted in the universitas
analogy will be liable to the possibility of exception for

a variety of reasons to do with the-‘purpose( 6f,the
universitas. In extreme cases. of course, this purpose wiil
be that of a totalitarian state which we may deem evil, or
undesirable, on other gfounds; but even in a 'Lliberal’ state
- §if it is inclining more to the ‘universitas’ than tc the
‘societas’ =~ ‘privacy‘ is only a8 contingent right., always
open to be overridden by others if they are more necessary
to the ‘purpose’ than it is.

In a more emphatic sense. however. our normal understanding
of the word 'privacy’ denotes something much more than this.
‘Privacy’ is not merely one concept among many struggling

in the ceaseless altering of priorities that is a modern
state. It is considered one of the most fundémental. but
can only be recognized as such in a state inclining more

to ‘civil association’ than to ‘universitas’.



The common concern of “cives' is sotely to act Justly;
“that is., in adequate subscription to the prescription
of a republica capable of being amended in response to
changed understandings of what is "just'."” 16 On the
understanding of civil association that I have already
given, however, 1 part of what it is to be ‘just’

mhst be to respect other cives "in making choices and in

performing self-chosen actions -18 and part of this must

be a respect for 'privacy’ considered non-instrumentally
(for that is a condition of civil association).

 Now ‘privacy’ on this understanding is in a much stronger
position than previously for although it could still
(theoretically) be overridden by some higher good - that
"higher good' must be in keeping with the conditions of
tcivil association and must therefore be 'just' (on that
association’'s correct undaerstanding of 'just'). Its
atatus as & ‘right’ is - in a sense - no stronger, but
because it becomes almost by definition part of the
requisite conditions for civil association to exist
at_all rathe- than a 'means’ directed towards the

fulfilment of a 'purpose’., it takes a correspondingly
higher place among the priorities of such a society.

It must not be forgotten. however, that it is part of
Qakeshott's case (and again a part that I agree with)
that “"what has to be accounted for is not the presence
of either of these two characterizations, i.e. societas
and universitas. but a political imaginatidh which is

itself constituted in a tension between thenm". 19

This fact, I suggest. accounts for a good deal of the
problems associated with the idea of “privacy': which are
not apparent when we first consider it. It is a concept
much more at home in one characterization of a modern
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European-state Ceivil aséociation) than with the other
(‘enterprise’ association), but by virtue of the
character of the modern state it is forced to coexist in
a2 world where these two characterizations continually
conflict.

Is it possible, then: to rescue the idea of privacy from
this unfortunate conceptual quagmire? The answer. I
think., is "yes”, but before I explain why and how I want
to turn to that second problematic concept - the "Publie
Interest’. |

In considering this idea I must first digress s Llittle
from what, so far. has been the main thread of my
argument, 20 and say something in general ferms about the
concept of “interest’. Let me take as é text Brian Barry
in his essay 'The Public Interest' which takes issue with
J.D.B. Miller on precisely this topic.21 Barry's point

is that Miller's definition of interest ("we can say that
an interest exists when we see some body of persons showing
a common concern about particular matters™) 22 hangs far
too heavily on the slippery word ‘concern’'. “One can be
concerned at (a3 state of affairs) or concerned about {(an
issue) or concerned with (an organization or activity) or,
finally. concerned by (an action., policy. rule etc.).“23
Moreover, Barry argues. Miller defines intaerests as shared.
He talks about 'some body of persons having ‘common
concerns’. Yet this surely conflicts with our common use

of private or personal interests. as distinct from the
interests we may or may not share with others.

Secondly: says Barry, returning to the attack on the word
‘concern’. “"the second part of the definition equates a
man's interests with his concerns. This conflicts with a
great many things we ordinarily want to say about interests.
We want to say that people can mistake their interests and
that while some conflicts are ‘conflicts of interests’
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othefs (e.g. 'confliets of principle’) are not."24 Barry
suggests. as an alternative definition, "a pdlicyo law or
institution is in someone’'s interest if it increases his
opportunities to get what he wants ~ whatever that may be.
Notice (he adds) that this is a definition of 'in so and
so's interests’. Other uses of interest all seem to me
either irrelevant or reducible to sentences with this
construction."zs Thus. he concludes. "It is éluays a
policy (here read as to include law or instruction) that
is said to be "in so and so0's interest’ - nét the actual

mannher in which he is impinged upon.“26

The importance of all this. however. is borne out in
Section 111 of Barry's article, for here he argues that
his definition of interest allows a meaniﬁéful deployment
of the concept of the 'Public Interest’'. If "interest’

is defined in such a way that this policy is in 'A's
interest’ is equivalent to A is trying to ggt this policy
adopted’ . it is decisive evidence against_tﬁere being: in
any but a few cases, a fpubtic' interest., fhét there is
conflict over the adoption of nearly all_pbl{cies in a
state” argues Barry. On his defﬁnition. hénéver. “A policy
might be truly describable as "in the publ?é_interest'
even though some people opposed it. %' |

Now, I think it is helpful to pause here_éﬁd-lobk at each
of Barry's arguments in turn. His argument sgainst Miller
seems to me eminently well put, and he is"fight too, 1
think, when he says that we do want to taik about conflicts
of "interests’ not being the same as “conflicts of
principle’ etc. However, I am much less hgppy about his
argument in favour of people "mistaking their interests’.
Let me consider an example which I hope will demonstrate

my reservations on this subject. The campéign for Nuclear

Disarmament in the UK has - as one of its main aims - been
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trying to persuade the British government to abandon:
both the use and the possession of nuclear armaments.
Now according to Barry., to talk of the 'interests of’
the CND is a mistake because the only real sense of
“interest’ 'in the political context, {ies in talking
about a policy being ‘in someone’'s interest’ . Thus,
protest meetings in Hyde Park might be said to be in
CND's interest because it brings to the aftention of an
ever wider number of people CND's case. OFf course it
might not be in their fnterest if it is seen that CND's
case is basically unpopular, but this is precisely Barry's
point. Here is an instance of people mistaking their
interests: an instance not possible under Mjller's
formulation of interest as 'common concern'.

However: is Barry's presentation much more useful? He
argues, against Stanteyxaenn 28. that "the only enforced
sense that one can give to 'what are your interests?’,
which Benn imagines being put seriously to a farmer, is
that it is an enquiry into his favourite intellectual
precccupations - or perhaps into his leisure activities -
applications of ‘interest’ whose irrelevance Benn himself

-29 Yet one must be careful. Remember that one

affirms.
of Barry's charges against Miller was that his criteria
did not meet our ordinary sense of 'interest'. but do

Barry's?

For Barry:. remember., one can only legitimatély talk about
"a policy that is said to be 'in so and s0°s interest’ -
not the actual manner in which he is impinged upon”, 30

~ Essentially. therefore. Barry isg deploying a distinction
between "interest’ (in politics or public matters) and
"interests’ (which, he agrees with Benn: are irrelevant
in political terms). The concept of ‘intéfest' is. on
Barry's account. a means not an end, it is'aL'policy. law

or institution‘ designed t0 ‘'increase somebody's
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opportunities to get what he or she wants'.

Now I have one immediate'objection to this and it is one
Barry, himself, made against Miller. He is (simply by
fiat) ruling out 'private’' and 'personal’ interest from
consideration. [ can do no better than to quote Barry
against himseif: "It might perhaps be argued ....... that
only interests shared among a number of psople are
politically important. but it can surely be validly replied
that this is neither a necessary nor a sufficient

31 There is a deeper and more important point

condition.”
here, however. Barry is, I think., right to say that the
strongest sense of ‘interest’ in pelitics is that of Jin
X8 interest’', but it is not the only one. as his criticism

of Miller (and mine of him) suggests. Barry's conception

of interest is fundamentally ideological. Politics s
devoted to purposes; ‘interests’ are (more or less) correct
ways of attaining those purposes, But what we see at work
here. I think:, is something like an Oakeshottian "universitas’
~conception of politics and government. To someone with a
civil association model., interests can be personal and not
teleoclogical and therefore he can avoid both Miller's
slippery use of concern (which Barry rightly dismisses) and
atso Barry's own substituted formula, as the only criterion
of interest. Furthermore, Benn's question_"Hhat are your
interests?’ is itself a misleading question because the
question to ask - as a potiticai scientist or theorist - is
"what is your interest?’ - to which Benn's’farmer would
(rightly) reply ~ "My interest as what? as a farmer? father?
husband? member of the Conservative party? churchgoer?

member of CND? = any individual has innumerable interests

in this sense; but if we are asking for his interest (meaning
"how is it going to affect his action in the political arana),
we must ascertain his own order of prioritfés'among his
interests and. of course. this may be no gsimple matter as

his interests may pull in different directions. Thus our
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farmer's interest (as a member of CND) is to advance
every .argument or occurrence that will further the
achievement of his ‘end’ =« or obtaining a déclaration

of unilateralism from the British governmehf. How this
can be understood in Barry's fashion (a policy designed
to increase his opportunities to get what he wants) but
it is only the sole criterion of interest on one view of
what the political relationship consists of i.e. you
conceive of politics in teleclogical terms., and this
view:, in the modern state. Lives uneasily in conflicting
partnership with at lgast one other. | |

Let us now turn to where this leaves the concept of the
‘Public Interest’'. The difficulty here is in

ascertaining the precise meaning of the tebm "Public’ and
this is a difficulty which the ‘Pubiic’ interest shares
with terms Like the "National® interest (and also National
Security which I shall discuss briefly a little later on).
Barry examines the ramifications of his argument by
considering some of the things Rousseau says in Du Contrat

Social about the 'General Will' (an interesting if obvious

choice as Rousseau most assuredly had a 'universitas’
theory of politics), but I do not think that the discussion
actually establishes an?thing very germane to my purpose
here (save for a somewhat clearer - if less Rousseauean -
notion of the general will). However. earlier on in his
articles Barry makes an interesting aside,4 “Even the most
sceptical writers” he says, “often admit that a law
prohibiting assault by anyone against anyonefis a genuine
example of something which is "in the public interest’ or
‘in everyone's interest .

This is worth considering for a while. chigfly because.
even on Barry's own argument. the two phrases °"in the
public interest’ and “in everyone's interest’ are scarcely
equivglent terms. To begin with some deghee of priority
would have to be introduced into this idea of interest.
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Something that is "in everyone's interest’ might, for
example, be stealing as much from the exchequer as they
could, but it would scarcely be - assuming you accept

the idea of government at all - in their long-term interest
{i.e. government. of admitted necessity. would collapse).
This is where Barry's argument falls dowun here. a ‘policy’
might be - individualiy'—'calculated to increase
opportunities for happiness and: thus be in somebody's
interest (arguably even in many people’s interest) and yet
be against the interest of the continuation of the overall
body which makes social Life possible and._tharefore.
against everybody's interest (on the assumed premise of the
necessity for some form of government). What is necessary
here is a choice between interests and., therefore: a
criteria for judging them. This is largely absent from
Barry's account (though he does discuss it bfiefly apropos

Rousseau). 32

But then it will be said (on our agreed prehise) that a
policy abstaining from wholesale brigandage will be 'in
the public interest'. To this I replys not so. and to

explain why., I must digress again.

In general. in any state - modern or otherwise - there will
be a more or less substantial body of dissident opinion.
Occasionally. this dissident opinion will become so far
removed from the accepted orthodoxy as to bekcme genuinely

interested in the overthrow of the existing system of
~government. Obviously. for example, such a situation existed
in pre-revolutionary Russia. Consider the rival standpoints
of the Tsar and his government., and Lenin and the Bolsheviks.
In these circumstances is it possible to talk of a policy
being "in the public interest'? For these'two_groups in
Russian society would have defined what was "in the public
interest’ in 1917 quite differently, if. here. we assume that
the general sense of the public interest. as the concept is
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usually deployed:, is the well-being of 'the people’ of

a particular state. Obviously. for the Tsar. the

‘public interest’, in this sense, is best served by a
continuation of Imperial rule (it seems qhite probable
that the Tsar was perfectly genuine in this belijef).
Equally obviously., for Lenin., it is best served by an
overthrow of that rule. Thus, using Barry's terminology.
a policy directed towards increasing the likelihood of
the continuation of imperial rule (for the Tsar) or the
overthrow of it (for Lenin) would each be considered 'in
the public interest’. Now. of course. two things need

to be said here. First of atl., tenin would probably have
admitted my earlier point and been prepared to jettison
the notion of his revolution being ‘in everyone's interest’
(it obviously was not.), but as a good Marxist he would
have to say that the establishment of 06MEUnist society
would eventually be in everyone's interest (as it would
end the condition of slienation etc.).

Secondly, Lenin himself would not have talked in terms of
“the public interest’ but of the prolefariat's interest.
This brings me back to the problem of def{nihg the 'public'.
The point here is that two policies diametrically opposed
to one another could both, with some pLaUsibiLity; be said
to be 'in the public interest’. but only on their ouwn
terms, i.e. whether or not you agree with their claim will
depend on which side of the ideological fence you are
sitting. As David Manning and Tinm Robinsdﬁ:have put it
“in Marxist-Leninist terms it makes sense'tp say Lenin
persuaded his followers to start the proiqtarian
revolution. whereas in terms of imperial L%ﬁ*he can only
be understood to have incited them to commit treason.” 33
How then. can Barry‘'s definition of a policy being “in

the public interest’ stand up? Well obvfdusly. one way
would be to determine 'the public intérestfijn this sense
by a mere head-count but this becomes a-pdrely stipulated
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definition of interest - a will of all (or rather the
majority) and not a 'general’ will. Barry's reflections
on Rousseaus incline him towards a rather odd varient of
this. “Rousseau”™ he argues: “calls for the citizen's
deliberations to comprise two elements.”

(a) The decision to forego .... policies hhich would be
in one’'s own personal interest alone. or in The Common
Interest of a group smalier than the whole., and

(b) the attempt to calculate which of the varjous lines

of policy that would affect oneself equally with all

others is best for him (and, since others are like him.

for others).” 34 The problem here. however. is that it

is precisely in determining what is 'in the public interest’
that needs to be accomplished before this two-step formula
can be of any use. The argument. therefore, is circular.,

as any such argument must be.

The main reason why all "public interest’ arguments relapse
into circularity is really, I think. rather obvious, if

what I have already said sbout individual interest is borne

in mind. In cases of individual interest. whether on a
-narrow Barry-type formulation. or on & broader 'societies’
formulation, there Wwill be guiding reasons for such

interests - be they psychological, political, moral or
whatever - and we can, therefore, identify in a limited

(and a personal) sense., an individual ‘mistaking his interests’.
even if only retrospectively. There is no problem in such
instances because, as long as we are considering purely
personal interests within explicitly stateﬂ“shared interests -
no conflict of interest <(within the sharihg group) will
arise. Immediately the concept of 'public interest’ is
introduced. however, we are asked to order our interest
related decisions in such a way that a non personal conception
of interest becomes dominant; what Kant might have called

a "heteronomous conception of interest', and here disputes




are inevitable., Ffurthermore, these disputes are not the
kind that can be settled by Barry's arguments (or Miller's,
or Benn's, or anvybody eilse) because they aré disputes

about ends and in the sense in which we have been
discussing interest it is necessarily a question of means.

1t is particularly useful to recall Oakeshott’s argument
at this point. In any modern state where the universitas
analogy is stronger. policies 'in the public interest’
Wwill usually be defined and enacted - it is after all an
cbvious ‘purpose directed’ enterprise - and differing
policiesr also said to be "in the public interest' will

be opposed to them. O©OFf course. different'pUrposes may be
sought but the same model of government kilL be at work.
Thus: "the public interest’ loses any independent specific
meaning in terms of characterization of the modern
European State I have been working with. It is a concept
of use only internally, that is to say withfn a particular
conceptual framework and, therefore, has”noe_of the
explanatory and recommendatory force expeﬁtéd of it to
influence precisely those people outside that framework that
it must influence if it has to any practical political
effect. People are asked to sacrifice pefsgnat interests
"in the public interest’, but will only do so if. at least.,
to some degree, they élready agree with the conception
explicit or implicit of the 'public intarestf being
deployed. '

On a sociatas or civil association view tﬁe_concept becomes
(I would argue) equally illusory. although for a different
reason. “The ideal sociatas (says Oakeshott) is that of
agents who, by choice or circumstance, are related to one
another so as to compose an identifiable_éssociation cena
that which joins them and in respect of which each
recognizes himself to be a socius. is not that of an
engagement in an enterprise to pursue a common substantive
purpose or to promete a common interest but that of tovyalty
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to one another .... it is what in an earlier essay I have

called a moral relationship”. 35 (underlining mine).

In this instance, therefore. the concept of the "public
interest’' becomes nonsensical in a societas where there
may be shared concerns but not shared inférésts {(in any
of the senses I have used the terms here).

It is time to draw somé'tﬁreads together. 1 have argued
that by using Ozkeshott's distinction between societas

and universitas. considered as opposite poles for viewing
the modern European State, part of the problem with our
notion of privacy is that it is a notion derived much more
from Societas than frem Universitas. I have argued. secondly,
that the notion of 'the public interest'. as often used

to "oppose’ many privacy claims based on a ‘right' to
privacy. has much closer links with the universitas analogy.,
but that by either analogy the notion if the public interest
is incoherent.

In the final part of my'paper I want to do three things.
First. to c¢onsider a possible objection to my argument

so far; secondly. outline what I consider the implications
of this argument are for conceptions of. and concerns
about, privacy in modern states, and. thifdly: I want to
suggest why I think my conclusions are less worrying than
they might at first appear,

The most obvious objection to my argument thus far is

sinply to deny the distinction between Socfetas and
Universitas that I have borrowed. Largelyﬁunchanged- from
Dakeshott. This is a w1de and somewhat complicated subject.,
and to those who doubt the analogies validly I can do no
better than to suggest consulting Oakeshott ‘s own defence

of it in "On_Human Conduct'. However. there:are. I think,
two points that can be made to strengthen at least the
plausibility of my use of it 1n investigating the
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relationship between privacy and the public interest in
the modern state. ' o

In that colourful border region where the history of
jdeas. pbliticat theory. empirical political science and
political philosophy atl meet and intermingle. one of
the most fruitfully explored areas of tate has been the
broad concept of what I will call (following Stuart
Hampshire) °° “Machiavelli's question”: the question of
the correct relationship between public Life and private
Life in politics. In Machiavelli's own cases, of course.
the question was posed specifically in the moral spﬁere;
but in recent years a number of theorists have widened
the scope of the debate considerably. Ihavitablyr of
"¢course, it only glancingly touches on the problems that
1 am concerned with here, but Stuart Hampshire. Bernard
Williams:, Thomas Nagel. Michael Walzer and especially
Sissela Bok have all said interesting and important
things about the relationship between privacy and "the

public interest’. 37

A number of these writers:. however. white they say
interesting things about privacy do not, I think. give

a very satisfactory account of the reasons behind the
végueness of the concept to which I have already referred.
Moreover, their considerations of the public interest
display the same ueakness; Hampshire, for example.
discusses utilitarian accounts of morality. arguing that
“the utititarian habit of mind has brought with it a new
abstract cruelty in politics"?sand argues that. " for
Machiavelli and his contempories a political calculation
was still a fairly simple cohputation of intended
conseqguences .... whereas) computation by common measure
now seems the most orthodox way to think in politics.” 39
“Thus: he says: linking Machjavelli and the'dtilitarians.
“The utilitarian doctrine insisting that there is a common
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measure of those gains and losses, which superficially
seem incommensurate, is in any case called into being

by the new conditions of political calculation. Any of
the original defects in the doctrine will now be blown
up., as a photograph is blown up and made clearly visible

in action.” 40

I am not saying Hampshire's argumsnt is urohg (indeed 1
think it is largely correct), but the point is that
Machiavelli was pot a utilitarian, but a Renaissance
humanist (albeit of a singularly unorthodox kind:). His
moral theory ( insofar as he had one) was very different
from the utilitarian’'s; his governing assumptions largely
dissimilar and his "ends’ (and ideal state ) widely
divergent. Yet Hampshire is not wrong to think the way he
does. for they do have something in common. They are
linked by a shared 'conception’ of government (though the
"ends’ that conception of government is directed towards
are different, as I said) i.e. that conception is
effectively the “enterprise as-ociation’ that Oakeshott
links with the Universitas analogy.

IIt.is. of course: sensible to be suspicious of simple
explanatory models, in political theory. as anywhere else,
but both on historical grounds (as Skinner's and Qakeshott's
own arguments suggest) and on conceptual ode“é - as I have
just indicated - it makes sense to draw some kind of
distinction along those Qakeshottian lines and. having made
it, to see what lLight it sheds on our political assumptions.

One need not agree with all that Oakeshott claims for his

two analogies - one need not., for example, hold that "all
other tensions in the European political consciocusness are

insignificant compared with this.” 41

(my italics). I would
argue that, although many tensions are reducible to this
distinction. some are not. One. at least equally important.

the problem of divergent moralities in politics, is prefigured -
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at Least on some interpretations - 42 by Machiavelli.
Meinecke's Machiavellian ‘sword thrust imnto the European
body politic’, is just as vital a dichotomy as Societas/
Universitas, and is not reducible to it; neither is it the

only one.

Nonetheless, Oakeshott's distinction is a valid and highly
useful one as regards the evolution of the Modern European
State. and highly illuminating Cas I have had to show) when
it is applied to 2 number df problematic concepts that still
trouble political consciouéness - such as ‘'privacy’ and ‘"the
public interest’. 1In itself. that makes it worthwhile to
consider and discuss.

Having said that, in partial defence of my use of his analogy.
I want to look again at one of those problematic concepts =«
‘privacy’. As I have already suggested. ’"privacy’' as an

idea., occupies a unique position - in Europqanlthought. It

is almost universally recognized as good in theory

(varieties of fascism being the only obvious exception here)
and yet, on a large number of readings at least. in modern
European states:, it is becoming more honoured in the breach
than the observance. Now:, obviously part of the reason for
this is what I uwill call 'vulgar’ Machiavellianism on the
part of politicians, but it does: I believe, go deeper than
mere adventurism. The dual standard. as far as ‘Privacy’ is
concerned., is rooted in that contradictory alliance between
societas and universitas in modern states that [ attempted
to illustrate in my earlier comments and on the most common
concept used to '‘override’ claims of privadyx- the "public
interest': To illustrate the conclusion I wish to point to

‘here (since we are.after all, discussing confidentiality.,

privacy and data protection) consider the British Data
Protection Act passed by Parliament in 1984. This Act has
8 major principles 43. and a number of ‘Rights’' guaranteeing

the subject. 44 Howevers in Part IV of the Act: it states
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quite emphatically: “Personal data are exempt from the
provisions of Part II of this Act and of Sections 21-24
above (the section on rights) if the exemption is required

for the purpose of safeguarding national security.” 45

Now. there are tuwo points worth reflecting on here. The
first is the concept of 'National Security’. {Naturally

it is not defined in the Act and, indeed, nbt.satisfactorily
in any Act). The only Act which at all broaches the matter -
the Official Secrets Act - discusses a number of offences
againgt National Security (some of them notoriously vaguely)
but makes no real attempt to define 'National Security’
itself. Phrases that come to mind in this context - “"against
the interest of the Staté“ or {surprise.) “against the
Public Interest”™ - are all equally unhelpful in actually
telling us what 'National Security’ is. There is. of course,
one good reason for this, but also several bad ones. The
‘good” reason is that any concept of National Security must
be context-bound to some extent, thus a hard and fsat
definition would be self defeating. The ‘bad’ reasons are.
however, bound up with a problem of what I will call
"location'; i.e. who locates "National Security’'. The answer.
of course. generally speaking is the Government of the day.
Even aside from obvious cases of political ihterference with
judgements about "Mational Security’. however. a genuinely
sincere Government can run into difficulty defining. first.,
what it is and secondly. what (as a consequénce) constitutes
an offence against it. Now working on an 'Enterprise
association’ model, it is not difficult to see how some sort
of definition of 'National Security’' might arise. Let us,
for a moment. return to Rousseau. Rousseau. who wanted a
strong. vigorous, new active stata. suggested (as is well .
known) a Civil Religion to emphasize civig Qirtue- and
suggested tolerance be extended to all religious "so long

as their dogmas contain nothing contrary to the duties of
Citizenship”. But. “Whosver dares to say 'Outside this

Church :is no salvation’ ought to be driven from the state".46
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Thus. commitment to religfous virtue if it contradicts
civic virtue would = by this definition - be'an act against
‘National Security". :

This, of course, is an extreme example, but it serves to
highlight the contention that an "Enterprise association’

can deploy some meaningful use of the idea. of 'National

Security’'. The probiem with it is that it falls into the
same conceptual trap as did the notion of the 'Public

Interest’ with which, of course. it is so closely linked.
National Security’ can only be defined internally within

a given value system. because it depends on shared
purposes. agreed ends. and so on and cannot. therefore.
carry the weight that is éxpected of it - particultarly in

a state where ‘purposes’ are disputed as: in modern European
States, they inevitably are. This is the fatal weakness of
the ‘universitas’ model of government. It is 'ends’ or
‘purpose’ orientated, but if there is more than one 'end’

or 'purpose’ it offers no possibility of judging between
them. It is, therefore., locked in a contradiction from the
start.

The ‘purpose’ behind an Act such as the Data Protection Act

is, of course, to safeguard individual personal data and
this. of course., is an aspect of the 'agreed universal good’
of privacy that I mentioned. As I argued earlier. however,
‘privacy’ is a concept geared fundamentally to civil
association} not ‘enterprise association’ and. therefore,

to attempt to restrict or Limit it by using a_concept only
applicable in the latter instance (and then. only dubiously,
i.e. 'National Security'_dr "The Public Interest’) is to
invite conceptual incoherence of the very first order.

Is it true, however., that "National Security’' is strictly
analogous to ‘The Public Interest’ in that it cannot be
sensibly deployed in Civil Association? There are., of
course, actions or events which would constitute a breach of
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civil Association but, I rather think that 'an act against
National Security’ would be an inappropriafe definition

for any of them. In this context. 'National Security’

could only sensibly be conétrued ags some sense of the
necessary collective need of the members of the Association
(who have. remember., only a commitment to formal conditions ~
not substantive interests) and as Civil Association is a
formal condition (a moral relationship: as QOakeshott says).
the term ‘'Nationalt Security’ seems pointtess_and. indeed,
anomalous as a term repreéénting these formal conditions

of association.

Now: it is part of the assumption I have been working with
that modern European States contain this ambiguity about
privacy; in large part becauée of the confliéting ‘poles’

in their history (both practical and intellectual). It
seems to me that in a society which wishes to retain a
"societas’ conception of privacy., it is better to dispense
entirely with notions Llike 'The Public Interest’ or
‘National Security’' - terms for which concebtual warrant can
only be given in a limited and contested sense.

_This conclusion would strike some as a particularly
disturbing one. Am I saying, they might ask, that
governments can never appeél to such ideas. fo safeguard
the 'Security’ of the people they (in some sense) represent?
Is there no such thing as treason? What df cbvious betraval
{Fuchs:, Nunn May, Philby . Blunt etcl)? Ié:if not transparent
that certain things (the betraval of milifafy plans.,
especially in wartime, for example) are 'siﬁply against the
'security’ of a nation? o

My answer to this gquestion is two-fold. ﬁFirst, I do think
that - for reasons I have outlined - concepts Llike 'The

Public Interest' and "National Security’' are radically
incoherent when applied to modern European States. and.
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therefore. for the sake of intellectual coherence and
clarity, should not be deployed under any circumstances.

I am aware. of course, that because largely of the
practical advantages that accrue to all governments
‘through their use, this is a vain hope. This must not

be taken, however. as a denial {(necessarily) of certain
duties towards a state. Fuchs or Blunt can be conceived
of ag "traitors’ - I would agree the more so. than if they
are merely seen as having ‘betrayed National Security'.

E. M. Forster's famous phrase that "1 hate the idea of
causes and if I were forced to choose betwéen-betraying

my friends and betraying my country, I hope I would have
the courage to betray my country”. 47 is I thinks helpful
in understanding my meaning here. Forster hit upon en
important truth. at least on a ‘Societas’ uhderstanding

of governments in that the notion of friendship and the
duties and responsibilities it entails: 1si_1n a certain
sense, of a higher priority to our obligaffoh_to "the
State’, but this is much more true of s state that is
conceived of as an 'Enterprise Association’ than it is of
one conceived of as a "Livil Association’'. 1In the former
the tie is substantive and purpose orientafed and thus.
those who disagree with the purpose may feel no loyalty
~to'the State’' (as such) and, therefore, not see such
actions as a '‘betrayal’. 1Indeed, for them it . will not be
betraval - vide my example of the Russfanjﬁevolutibn. In
“Civil Association', on the other hand., the tie is formal -
moral if you Like - and is a tie of people'bonéidering one
another {(in Kantian terminclogy) as ends not means.
Therefore, the activity of betrayal (necessariiy considering
them as means and not ends) is in error. héuever justified
the reasons might be. '

This is not the place, however. to discuss the ethics of

betrayal. and I want to return to my two main concerns in
this paper. 'Privacy' and the 'Public Interest’'. My



-26-

conclusions about the “incoherence’ of the "Public
Interest’ and the importance of "Peivacy” (however it
is defined in detail) do no real harm to a state whose
citizens have travelled the path marked 'societas
¢civilis', sincer as I have agreed, ‘privacy’ is a
fundamental idea derived from it and concepts of 'The
Public Interest’ (and derivatives of it like "National
Interest' and 'National Security’') are simply unnecessary.
only if the path marked 'Universitas: dominium’ is the
route travelled by a state. does the incoherence of
'Public Interest’ become a conceptual problem.

ODakeshott is, of course, right that it is that path that
has been fol lowed morq frequently in recenf years

{ suggested earlier in terms of sphere - neo-liberal
aconomic and political theory) where this can be seen
going on and where the signposts leading up the 'Universitas’
path are c¢lear and unobscured., Thus., considering our
notions of ‘privacy’ and "the Public Interest’. we are
compelled, I think,s to reflect upon what kind of analogy

we consider most appropriate. both to our aspirations as
individuals and our alleged duties as citizens. It is not.
of course., easy. Like Aristotle, we can only expect: as
much precision as the subject matter will admit. Yet.
continued reflection is not only an aid to understanding
but essential for it. “Wovon man nicht sprechen kann,

daruber muss man schweiger”. 48

says wittgenstein. and,

of course, he has a point. But, as political theorists and
political scientists. we cannot possess his detachment, and
considering the problems associated with our ideas of
‘privacy’' and 'The Public Interest’ at Least has the virtue

of showing us why.
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ANTRODUCT I0N

This paper will examine those issues which are Faijsed by
intelligence operations and security measuwres which have an
etfect  on government attitudes to the disclosure of informatian.
it Will  examine the national security - justification for
GOVE nment BECFECY, the civil  liberty issuey ral sed by
intelligence gathering, and two particul ar examplies, the vatting
of  civil servanhts  and the national s@cuwrity  aspects of the

OFficial Secrets Act. The main claim is that any discuszsian of
the role of intelligence in a democratic society must  take
account  not only of the requiremsnts of denscracy but  alsmo the

reguirensnts of sdffective intelligence,

Much  of the recent debate on government SECIECY  and o the
activibies of intelligence and serurilty services, Both in Britaim
ard the United Btates, has focused on  the threat, real or
imagined, which such activities pose to civil libertiess and
temorracy. However this paper will argue that the concentration
on fabuse’ has meant a lack of understanding of the issues whiich
the state Faces in responding  to threats, eaither regal or
imagined, and a lack of urderstanding of how the differences
between political systems affects the response  of demooratic
countries to such “threats®,

A major premies is that the debate Mas been conducted at tog Migh
& level of abstraction o contribute to the explanation of such
practices  and khat a mors realistic approach is Necrsssary. it
will be argued that although civil liberties and damocracy are =
part of the debate they have dominated it to a degres which isg
couwnter—-productive. Thare has besn a regrettable tendency for
thoze who are concerned with secuw ity to ignors the guestion of
rights and for those concerned With rights to ignore the thresats
which the state sees itseld ag faring., There i a tendency for
Civil libertarians to dismiss all or most notions of thireat as
exaggerated, svmptoms of reg-scares, or ag delusions of the
military o intelligence mind. There is a similar tendency for
those sympathetic to intelligence or the military to ignore or
dismiss civil liberties ag pharntoms of the whollyv—-minded
intellectual with little or no part to play in  the making of
policy. It is recognised that the above statements are somawhat
Braggerated but there has been a definite tendency for opinon  on
these matters to be divided along the lines above which leads one
to  wonder whether gither side reads anything which the ather
produces., :



MATIONAL SECURITY

The national  sscurity jJustification  for  the withholding of
infmrmation has been under considerable attack both  in Britain
ancd dn the United Statss, This is not without good reason sincs
it sufrers  from dnprecizion and generality which  has tempted
govvertiments o abuse Lis mesning. However, this does rot mean
that nothing meganingful is contained in the phrase oo that it
does ot justifty keeping certain information secret. A Speni ol
tarms of argunent is often uzed by oritics of governmeant  secreoy.
For example, Des Wilson, chairman of the Campaign for Frecdom of

Intormation, states : THovernment Dlunders are  mos parsily
cancaealed in the fisld of defence,where secrecy can he Jjustified
by claims  that "national securiby’ is at erigk".{11] The

implication is clear, we are meant Lo be suspicious of all such
claims of ‘mational sscwrity? on the ground that such claims sre
orely used to cover-up blunders. One wondsrs what the sense of a
statpment  wowld be which said that "defernce information is  most
sastly concealed on the grounds that defonce information  is
irvod ved . Thim point is particelarly  inportant  when (paYd
considers that all countries which bhave somg form of Ffreedom  of
information legislation allow Ffor an exemphion to defence,
fareign atftailrs, and law enforcemnent information 213, The
concept  of national security information involves mors  Bhan
information relating to defence. It invalves inforeation  which

relates  to security,that iz information, the presmature o
unanthorised release of which, would harm the ability of the
state tn respond  to  threat. It can therefore relate to
inforaation in the areas £ subversion, seditiom,
terrorism, treason, taefence, foreign affairs, intelligence,

fimancial plans, scarce resources, technology,and trade. Barry
Burgan in his book,Peoples,States and Fears argues that the
cornceph of threat can meaningfully be identified in at lmast the
foliowing areasy; military, political, economic,ecological and he
states Lthat @

"Each astate exists, in & sense, at the hub of a whols univerze of
threats. These threatszs define its insecurity, and set the agenda
for national security as & policy problem... Beacuse threats are
w0 ambigiows, and becauwse knowliedge of them i=s limited. national
securi by policy-making is necassarily an imperfecht art. It
requiregs  constant monitoring and assessment of threats,and  the
development, of criteria for allocating policy priorities, and for
deciding when threats become of sufficient intensity to  warrant
action. [3E3 :

Buzan alse cenvincingly argues thal ‘absoluts’ security iz &
chimera and that the problem which states face is making
themselves relatively less insecurs. He also argues that  fthere
may well be Cdisharmonies’ between the requirements of state

security and  individual security. Making the state e g
secure, for example against the terrorist threat, may make some

individuals at least,less secuwre. However, it is clear from his
argument  that this dilemma cannot be wished away or resolved
simply by focusing on only one ,the individual,and neglecting the
obther, the state. S
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The implication of the above argumert is that it is difficuit,if
ot impossible, to constrain the state’s ahility to Fesponed o
sUch threats without agreement as to the nature of the +threats
which it faces. No argument which centres solely upon the rights
or liberties of the citizen is likely to be persuasive to
puliticians who have the responsibility o respond to sach
threats and vulnerabilities.

Although  the national  security justification Ffor secrecy is
inherantly vague,it is none the less real. For example,Sisssla
Bok  in  her review of the mora difficulties surrounding the
concept of the "secret” has particolse problems with the corncept
of military secrecy. She recogrises that there are genuine
problems of detence .war, and the need for self preservation and
apeks to discovar the propar. Limits® £E41] +or such
Justifications., She uses two guite different tactics. The first
is to show Lhal excessive secrscy may not actually contribute to
rnational secuwrity., This is to take izsuwe with the stated national
security  reguirements  and  argue that secrecy may  be  counbeyr—
productive to achieving these agreed reguirenents. The second
approach  is to argue that there are moral considerations which
place limits on  the concept of ‘“defence” and therefors the
justification which it provides for secrecy. She states

"While such arguments [concerning ward point persuasively to the
spEcial difficulties of living up to moral ideals in wartime, they
dio not show that moral considerations can be set aside in dealing
wilh snemies,.” L[3]

Her conclusion is that only by having an open,public discussion,
of  the moral cheices involved can a society aveid the “kurden of
living with the resultis of clearly immoaral or even guestionable
choices".[63 However, when it comes to giving examples they are
wither ones which few would find problemstic,  such as  treating
prisoners with decency,or they are highly contentious such as the
morality  of nuclear weapons. There are few, if  &ny, examples
which are such clear instances of immorality that a charge in the
conception of defence would be universally accepited in  Western
gociety. 0One example which she does offer for consideration is
Micholas RKatzenbach™s [73 argument that covert operations to
influence political results in foreign countries should be
abandoned. The difficulty is +that she doess not distinguish
between the argument that suck methods are counter-productive,
and are therefore not worthwhilse on pragmativ grounds, and  the
argument  that such activities should be abandoned because they
b e unethical ar  wunlawful or both. This confusion is
characteristic of her whole analysis of these issues. Ethics
alone cannot  answer the question of what degree of secrecy is
Justifised on the grounds of national sectrity bhecause most
agruments about ethics are also arguments about policy.

Thiszs discussion on the natwre of national security khas attempted
to make it clear that ethics, civil liberties, individeal riohts
and democracy  are not capable of providing & sclution to  the
problemn of government secrecy. Any debate on this issue that dpes
not make it clear which threats agairst the state are considered
Lo he real and which unreal or “minor® is inadgeguate.

A
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THE ORGANIBATION OF INTELLIGENCE AND SECRECY

Gll dempcratic countries protect intelligence information but not

all give such intformation soual protection. Zerondly, &l1
cowtries have some intelligence capacity bot nobt 811 countries
organise 1t in the ssme way., Thirdily, all countries have  soms

mathod by which the intelligence services are made accountabls Lo
those who constitute the ‘government”™ hut not all countries have
the same method. Thesg statemsnts are not, I trust, controversial
but they have very pratound implications for the analvsis of  the
relaticonship  between dntelligence, secrecy and securityv. The
first of thess,and the most important, is that it ig difficult,
it not impossible, to argue that there is some irnherent guality
of  democracy whioch reguires uaniformity of @ practice. E sl
couwntry®s attitude towards kesping inteiligence information
secret is crucially atfected by the organisation of intelligence
and by its conception of the threats which it faces,

The First problem to consider is  the agrgani sation orf
intelligence. In Britain, the orgamisation of intelligence isg a
state secret. This arises from the fact that theres iz no
statutory provision creating an  intelligence searvice. The
intelligence service,in a @ modern senss, was created by the
Committes +or loperial Defence in 1909, This was, in part,
possilzle because of the Secret Service Vote which had besrn voted
annually by Parliament since 1797 for the purpose of "aobtaining
informatian which is reguisite for the security ot the
coustry" . L83 Apart  $ron this, there is no legal framework for
intelligence in Britain and no full Parliamentary debate on
intelligence has yet taken place. 9] Furthernore ,no records of
fhe maln intelligence services have ever been afficially
releazed. The names,organisation and activities of thes
intelligence services are also covered by a B Notide, although
one which is increasingly disregarded.

Howaver, duse Lo historical research and Government Commissions
and Reporis, & ressonably accuwrate picture cam be given [101.
Foreiaqn intelligence ig the responsibility of the Secreaet
Intelligence Service, SIS, more commonly known as MIs&. SIS is a
Fart of the Forgign and Commonwealth OFffice (FOCM and reports to
the Foreign Secretary and is tasked by the Joint Intelligence
Committee which also preparss the intelligence assezsments in
avcordance with government policy. Domestic and Colonial
Intelligence is the responsibility of the Security Servica,mors
pommonly  referred to as MIS. MIS is housed in the Home Dffice,
although the Director has direct access to the Prime Minister.
Thers is po coordinating, analysis or tasking body for  counter
intelligence or domestic intelligence. Two further agencies are
worthy of note. The first of these is the Bovernment Bignals and
Communications Headguarters which officialy is responsible  for
governnmant Cotles anrd cvphstrs bt algo intercepts the
comnunications of others.  The sscond are the Specizxl Branches of
the wvarious police forces who act as the official investigating
ageEricy and arrest agency for activities defined as subversive but



it also covers ouestions of nationality and the activities of
aliens. The American pattern of intelligence organisation is very
different fron the British. {113

Iy America, bthe foreign irntelligence agency is a product of | the

147 Matiornal Sesourity. Act and is  an independent A BNy
presponsible  for both collecting information and hag a major role
in providing  assessments to the President. Tha clomest o

intellioence function is mainly the responsibility of the FRI.
The FHT iz a law enforcement agency with  counter intelligencs
furictions. It - is npot however a sepa-ate secret agency of  the
state in  khe way MIS is. However the FRI does share some
gimilarity with MIS in that considerable debate srists aver the
extent Lo which its powers and activities are a product of law or
ever of Bxscutive order.[12]

The séfsct of these organisational Ffactors on  secrecy is
mignificant. In the caee of 518, because it is a part of the FLO
and  a key nember of the JEI, ite pperations are under a form of

political control. Althowgh this mechanism operates in secret it
does give some basis for insuwring that the activities of 818 ars
in accordance with government foreign policy objectives. This is
& mechanism of political control and not of public control which
does leave the intelligence services open teo the actcusation  that
they may act, oar b reguired to act, in ways which are not in
accordance  with  democratic valwues. In the inited States,ths
probplem is somewhsl different in that the acousation  against the
intelligence communrity tends to ke that they are owt of political
control. This ratses bthe  issue of whether we are Taced with a
choice betwesn apemmess and accusations of “rogue elephants” o
secrecy and acousations of hidden influence or conspiracies,

Howewver, it is necessary to look at what tasks BIS5 carries out
[131 and to loogk at intelligesnge reguiremsnts 1141, Therse are

five elements of intelligeace and &ll Ffive arg dinvolved in
foreign intelligence: coellection , 8I5 is basically a collection
agencysanalysis, performed by the JIC;  tasking, which again is
carried ouwk by  the JIC in collaboration with the FOOcovert
action or special cperations,which can be carriad out by 5153 and
counter  intelligence, there being & division oFf S8 with
responsibility for resisting penetration and penetrating hostile
intelligencs services,

In contrast the CI& i an independent agency [I1I51.  This means
that the CIA must act in accordance with its “charter” o risk
camaure. Obviously, the esxtent to which Congress has ached to
restrict or monitor  the activities of the  agency has varied
greatly over timg from virtually rzero in the Ninetesn Fifties to
constderale  in the Ningteen Beventies [143.  The impact of the
need or the possibility of “external” sorutiny does create a very
different meaning to secrecy .« The CIA has to compete with  the
State Department™s Bureau of Intelligence and Ressarch in brder
o eetablesh its valus as an'analytical agency. There also exists
the Defence Intelligence Agency which &lso protduces analvsis in
accordance  with its basically military nescds and it does, to &

vt



dagree have its own sowrces of inforsstion through the fact  that
sigrals inteslligsnos i & part of the Dedencs Depoarbment,

The US pattern oreates a sore competitive environment in which
digagresments sach as bhuwwesauorstic in—fighting over hudgets, men,
prestige, influsence.and skill, sre more likely to produce  a

gituation I which  leaks, amel  opportunitises T present
alternative views, are sepn as onore valuakle and less of a threat
than im Britain., In Eritain, the leak remains & danger not only

to "security’ but also to the political structure of coordination
and control. & Minister is likely to Find a leak & threst teo his
ability to control the activities of 8518 and as implyving an
inabhility on his part to control 515, M course, it may bs the
case that such cantrol iz net always as close or well-informed as
it ought tao be, the Commander Drabhb &FFair bheing one  such
incident, but nevertheless, politicians are only likely to ses
publicity as valuable when it dossn™t challenge their ability to
control and this is more likely to be the case in the U8 than in
the kL. Ih iz true that the U Defesnce Intelligence Stadd (DIig)
Also carries out  snalvie of intelligence dnformation  but it
relies for  dits  information on the collechtion sgency, BIE.
Howewvei-, ©the Falklands Island &ffair Is an example in which +the
responsibility for fintelligence failuwre’ bas not been clearly
allotated between  The Two agemcises [171. DES can share
reaponshility for & failure Lo anavlises information,

Thie oeganisaticon of dntelligence eftfests sscrecy bhecause 1t
effects the degree o which politicians sse the activities of
tntelligence services as belng wnsder thele control. Secrecy is
also effscted by the organisation of intelligence because such
organisation effects the level of bureaucratic in—fighting.

It is rarely the case that it is the content of intelligencs
information which is the soleg, or sven major, reason for sSeorecy.
Rather, it is because the release of the information mavy  well
reveal the sowrce of the information. 5Such a revelation would of
course enable the target to take steps to counter the source of
penstration  or  leakage. The second point is that secrecy is
indespensable if the indentity of those invelved is not to becoms
known  to  the targets, whether a hastile power or a terrorist
grouwp., This is nobt simply & matiter of preserving lives but  also
o F making detection and therefores,counter MESUres, M g
difficult., The third reason dig Lo prevent the opgosition  from
being abhle to discover what yow Enow and therefore keeping him in
5 state of uncertainty. The logic of deteﬁremce, of defence and
crFfence, is wvery similar to the problem of intelligence and
counter-intelligence. The snemy has to exupend time, effort, and
resourcss  berause he 1s not sure what capacity or knowledae you
flave and Re is not able to make caloulatieons  that & certain
course  of action is risk free because he does not know what  vou
krnow. The fourth justification is the need to kesep the methods of
intelligence collection secret so as to pravent counter measures
being taken. This means kesping the technology of survelllance



secret. The Fifth reason is one which is not peculiac to the work
cf dntelligence agenoies bul applies to the oivil mervice in
general,, that is, the noed to keep the advice offered Lo
Ministers confidential witil the Minsiter decides otherwise.

For example the government had aneieties over the publicatiorn  oof
both the Masterman book on Double Cross D181 and the Winterbotham
brorl o Ultrae D193 not becasuse the content was of any othsr bthan
Fishorical interest, but because the ability, capacity  and
methods  ARvolved might lead some foreign powers Lo take counter
measures which obherwise they would net. This say not apply  to
the Doviet Uniaon, who are mo doubt well aware of the capacity and
methods of British intelligence, not least because of the nuwnber
af agents they have had, bab to other lsss sopbisticated nations
who may not possess that expertise or knowledge. For example 1t
has  recently  been stated in the Sovernment White Faper om the
fnterception of Commonications in the United Kingdom  that the
Forelgn  Dedretary will bhe able to issue warrents to  intercept
communiicationrs o collect economic infoarmation and although i€
was stated that this prachtice is ot new it ds the First times &
has been publicly ascknowledaed [2010 0 This public statement is
likely +to have ocoagsioned debate inside Lhe intelligence
saervices asz  to whether it may not zlert those in a position to
cause  strategic damage to Brilbish economic interests, such as
certain oil producing counteiss, that they are liksly to be the
tarpgets of such clandestineg collection. Similarly, the importance
and  effort devoted by the West to the decoding and  interception
of comnunications may have alerted other countries thalt they need
to take extra care in thisg area. -

The mador argument against this view is thabt thesre are so many
other souwrces of inforsation which bhave indicated the importance
if  sigrnals intelligence that tthe fact that Britain has  sueh a
capacity can alert no one. Ir other words, since one cannot
contriol all souwrces of inforsation, althouwan one may be able to
influence one’s friends and &llies,there is lititle point  in
attempting to Ekeep all information about intelligence ssoreb.,
However ,intelligence tends to be an activity'which focuses on
minimising risk and the intelligence communuity is likelv to be
persuaded  that  keeping all intelligence oapesrations,  sources,
methods,  and capacities in the dark 19 going to meke theslir task
wasler.  Biven the nature of offence and defence this is not  an
unreasonable position provided the principles are a matter of
public debate.It has been Claimed that the  {focus on abuse,
restirictions, investigations and access legislation has made the
wirr ke of the CI& more difficuelt.  Nob just in teros of its  actual
effects but because of the perception of others that the CIA no
longer contirols access to the information which it is given [2131.

One  aspect of the benefits of intelligence secrecy which has not
been previously mentioned is that the gecracy of domestic
inteliigence activities may actually help civil liberties. The
argument  is as follows., I+ the nere fact that ocne may be under
strveillance can act to inbibit the willingness of citizens to
speak fresly or participeate Freely, even though o hearm may
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follow From the fact that they are under such surveillance then
keeping the sxitent and nature of surveillance secret removes one

saurce of  inhibition. This dis an argument which 1is clossly
raelated to the "chilling effect’ which has bheesn the conoern of
Both - the American Dowts and civil  libertarians., The  Supr e

.r

sourt has recogrissd Lhe possibility that domsstic  intelligence
may produoce a chilling gffect but it has not as vet struck  down
any =statutes o programmes on bthat basis &lone [291.The chill
effect s an argumnest which has become exbremsly popular  amongst
the coritics of the FBI and domestic intelligence activities in
genaral . '

The fehill? s saidd to ariss from the fact thalt simply  kEnowning
that one may be under surveillance can act to inhibit the freedom

with which one is willi;ng to mpress  cerltain beliefs £
participate in certain activities. However the effect can  only
gxist whan there is sose bagis tor bhellieving that surveillance is

a reality. It ong has na real basis for the belied one is  tedl
with mere aneconbes or, in soms cases, a +torm  of ol lechive
paranoia. There iz & Folish story about a dissident who one day
discovers  that he is no longer under surveillance and cosplains
to his Jriends that this is & zerious loss of status since it
implies he is no longer dangerous ! Certain left groups ssem  to
mompets with  @ach other in producing anecdotes about clicks  on
thair phones or meil disappearing with a similar motive. Hows BRI
I am mnot olaiming that all such tales are false,but ;lmply
claiming that official acknowledgement that ore is likely to be
wnder survelllance, the pablication of detailed rules, may ast to
inhibit fresdom of expression and organisation wmore  than  only
GEnsral btat@m&ntﬁ abiout subversion.

Despite this ‘uninternded conseguence’ of more detailed rales and
public discussion of the meaning of subversion I rFremain in favowr
of this bappsming because the benefilts out-weiogh this factor  but
it 1e pne which doss need to be borng in mind. This is especially
#03 when drawing up or publishing detailed guidelinss on who can
e a target of such suwrveillance. Such guidelinses may make some
people feel more secure that they are not targets but L, if  they
arg effective, they are bound to make others feel less =,

The US Courts have considersd the issuse of the chililing sffect an
several  ocoagions and have given protection to citizens against
admini strative practices or statutes which indfringe first
ammnendmnent rights. Thereg have been two tvpes of cases. The firast
concerng reguiresmssnts by the federal or state authorities +that
manbership of an organisation be revealed 1if esmployment o
passporkts are  to bhe srjoyed 231, Such reguirements have been
held to be overbroad, as unncessary to the performnance of the
adminsitrative agency, of a5 giving too geeat & degree  of
discretion to the avhtoritv. An example of swuch overbroad
legislation o practices are ones which Feguired disclosuwrese of
£ 0MmLrl. s party membership. However,such cases concern specific
actians which involve possible “punishinent® for a federal, st at e
o government contract esplovee. They have hbesn overturned
bhecause they invelve dismissal or denial of some benefit.



The second category of such cases has been concernsd with private
asscriations arncl the consequences  of statutes Fregquilring
disclosure of mambershiip of such associatioms L2479, The Court has
hald  that irrespective of whethsr any government sanctions ars

inposed as a result of membarship,the reguiremsnt to disclose My
lead to citizens baing harassed or sobarrassed to suech arn extent
that they may be inhibited from asercising their constitubional

rights. Howsvers 1L is vital to recognise that although thRe Courd
accknowledged  the sxistence of & possible ohilling sffesct this
was not the reason why such statutes were struck down. The Dowt
acted berause  the government had done something specific  which
affected constitutional rights and nok because of sone VEagus o
remste consegquence affecting such rights, For swample, in Laird
v.Tatum 23] the Cowrt ruled that the plaintiffs had no stasrding
Lo sue the government for an alleged overbroad collection of
information by Army Intelligence since no specific injury  had
been identified. I thig, the only clear case in which a4 claim
was made that the mere collection of informatiorn constitutued an
intringement of filest anendment rights the  Suprese Court  of
PimERr L ca Fuled that the issue was not justiciable.This suggests
that it would rule against ths olain,nade try  many liberal
critics, that domestic intelligence prﬂnrammpq are, in and of
themselves, an  infringement of rights. bo court in Britain has
evir  been asked fto rule on such a case bub it is  wmlikelvy.given
the attitude in other nationasl security ceses, that it would
consider sugh a claim either.

I will now examine two further specific issues. The first  of
these is the issue of loyalty, security and civil servants and
the  segcond the legal penaltisgs for disclosing national security
information.

SECURITY, CIMIL SERVAMTS AND

A major problem with intelligence files, although not & problam
urigque to their Files, is accuracy. Alaost every administrative
decision requires and depends gpon accwrate  information  and
although the accuracy of tax,sccial security and other such files
may be of more immediate concern Lo most citizens it iw
nevartheless the case that intelligence files are used to justify
the denial of enplovoent, as well as  trangder,demobion  and
itismissal of both government emplovess and their cortractors. It
may  also  lead to the denial of enplovment in  private industry
unconnectesd with the government should the information be
transtfarred a8 happened in the Martin Case (261. The problem of
the transfer of information from the government to outside
parties is ioportant but it s not one which 1 will consi der
other than to say that security files are Eenwltlvc antd should
not be so transfsrrad.



The governmesnt has the sight to expect, as anhy other  enployer,
that it grants smploveent Lo peopls who are swited for the jab
pffered. It alzo has the duty to sateguard ifts lawful secrets and
e dnvestigate breaches of trust. Finally, it has the duty to
investigate the actions of hostile intelligence services and
those who may, @ven unwlitbingly, be acting in collaboration with
them. These then are the maior threaks which the state sees
iteseld a5 Ffacing From its essplovess and | which  juistifies it
placing them wider sone degres of secwity investigation at
warious points in their caresrs.

The figures on security purges do not suggest any hysteria  and
the lack of complaint may indicate sither an overwhelming fear o
the part of those affected or the accuracy of the information
supplied. It is difficult to accept fsar as the madior reason for
the lack of such comglaints, Anxisties were expressed in bhe
19508 with the oreation of a Civil Service PFolitical Fresdom
Committes, & Campaign +for the Limitation of Secret Police Powgrs
arnd complaints from some ofF the Givil Sesrvice Trade Unions  thatl
purging’  was  unnecessary and that the procedures for doing =
ware unsatisfactory. However ,up until January 19548 42 civil
servants had resigned or besn discharged, and 6% were transferred
and of the 148 investigated, 28 were reinstated L2713, Gooording
to a regport in the Economist in Juns 1982 the additional figwres
to thet date were 150 had resigned or  besn  discharged, 68

transferred, amd 33 reinstated [(Z81. This means that only B had
left the service and 19 besn transterred in the period from 19954
up to 1982, This is a remarkably low set of figures considering

hoth the anxiety causad by the discovery of traitors inside the
grigntific amd intelligence community and also when conpared with
the United States when between 1747 and 1993 6,828 rasigned  and
e were Femoved or denied enploveent [E91.1tE is not possible to
give any accuwate estimate of the numbers dismissed or  who
resigned ander the Eiserhower Administration since no  agreed
systen of reporting exists., Estimates vary considerably,for
example, David Cauie states that between 1957 and 1934 thare were
1500 dismissals and 12,000 resignations [30] whereas Guesnter Lewy
states that between 1953 and 1954 there were only 315 dismigsals
for  dislovalty E313.  Thess figures are parbticularly etriking in
the light of the fact that although the US6 did discover its
share of SHoviet smpies in the period of MoCarthvism none was  in
the intelligence service although documents from the 055 wesre
found in the offices of the magazine Amerasia [I23. This raises
the interesting ,and as yet unsolved, problem of why Britain and
the United SHiates reacted so differenily to fears of Soviet
sspionage and disloval communists [331.

I attempted, in Public Becrets  [34],f0 offer a partial
explanation based upon the relationship between the executive,
civil servants,the slected assemblies and peolitical parties but
it is nmot 8 complete answer. However the focus on the struggle
over who is to be the Ftribune of the people’ and the
opportunitiss which politica}l systems oreate for individuals to
attempt to sxplolt wuncertainties over who bas legitimate claim to
that title, is & bhetter explanation than those which foous on the
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inkerent good sense or ‘political cultwe” of Britain compared bo
Aamerican “hyvsteria® . BSuccinoctly put, the edplanation iz that in
Brritain an  attack on the lovalty of the civil service was &5
attack on the competence of the government and majority parbty. In
the United States, although the attack on the lavalty of civil
servants  was  also an attack won the government in the form of
Roosevelt/Truman policies iU was possible Lo disassoriate the two
forms of oriticism in & way which was impossible in Britain.
MoCarthyism cowld be presented as a concern with secwrity and nob
& gimple act of political opportunism or indeed party politics.

The practice of security vetling in Britain has not  greatly
changed from the 192505 in that an investigation will be carrisd
out  before an  offer or transfer of employment to a sensitive
position is made. The nature of the investigation, whether
positive or negabtive, will depend uporn the sensitivity of the
position. A negative investigation consists of & search of
exisnting records in order to discover whether there s anvhhing
detrinental. A4 positive investigation consists of an inguiry into
triends  and  aseociates so that  the department can make o
"comszious effort to confirm his reliability" LE51. However, even
& positive dnguiry seems Lo depend  wpon interviewing  thoses
asgoelstes supplied by the person himself and hiz refereses and in
checlking the answers which he supplied in response to a security
gquestionnaire. As the Radceliffe Commithes on Becurity Frocedores
in the Fublic Service stated in 1962

"The inherent weskness in Positive veltting,as we ses it,is  that
the +ield enguiries only rarely throw up material which is  bhard
enough for any conclusive action to be founded wpon them™ L3481,

Recant cases such as that involving Michael Belttaney [37] of MIS
show that the problems remain. The dilesna is  that positive
watting raliss opon existing records and an investigaktion which
is largely generated by the answers given by the perscon being
investigated.From  the secuwity service point of view little of
this process is secret,what is secret is the file which exisis
atter such an investigation. Im Mareh 1948 Frims Finister Attliees
anmounced  to Farliameni that thoss who were ,or had associations
with, communists and Ffascists would be barred From public
employment in aress vital to sscurity [3B1. The existing policy,
orne which is largely unchanged, is that an individual is not ftold
what has been discovered if he is denied esployvment The Crown is
seen as having no obligation to employ anyone and therefors, the
individual 1= not bheing denied of any right ([3%1. Making the
resuits of the investigsation public is problematic for  two
reasons; it may inhibit the willingress of people to be forthright
in thelir replies to guestions about & friend or colleague and it
may damage the privacy of the individusl by revealinyg
information, for example abouwt  drunkerness which is onlvy of
interest to the Security Service. However, kepping the results of
the investigation secret means not only the danger of inaccurats
inforoation being used to deny someons a benefit but could also
lead to a disloval or unreliasble person being  appaintad. ne
corued el argue  that some outside by such o as  the SecLrity
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Commi ssion shoul d e given the task of FeEvviewing guch
investigations in order to safsouard against theszs two  dangers.
At the  wmoment the Commission only dnvestigates the Securiky o
Intglligence services after a dizaster has occurrsd.  This is  a
good  instance of how external checks can not only inprove oivil
libertie= but also ifaprove efficiency.

Other possibles solations,although all  less attractive areme
increased swveillance and investigation, increased standards of
what ig to constitute a security risk, and increased mopitoring
af  dindividuals in their positions aonce appointed. The §irst
invalves spreading the net of interviews such wider than it

currently is, increasing the pyhsical or technical swvigllance

or  encouraging fellow smplovees to report suepicious behaviowr.
Mone of these is  akttractive since it would sither bBe +foo
expensive of time and effort, encourage gossip, or place higher

astandards on public employvess than are sxpected of the population
at. large. Gossip is bad for morale and, i+ listened to, may debar
& oonsiderable proportion of the population from government
sErvice. For example s having an extra-sarital affair an example
of wnreliability or is a weakness for gambling or for alcohol to
count 7 It dis relatively easv Lo be wise atter the event but
difficuit to know in advance when alcobol moves from being a
waeakness  to becoming a problem. These are matters of judgement
btk eres in which the criteria are impossible to clearly defing.
Fositive vetting ther, is notyand shouwld not be thowght of  as,
full—~proof. This makes the case for somg form of sxternal review
A matter of some woBncy. :

The next problem is what one does with an  emploves whom  ones
susperts of being & risk., The first point which needs to be made
18 that those inveolved in sensitive work koow that they will be
sub et to special Er G edur s, including a segurity
investigation. As  stated above, the government srnounced that
those engaged on secret work would be subject to special
procedures. The “secret’ is again, what has beern discovered as a
result of the investigations. I+ a current smploves is accused of
communist  or fascisht associations he is inforeasd of the oharge
against him and given a right of appeal to a tribuwal consisting
af Three Advisers. He ig not told of the evidence against Mim, he
ig only allowsd to prepare a statement and call witnesses to
testify on his behald. The Minister, on receiving the final
report  of the Three Advisers then makes a decision concerning
transfer or, if this is not possible, the opportunity to resign
and i+ this is refused be may be dismissed. However in the raze
of character detectz, although the individual is “uvsually® told
aof the case against him there is no right of appeal to the Thres
Advisers although he may bring the matter before his Head of
Department [407.

There are,then,two main issues associated with the loyalty of
civil  servants., The first is the criteria which ought to be
applied in deciding that someone is a security risk  and  the
second  arises in connection with the procedures for dealing with
peaple in such a category who are already emploveses. The Laboor
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Farty, in its discussion docunent Frgedom and the Security
Services, has argued that:

"It might have been hoped that the Security Commission would have
appreciated  changing contexts of securilty. Left-wing socialists
do not often  aspire Lo reach senior oy sensilive  government
poasitions and even then are likelvy to be as antagonistic to  the
Boviet Bloo as many in the Western #l1iance.”F41]

One  might argue that the fipal sentence is a rather weak olaim,
gince itz use of the phrase, ‘even then are likely',raises the
veiry doubts 1t seske to rewove.

However, the problem is a genwine one, namely to whal @xtent van
ideoclogy or political beliefs justify classifying an indivdual as
& security risk. The clearest instasnce is where such an ideology

can  he linked to, o gven identified with, & hostile Jforeign
powar. This has been true of both fascism and communism. Many
weestern governments have not seen fascists or communists as being
truly Cindspendant®  but  as acting only in concert with  other
foreign parties  opr &z taking direct orders Trom a foreign powsr.
Another  problem ts the extent to which sthnic, mnational  or
religicus  identity may raise doubklts concerning lovalty., Duaring
time of war all states have acted to intern members of ethnic
minorities who are associated wilth & hostile power although this
has mot  always bhesn carried oub in a2 responsible mannaer.  The
difficulty arises when war 1s not at hand., A example which is
likely to be a matter of debate is the sxtent to which beimng  an
active Zionist or FLD supporter ought to be a bharrier to certain
positions in the Forelgn DFfice. Thers are really tws issues. The
firat heing whether somecne with commitied wviews wowld be
congi dered Capabie af . offering Prpartisl advice arl
whether,therefore, they couwld hold such a positicon. Yhe second is
whether they would be denied employment on the grounds that  they
whild  be mere likely to be disloval., This is nolh merely  an
abstract problem in that there have heen two cases,one in which &
civil servant divulged informatiocn to & Bouth African and one
invalving Egypit [423.Howaever in nelither case was there any ethnic
o othsr relationship with the countries involved.

The appropriate coriteria for assessing security risk must be a
mathter for Parliament but little useful discussion of this issues
has taken place. This is partly a result of the fact thal there
iz ne HMinister with clear reponsibility for the activities of
MI%. Further, there is no sguivalent of the JIC which examines
and tasks the internal security service., This situation is not
gatisfactory in that it places too grest a responsibility  upon
MI%., The absence of a proper irnternal mechanism of accountability
iz particularly important given the constitutional position,
adopted since the 1B870= at least, that governement administration
is only satisfactory where & olear structuwre of political
accountability exists. The creation of & special executive
committtes with the task of analysing, tasking and reviewing the
activities of MIS shouwld be a matter of priority.



The maior  issue to be discussed is the sxtent to which fhe
probability of, oar even possibility of, an offences aogzinst  the
atate, o example  one  under the 084, Justifies lthe states
coollecting  and storing infornation. FlowWE Ve, bedore discussing
this dssue it is necessary to provide soms . background on the
rrature of the Official Ssorets Aol

A interpretation of the British OFficial Secrets Hct which has
gained popuwlarity is fhat it arosse as a result of "spy fever'.
This bhas its origin in an article by David French entitled Spy
Faver in Britain in which French states that the Act was produced
hy & sub-commities of the Committee of Imperial Defence which,
although it consisted of "level-headsd men” not normally given to
flights ot fanoy, were convinced bthat a larges number of German
spies were at work in Britain and that the &ct "was  rushed
through  the Commons besfore  the Fress,or  hardly  anyone  alse
naticed it,%.£43] This has heen intrepreted by some as  mEaning,
althouagh French never claims this, that the 088 was a product of
spy  fever. For example Crispin Aubrey,one of the defendants in
the ABC  Trial, wrote a book entitled Who's Watching You 7 in
which he states that the Act was passed "at a time of German  spy
Tever"L441. Des Wilson, the organisgse of the Campaign for Fresdom
ot information has written that the 088 was enacted “in
exbtraordinary - circumstances in 1711 when War BEREME
immirent". 0453 Finally, State Research go even further and claim
that the Act was not only passed in haste but that MIS plaved a
part in drafting it £443, Simce MIS did nob exist at the time and
the Secret Service Burusad came into existence &5 & result of the
deliberations of the sams2 commithee which formulated the Act  the
statement is historicel noRsense, James Michael iz moch  more
careful in his interpretation of Frasooch’s argusent and makes it
clear that spy fever provided the opportunity fer the government
to achieve its desires. However as illustrated above,others imply

that spy fever was the pphive and this is false. AT
demncrnstrated in Public Secrets 471 the  government had besn
attempting to deal with givil service leaks and the

‘wnauthorised” communication of informaticon for about forty years
before the 1911 (084 was enacted. '

The naext point to examine is the nature of U084 prosecutions.
Frosecutions have covered a wide diversity of cases including not
only those accused of betraving secrsts to a foreion power but
thogse accused of communicating information to those planning a
crime o attempting fraud as well as  those who commanicate
information without authority. The case which first gave rise to
recent  anxieties amongst both sections of the public and  the
legal profession as to the wisdom of the Act was the Chandler
Case L4821, This case involved what many saw as amn undustified
extension of the Act to apply to acitivities for which it was
never  intended. The case involved a conspiracy to snter a
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prohibitad place “prejudicial to the safsty or interests of the
Brtate’~ the defendants were found Quilty and although not all of
the Lords agreed that the state had the final savy on the meaning
of. ‘probibited plaoe’ the House of Lords refused an  appeal
challenging the meaning of prohibited placve. The lLoaords stated

that it the law produced an interpretation which it was
finconceivabkle  that Parliament can kave so intended’  thes  the
answer lay in Parliament and asendlng the Act (491, However, I

will focus on the more recent ABD trial. James Michasl says of
the OABC case that it :"was a dramatic illustration of the wide
seope of  the Officiel Secrets Acts snd how they could bes
migapplied” . [H0) His justificetion for this conclusieon takes +fowe
main forme. The Ffirst is that the only basis upon  which the
police could have known about the meeting of the three defendants
was by the interception of telephone calls and of @mail. The
second  is the hidden hand argument, invelving "advice® from the
CIa amd from Britizh civil servants, particalarly, the Security
Bervice. The third criticism centres on the practice of  jury
vetting which ds seesn &8 a2 political device and ohe which
constitutes a fundamsntal attack on the impartiality of Juries.
His +inal criticism of the cazse is that scee four months prior to
the arrest of the three men the Hone Sscorstary, M. Silkin, had
assurad the House that when the law was changed ‘mere raceipt’
wowld  no longsr e an of Fance and that the Attorney General had
the discretion to decide whether to prosecute such offences
efroe the change was made F5171.

Let  me make my position clear from the outset ~ the prosecution
was badly handied. The case probably caused more harm to  the
secrecy surrounding Bignals Communication and to the governmesnt
degire to maintain its secrets than anyibhing that the defendanits
had dong. Dne can only conclude that the Attorney General  was
badly adviged by senior civil servants, law oftficers and by the
intelligence community, widely defined. This is especially true
of the decision to press charges under section 1 of the 0856 which
they were subssquently forced to drop. However, oriE mnush
Feeogiilsse that the defendants also behaved in a manner which  was
ill-adiveed. For Berry, a former member of the Signals Regiment
tey write to the Agee/Hosenball Defence Conmittes offering
information was inviting attention from the avthorities. It is
truag  that the sauthorities could omly have come to kKnow of the
offer of help and the subsequently arranged meeting it mail
and/ar  telephone calls were being intercepted but given the
government’ s attitude towards Philip Agee this is hardl v
surprising. Deportation orders against Agee and &  journalist,
Mark Mosenball, were izsued in November 1976 and they finally
lett the country in May 1977, There is no doubt that the
Government oconsidered the activities of Ages to be a direct and
immediate threat to security given his stated intention to reveal
as  much  as  possible about the activities of US  Intelligence,
including its activities in Britain and other Europsan countries,
as wall as his visit to Jamaica. The deportation order cited as
the grounds Ffor deportation that Agee had had regular  contacts
with Fforedgn intelligence officers harmful to the United Kingdom.
No detalls were given but American sources have claised that Gges



nas mads several btrips to Cuba where the local Direcion Generale
de Intelgencia (the PRI works closely with the Soviet EGB [EZ].
The OIA considers fAges to be a defector in place, that is,they
acted to terminate every operation and agent known to Sgee  [S31.
ne  interesting aspect of the deportation arises in the msemoirs
of the Fforoer DIA London head of  steation, Cord Meyse. Fley s
states bthat a Trotskyish magazing,Voice of the People,pubklished
an article in January 1976 in which Meyver was indentified as head
of  station with a photograph of Mever included.In ithe article
Fges claimed that the head of CI6 in London was working closely
with British dntelligence against the IRA and that the €I had
basgs in Dublin and Belfast which intercepted communications  and
infiltrated the Fepublican movenent. Mever statss:

"Thess allegations were completely false. There were no CIA bases
inm Dublin or RBelfast and no CI8 officers assigned to work
there...But  the falsity of the allegations did not aake them any
less dangerous. .« What  #Agee  had  dons by publishing false
allegations was to single me out as a prime  target for the
terrorists. Instasd of Lliving with a vague or generalised fear of
terrocist  action,l now had to aceept the fact that my name  must
he high on the list of priority targets, 054 _
This articlis, I have besn wunable bto condfirm its existances, may
mEll  have been sufficient to convince the British authorities
Lhat action against AQes WAaAS NBTERIArY, '

This background on the Agee Affair is important,something agreed
by the ABLC Committes as well as by ne,since many people have seen
the “injustice’ against! Ages as being compounded by thes
injustice” against Aubrey,Berry and Campbell. My point, however,
is Lhat it Ages was  involved in contacts  with hostile
intelligence services there ifsn’t an intelligence service in  the
wor 1l d whiioh would not have had him  ,and his immediate
assorciates, under surveillance.

The prosecution case focused on the claim that Berry,the former
member  of the Sighnals Lorps,had communicated information witheut
authority, Dampbell was acoussed of having recsived the informaton
"knowing or having reasonable ground to  believe that the
informatiomn was communicated in contravention of the Act® and
Aubrey  with having aided and. abetted Campbell in deing an act
preparataory to Canpbell®s offence. Al three. defendants  wero
f o guilty but the Jjudge adopted a strategy of giving
conditional or  suspended sentences but also et L ng the
defendants to pay & proportion of the costs ,thereby in effact
fining  them for having “refused’ to do a deal and plead guilty.
The press, and gmost commentators, have argued that the
prosecution wak  lll-advised and that +thHe defendants WEr &
investigative Journalists who were doing nothing more  than
purslting  their legitimate interest in intelligence and security

but there remaing & difficult issue which has not been explored.

It is this. Surveillance and security activities need not lsad to
public  trial amd prosecution but may be deal®t with in covert or
evén  illegal ways such as harasssment of friends and colleagues,
cutting off the jounralist from varicus privileges, sending
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letters to emplovers, sngadging in black propaganda, and by making
it clear to those concerned that they are wundsr active and
continuous swveillance, One way in which such responses may be
inhibited is by prosecutions being instituted whichh give the
Judiciary and the public an gpportunity to sqpress their veiws on
witat constitutss a threat and what is inconvenisnt or even merely
Fra-mful . This is & key problem in wnderstanding the organisation
pf  domgstic intelligence since i1t raises Lthe guestion of the
relationship between intelligence gathering in ordesr Lo inform or
mornitor and  intelligence gathering as an act prioce to Law
ertforcement £3553. Intelligence gathering ,for sxample collecting
clippings from variows publications, ocollecting names of those
atltending mesatings, monitoring the overlapping membership of the
cominl Ltees at  groups  who o publish such  facts, sending &
rapresentative of  the security services to attend putsl ic
meetings, or even instructing & member of the security services
i Join wme1ech a group are not unlawtul o uravailakle to  the
general puhiic.  Indesd ,such activities arg precisely the ones
which Dancan Camphell and others ses themselves as practising an
the dintelligence community angd as therebhy constituting no threat
to such organisations. The loglic would seem to apply both ways.

o

Either such collectiocn is harmless whien prachised by the Security
Serwvice  against paople who it decides are “interesting” or  thay
are harmful when practised by jourmalists investigating  security
matters., There is @& difference of cowrse,when such action by the
state is to lesad to the ianposition of sancticons. The most obhvious
form of state harm s arrest, trial sentence but this, as stated
earlier is not the only possibility. However the tradition of
rights, such &5 against unlawvful  search  and seizure, have
developed to protect the citizen against imsediate and direct
harin Lo his liberty and the Cowts, as | stated earlier on  the
eilling effect ,have been somewhat reluctant to act to protect
againzst long-tern,indirect oF vague haros. One  problem  of
amending  or narrowing the scope of the Official Secrets Act is
aot simply - that & new Act is more likely to be wused, the
raeplacamant of a bhlunderbuss with an armalite riftle,but also that
it may produce lese opportunitiss for the issues 1n such cases to
be brought inta the open and discussed. Disciplinary procedures
areg intsrnal and wnlikely to produce an opportunity  for  publiic
discussion,

The issus which nesds to be settled is what righits the state has
tos collect infaormation for the purposes of guiding policy or
monitoring a situation and the rights it has to collect and store
information whichh can form the basis of 2 prosscution. TrHe
prablem is  that although information gathering may be an  act
praparatory  to prosecution it need not be. Secause the purpo=e
cannot  be determined in advance this has led some commentators
E%43 to -argue for the abolition of all dowmestic intelligence
gathering until an actusl crime has heen,or is very likely 1o be,
committed. Howsver there is also a resl public demand that  the
state nmot wailt until the bombs have gone off before taking action
- preventabtive policing. The answsar which one gives to  the
gquestion of which is the greatest danger, collecting information
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o finteresting targests”  or waiting until & orime has  been
comnitied depsnds upon the seriousness one gives to the  threats
which the society is facing. Once again, there is no escape from
this issue although it should be & matber for public debate  and
ot simply one for the Sgowrity Services to decids,

Betore lsaving the issuse of prossoutions and the collection  of
indormation it 18 worth noting that in the recent Fonting trial a
debats emsrged as to the meanirng of the "interests of the state’
and as to who is the body to determine that intsrest. This had
alsg  arisen  in the ABD case and the Judge in bhoth cases made a
similar ruling, rmamsly, that 1t was not an issus for the juey to
decide. Howsver, the situation is unsatisfactory in that doubt
gxists as to the esxtent to which the reguiremsnt that  the
Minister determines the interest in national security cazes &lso
appliss  to cases Ip which national s=2ourity is stated by the
prosecution noh o be devolwed. Bueh doubt ig bhouwnd ko make
Juries uncertain in cases similar to that invalvincng Tlive Fonting
573,

THE REFORM OF THE 086 - ERANKS AND NATIONAL SECURITY

Those locking to refors the 056 and ‘solve’ the problesms ratsed
by recent prosscotions are cbhviously going to look to  previous
gavernment declarations on this issus and it iz to an analysis of
the Franks Committee report on section 2 that I wiil now  nove.
The Franks Committes on Section 2 of the 08A strugoled with +he
problem of whalt information deserved fo be protected by criminal
panalties and they stated it should bhe inforestion « bhe
digolosure of which would causs serious injury 2

"Tt is inftormation relating to these basic functionz of a central
Government which wmost reguires protection. It is here that a
threat te the nation can have the most serious consequencess. "L58]
The Committes then went on to interpret this as referring to

information in the areas of Yforeign  affairs, 1 s and
order, defence and security,and currency and reserves, The

Committes did, however, recognise that it may be difficult to
state whether the release of a particular document would cause
s@rious  indjury to the nation and therefore sought,in the area of
defence ,to base bhe penaltiess on the classificstion system and
to place the onus on the government to properly classify the
information in its pessession. MHowesver, in 1973 in a brief debats
ort the Report in Parliament (the then Home Secretary, Robert
Carr, ‘accepted the main recommendations® but argued that all
infornation relating to the intelligence and security services
should be protected by criminal sanctions and that in the area of
foreion atfairs the concept of serious damage may bhe oo narrow
to cope with the sgnsitivity of foreign relations L1591, However,
as is well known . the government took no acktion to  actuaslly
iaplement any reforns. The ngxt government initistive involwved
the  Labour Home Secretary Merlvoe Rees who,in 19786 ang 1978
published a set of proposals on reforming the 0S4, The proposals
were guickly embroiled in & series of arguments over the effect
ot the proposals on the demand for more open  government. The
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argumeEnt  was  presented  that  any reform of the 038 withoot
legislation on freedom of information would make the possibility
of  sueh legislation less likely since it would seem less g erit .

The ABC case effectively buried the proposals. I relation to
rational security the proposals were, compared to Franks, aore
ghrich in f#one areas and more libsral on obthars, It did, il i ke

Frankts,protect  all  intelligence and security  indformation  and
information relating to cyphers and communications with criminasl
gsanctiors. This would almost certainly have made a prosecution of
the type involving the GBC defendants possible.  Then in 1979 the
onservative government introduced an sven tougher Bill which was
effectively killed when it was poirted out that it may have
prevented  the publication of such books as Andrew Bovie’s on the
Climate of Treason which exposed the ssistence of the traitor
Blunt [anl,

The oresent government, in the form of  the Attornsgy  Geners)
commenting . after the Fonting verdict, has stated that no charngs
is envisaged.

The reasons for this are the difficulties which I idenbtified in
the first part of the paper, that of identifyving the threats and
the bhoundaries of what needs Lo be protected and and these 14 sted
in the second, the organisation of British intelligencs. Without
& debate on the natuwre of threats, either intermnal or esternsl 6o
reform  Gf the law on national ssecurity is likely to win  wholoe-
nearted support. A search for  agreement on sl aspects  of
security would, of cowse be fruitless, but a search for
agresment on fundamentals, such as used to exist in certain arcas
of  foreign policy in relation Lo the Soviet Unien is  net
unimaginable. However, these issues are still likely to  be
difficult to resolve in the UK becaoase of the organisation  of
British intelligence, the role of the Courts ,and the nature of
ralationship between HMinisters, Cabinet, Civil servants and
Farliament.

In conclusion, it is clear that no discussion of the relationship
betweern intelligence,security and secrecy is adequate unless it
takes inta account fow main  isswes ¢ the organisation of
intelligence and the political context within which it operates;
the threats Faced by the society,whether domestic or foreigng

intelligence reguirements: - and finally the values, institutions
and reguirements of democracy. The focus on the  “abuse °  of
intelligence aivd o civil liberties has distorted the

undarstarnding of these probless which has so far been offered by
political science.
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Introduction

Adam Ferguson was born in 1723 in Perthshire, Scotland. His Essay on the
History of Civil Society, first published in 1767, is now generally
regarded as a classic in the history of the social sciences. Although

its reputation continued during the nineteenth century in Germany and
America, British soclal science quickly forgot the Essay and its author.l
It ﬁas the American interest which introduced Ferguson to twentieth
century English-speaking audiences (Bryson, 1945; Kettler, 1965; Lehmann,
1930; Schneider, 1967; Whitney, 1934), although German® interest in
Perguson's work parallels the American (Dahrendorf, 1968: 538~539; Jogland,
1959; Jokisch, 1981; Marcuse, 1967: 13-16; Proesler, 1935). This
international interest in Ferguson extends to the Netherlands (Belien,
1979; Kerstholt, 1982} and especially to Italy (Bartolommei, 1979;
Perillo, 1975, 1978; Salvucci, 1972; Tarabuzzi, 1980). There has been
something of a revival of interest in Britain too. The Essay was reprinted
in 1966 and Ferguson and his colleagues in Scotland at this time, like
Adam Smith and John Millar, are beginning to find their way into the
general histories of sociological theory produced by British social
scientists (Clarke, 1982; Hawthorn, 1976; MacRae, 1961, 1969; Meel, 1975;
Strasser, 1876; Swingewood, 1984; cf American examples like Collins and
Makowsky, 1972; Rossides, 1978). These works coexist with the modern
speclalist studies of the whole Scottish School (Campbell and Skinner,
1982; Chitnis, 1976; Hopfl, 1978; Meek, 1954 Olson, 1975; Rendall,

1979; Skinner, 1965; Swingewocod, 1970; Trevor—-Roper, 1977), which should
Be set alongside the older specialist studies of the school (Bryson, 1945;
Pascal, 1938).

Contemporary interest in Ferguson takes one of four forms. There are
those who see Ferguson as an adjunct.of Adam Smith in the origing and
development of classic political ecomomy (Clarke, 1982: 32; Collins and
Makowsky, 1972: 64; Rossides, 1978: 47-48; Skinmner, 19;65).3 A second
interpretation runs counter to the first in that it pottrays Ferguson
as a precursorlof Marx and important in the origins and development of
historical materialism (Kerstholt, 1982; Meek, 1954; Perillo, 1975,

1978; Salvucei, 1972). This materialist interpretatioﬁ is given substance
by Marx who acknowledges Ferguson's contribution severai-times.é This
interpretation has been criticised (forbes, 1966: xxv; Lehmann, 1974;
Swingewood, 1984: 27). A notable critic 1s David Kettler (1965, 1976a,
1976b, 1977) who interprets Fergusdn within the Aristotlean tradition



of political philosophy, which empliasises the virtue and worthy actions
required for political citizenship, these being seen a# the dominant
concerns of the Essay (for éxample see Kettler, 197?:'439, 446, 452, 454).
The fipnal interpretation is the sociological one, which points to Ferguson's
role In separating ‘civil society' from the 'state’ and to the direct
and deliberate attention he gave to the concept of 'society' (for exzample
see Hawthorn, 1976; Jogland, 1959; Lehmann, 1930; MacRae, 1961, 19569
Schneider, 1967; Swingewood, 1970, 1984). In this regard the list of
sociological concepts which Ferguson is said to have anticipated includes
the well documented notions of social action and its unintended.
consequences (for example Jokisch, 1981; Schneider, 1967:; xxix, passim),
the social division of labour (for example Rattamsi, 1982: 15-26;
Swingewood, 1970: 175-77), social evolution and social change (for example
Bartolommei, 1979; Bermstein, 1978; Slotkin, 1965), alienation (Forbes,
1966: xxxij MacRae, 1969: 23) and social class (for example Calvert,
1982: 14, 18, 22-25). But one alsc finds in the Egggz_discussion of such
concepts as social conflict, folkways, private property, political and
economic subordination, the sexual division of labour, crowd behaviour,
professional groups, social solidarity, language, imperialism,
bureaucratization and many more.

One of the ﬁoncepts omitted by sociologists from this list is
exploitation. The reason for this is clear. Unlike the disciplines
of political science and philosophy, sociology has not rendered
'exploitation' into a discrete concept.5 It is not a part of sociology's
conceptual vocabulary and where sociclogy does use the term it is not
separated from its association with Marx's critique of capitalism. Thus
the concept is employed, if at all, in its Marxist sense to describe
economic exploitation (for examplé Mann, 1983: 122). Because scciology
as a discipline has not considered exploitation as a diserete concept
separate from Marx's general account of capitalism, some soclologists, when
referring to the sets of behaviour which are normally described by the
concept of exploitation, have invented othef termg. Thus, Lind refers to
'tribute extraction' and to the regularization of this extraction into
'tribute systems' (1983). This tendency only serves to reinforce the
inability of the discipline to make 'exploitation' a discrete concept.
Therefore, in interpreting Ferguson's Essay sociologists have not
employed the concept of exploitation when they have rendered his writing

into modern soeciological digscourse.



All attempts to subsequently reinterpret classic texts in the idiom,
style énd conceptual vocabulary of modern diseciplines is fraught with
difficuliy {in relation to sociology see Mertom, 1967: 8=26), ALl too
often the earlier discussion becomes infused by othersz with modern meanings.
But there is an obverse to this. As MacRae noted, a scholar's inability
to employ the vocabulary of special words and usages, which seemg so to
affliet modern sociclogy, often veils earlier writings from us (1969: 25).
It will be argued here that although Ferguson never used the term, the
concept of exploitation cam be reliably and usefully implanted on -
Ferguson's discourse in the Esgay. Moreover, to do sb has a number of
benefits. Firstly, it brings a historical perspective to the more
conceptual and theoretical literature produced on the concept of
exploltation recently {for a selection see Arnesomn, 1981; Buchanan, 1979;
Crocker, 1972; Elster, 1983; Holmstrom, 1977; Roemer, 1982; Steiner,

1984; Tormey, 1973). In this regard Ferguson provides a historical
perspective which extends back to the eighteeath centufy and shows that the
antecedents of the concept stretch further back than Marx, even though
most contemporary discussions begin, and sometimes end, with Marx {cf
Steiner, 1984). Even despite the Marxian heritage of most contemporary
discussions, there are fundamental disagreements in the literature cn
how exploitation is conceptualized. A historical perspéctive is useful
in another way, for it demarcates the genesis of the different
conceptualizations. This paper is not aominating Ferguson as the father
of some conceptualization. In fact the history of ideas suggests that
polygenesis is the norm in matters like this. However a claim is being
advanced that a historical perspective is necessary in order to
demonstraté that the antecedents of the term extend further back tham
Marx, whe is normélly credited with bequeathing the notion to social
science., Continuing this historical perspective may well extend the
origins of the theme before Ferguson, which only illustrates the need for
historical amalysis to supplement the conceptual analysis. In this
respect this paper is claiming that aﬁ analysis of fergﬁson's Essay
1llustrates part of the origins of some of the varying meanings given

to the term. Finally, Fergusonfs'writings on the thgﬁe'of exploitation
provide one further demoustratioﬁ of his now accepted_éociological

imagination; but one for which he is not usually noted.



The Concept of Exploitation

The classic view of Marx on exploitation can be briefly stated. Necessary
labour is that lebour which satisfies the subsistence needs of workers and
their dependants. Surplus labour means all that labour ovar and above
necessary labour. The degree of exploitation is determined by the ratio

of surplus to necessary labour. The greater the proportion of time that
the worker is forced to work for the capitalist, the greater the rate of
exploitation. Thus Marx links exploitation with the labour theory of

value and in so doing he draws on the formulation of the labour theory of
value in classic political economy. This dates from Adam Smith (Meek,
1836) and even before (Meek, 1973). Smith was a contemporary of Ferguson
although Ferguson does not rank in Hhek*s order of precursors or influences
on Smith's labour theory of value (1973), It would be surprising if he
did. The Essay is not concerned with productivity, markets:and commerce,
but with the social, political and human consequences of these in civil
society. In this respect it is the opposite to Smith's The Wealth of Nations.

When Ferguson is cited by Marx it is in counection with these effects

rather than for any outline of the free warket economy or the labour

theory of value. Thus he is not cited in Marx"s account of exploitation.
The contemporary debate on exploitation, much of which is grounded in

Marx, has extended the meaning of the term beyond the extraction of

surplus value. At least nine different conceptualizations are contained

in the literature, some of which are not mutually exclusive.

1. Exploitation constitutes interference by the first party with the

opportunities of a third party to bid for the goods and services of a

second party (Steiner, 1984), . )

2. A group is expleited if it would be better off materially by withdrawing

from the existing set of sccial relations (Roemer, 1982).

3. Exploitation constitutes taking'unfair'adﬁancage of someone in free

market transactions (Elster, 1983; Walt, 1384). -

4. Exploitation is characterized by unequal possessien'bf capital

goods and private property (Roeme:, 1982}, o

5. Status exploitation axists in a situation where.remuneration is

made according to status and where status is not représeﬁtative of a

special skill (Roemer, 1982: chs. 7-8). o

6. Exploitation is characterized by mistreatment, oppression and

coercion in the labour process (Arneson, 1981; Levi and North, 1982).



7. Expleitation is characterized by inequality of control and power

in the labour process (Arneson, 1981; Holmstrom, 1977; Crocker, 1972;
Przeworski, 1982),

8. Exploitatiom involves the diminution, impoverishment and denuding
of workers (Holmstrom, 1977}.

9. Bxploitationm involves a lack of just deserts (Arneson, 1981),

Some of these formulations are specific and novel and have few
direct anticipations. This particularly applies to the first three
conceptualizations. Others describe fairly general circumstances as
preconditions or consequences of exploitation and are encompassing
enough to find anticipations in a whole range of precursors. Any
attempt to equate exploitation with mistreatment, oppression, power
inequality or lack of comtrol must inevitably throw up many discussions
of these themes which act as anticipations. It is possible, for example,
to find anticipations of nearly all the remaining six formulations
in the work of Ferguson nearly two and a half centuries ago., But this
practice of finding vaguely and slightly matching guotations in separate
works is unsatisfactory, for as Whitehead once remarked, 'everything of
importance has been said before by somebody who did not discover it
(quoted in Merton, 1967: 13). Irenically in saying this, Whitehead
had himself been pre-empted by de Morgan who noted a generation before
that 'there has hardly ever been a great discovery in seience without
it having.happened that the germs of it have been found in the
writings of saveral contemporaries and predecessors'! (quoted in Merton,
1967: 13). In this instance a2 historiecal perspective can degenerate into
the mere search for increasingly faint adumbrations.

In recent years a variety of important theoretical debates have
problematized the notions of continuity and recurrence in the hlstory
of ideas (Kuhn, 1962; Focault, 1971). The meaning of concepts, 1t is
argued, is grounded by the overall structure of theories ~ or paradigms
(Kuhn), problematics (Bachelard); discursive formulations (Focault) -
in which they are embedded. They camnot be understood apart from the
discursive space they occupy in relation to other concepts. At first
sight this seems to rule out the search for historicalicontinuity in
ideas. However, the implications of these arguments provide a better
foundation for a historical persPective, for they require us to set
what are taken to be early amticipations of later ideas in the context
of the wheole framework in which they each appear. That is, we should



not just éexamine whether the same or similar words apﬁear in different
problematics, but whether there is an equivalence in the meaning of the
vocabulary in the context of the problematic which gives this vocabulary
its particular discursive meaning.

It will be argued here that the significance of Ferguson's Essay
extends beyond the fact that one finds echoeszs and anticipations of what
later writers call exploitation. Rather it is that in his digcursive

. formulation, exﬁloitatiou (to use the modern idiom) 1s understood in the
same way as it is in contemporary formulations. That is, his work has
three characteristice which are also to be found in the conceptualizations
of such péople as Arneson (1981), Buchanman (1979), Crocker (1972),

Elster (1983), Holmstrom (1977} and Roemer (1982), to name but a few,
These charactaristics are: exploitation is understood as economic
exploitation, which is now almost the paradigm case of exploitation;

it is approached through the notion of human agency; and the discussion
of exploitation is integrally linked to an ethical concern about its

effects.

The Theme of Exploitation in Ferguson's Essay

The social climate within which Ferguson wrote was one of new discovery -
in science, cultural comparison and industry and production. The Scottish
lowlands were a thriving commercial centre witmessing the introduction of
wachine industry. The key to this progress was Glasgow and its tobacco
and linen trade with America. Linen production increased five fold
between 1728 and 1777, indicating a thriviag clothing industry, this
industry being the first to shift to machine and factory production

(on Scotland's economic progress seé Lenman, '1981; for England see
McKendrick, Brewer and Plumb,_iéSB). With the economic transformation

of Scotland came changes in established social patterns. These were
added to by agrarian decline and politically forced depopulation of the
Highlands. This produced a mass of unskilled 1labour separated from the
means of rheir former livelihood. Neﬁ social problems were created -
problems of adjustment, relief fbr the distressed, of huﬁan rights and

. of the effects of machine production. Ferguson's own position as a
former Highlander, who had beéoﬁé'geographically and socially mobile

in moving to the lowlands, added a special dimension to his concera

with these problems (MacRae, 1969: 19), Ferguson saw the paradox of

commercialism and industrial progress. It gives rise to personal



liberty, political security and the rule of law, but it also has adverse
consequences which produce, among other things, second rate ciltizens
pursuing worthless, dehumanized, mechanical tasks. The Essay, in fact,
is the first extensive study of this paradox and Ferguson therefore needs
to be distinguished from Hume, Montesquieu, Mandeville, Shaftesbury and
Smith. This is what Marx saw in Ferguson, who he mistékenly referred to
as Adam Swith's teacher. Literally this was an errvor but '
Ferguson did proceed Smith in analysing the adverse social and political
consequences of mechanical labour and the division of labour. The well
cited charge by Smith that Ferguson plagiarized his work on the division
of labour has been analysed by Hamowy (1968). Through an excellent piece
of scholarly detection Hamowy shows that Smith had in mind Ferguson's

use of pins to illustrate the prbductive capacity of the division of
labour (1968: 256f). He was not referring to any plagiarism in the
analysis of the socioclogical implications of the division of labour, which
Smith does not diécuss in his early writings. Although Ferguson

produced a draft of the Essay ten years prior to its publication6 at the
time of Smith's Glasgow lectures, in Smith's Glasgow lectures there is
only one passage on the ‘confining effects! of the 'épécialization of

employment’', Even in Smith’s The Wealth of Nations, which appeared

nearly ten years after the Essay, Smith's analysis of the disruptive
effects of the division of labour is restricted to a brief outline of
the psychological attitudes it generates (Smith, 1937: 734).

There are some who still hoid Smith to be superior to Ferguson
in discussing the sociological implications of the division of labour
(Clarke, 1982: 30; Skinner, 1965: 17), although this is something of a
minority view (cf Lehmann, 1930: 187,.1974: 165; MacRae, 1969: 22-23;
Pagcal, 1938; 173-74; Swingewodd, 1970: 165, 175-76). Clearly Smith
refers to what Marx later called 'the division of labour in the factory!,
while Ferguson discusses the 'social division of labour' (Marx, 1976:
184, 187-89; Rattansi, 1982: 91f)._ Ferguson makes only three references
in the Essay to the produétive capacity unleashed by the division of
labour (1966: 180, 181, 230). His concern was directed to the social
effects of the division of labour, especially the tendency for the
-division in the workplace to be repeated outside the factory fn social
life generally. Indeed, after dutliniﬁg the social evelution of
comumercial or 'polished’ so:::i.ety7 the Essay becomes wholly directed to
an analysis of the adverse effects of the growth of cdmmerce and of an



advanced division of labour.8 Montesquieu, Mandewville, Hume, Shaftesbury
and Smith noted the economic and productive consequenceé of the division
of labour for commercial society, but minimised its social effects.9

In this sense Swingewood is correct to argue that Ferguson's Essay
represents a break with work which had gone before (1984: 23).

It is in the context of Farguson's discussion of the soctal
division of labour and the consequent paradox of commercial society that
he . anticipates what later writers have called aliemation, class
conflict, political oppression, dehumanization and over-rationalization.
It is in this context also that he discusses many of the features which
modern authors have described as characterizing exploitation.

In the Essay Ferguson offers a critique of private property
and the political and social subordination that arises from it (1966:
96£, 121f, Part IV, also 1769, ch. i, sec. X, xi). Indeed, commercial
society is chiefly characterized by the unequal ownership of
private property and the power and class inequalities that arise from it
(for example 1966: 180f). When discussing the growth of private property
Ferguéon mentions that it is the chief cause of the tone and character
of the state (1966: 133), social class (1966; 13536, 150), class
conflict (1966:_191), imperialism (1966: 136), civil liberty (1966:
154£) and conversatiornal competence and language use (1966} 174), among
other things. However unlike Roemer (1982; cf Przeworski, 1982: 290),
who describes unequal possession of private property as the cause of
exploifation, Ferguson does not use the term when describing the effects
of the growth of private property. Nometheless, as paft of his outline
of the paradox of commercialism Ferguson 1s led into discussing what others
have later described as preconditions or consequences of exploitation.

He anticipates three particular features which have 1étter1y been given
the term. In criticising the g:ﬁwth of riches, wealth and luxury
Ferguson outlines what Roemer has called status exploitation (1982: chs.
7-8). But.Ferguson devotes greater attention to the effects of
commercialism among the poor, those performing 'mechaﬁicél labour' as he
describes it (for example 1966: 101, passim). In so doing he outlines
what has become an important element in contemporary cdnéeptualizations:
that workers lack control over the labour process and are deprived,
denuded and diminished as a result (see Buchaman, 1979; Crocker, 1972:
208; Holmstrom, 1977: 365). Ferguson extends this critique in the same
direction as later writers, in that he proceads from this powerlesaness to



argue that there is a lack of just deserts for those who perform
mechanical labour (cf Arneson, 1981: 205). Exploitation, therefore, is
seen as economic exploitation.- .

Status sexploitation involves a situvation where ?émnneration is
made according to status and where status is not representative of a
speclal skill. Roemer sees it as common in socialist: countries, but it
. clearly operates in other societies alongside other forms of exploitationm.
Ferguson's critique of wealth, riches and luxury in commercial society
parallels Roemer's concern. Ferguson attacks both the cultural value
system in commercial society, whereby riches are made the standard
against which to judge people and by which to estimate what is good
(1966: 103, 247), and the economic reward system in commercialism, where
fortune is allowed to bestow character and rank (1966: 158, 251), He
decried the society in which he lived as at worst evil and a best a
"mixture of good' (1966: 162), because it was a society where people
have to be rich in order to be considered great (1966; 161-42), It was
a society where the desire for profit stiffles the love of perfection and
where self-interest cools the imagination and hardens the heart (1966:
217 alsc see 223-24, 233)

In this respect Ferguson is attacking a number of features of
commercial society: the tendemcy for it to make wealth the principal
object of the state (for example 1966: 157, 158; cf Kettler, 1977: 458);
the tendency to evaluatae peﬁple by their material possessions and not
their character or the quality of their mind (1966: 247, 250-51, 252-53);
the creation of a society dedicated to the persuit of peripheral and
meaningless external apparel and conveniences (1966: 237, 247-48, 253,
260), adorned at great expense by the labours of many wcrkers (1966;

253) who are 'debased' and "dejected! by being considgred poor (1966:

250); the tendency for the rich to substitute self-interest for public
interest (1966: 233, 250, 255, 264-65, 289); and the tendency for the

rich to become sordid, illiberal and oppressive (1966; 187, 253).

Clearly in these circumstances, commercialism also ctéates a situation where
skills are not the determinant of wealth and remuneration.

One sees in this critique of wealth and riches that Fergusem is
concerned about the effects of unequal wealth on the attitudes of the
rich to the poor and of the attitudes of the poor themselves, This is
one part of the gemeral effect of commercialism on those who perform

mechanical labour. There are two references in the Essay to the forced
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character of mechanical labour, where Ferguson refers to the 'necessity’
which drives some people to perform mechanical labour in order to have
‘moderate enjoyments of life' (1966: 259, see also 217). Although
elsewhere Ferguson does refer to workers as having no option but to toil
for others (1966: 241) and to the *ordinary race of men®™ Being the
'property of persons' who are considered to be of a class superior to
their own (1966: 254), The result of this forced labour is that workers
do not have their abilities extended or stretched (1966: 182-83): the
genius of the master is cultivated while that of the worker lies waste
(1966: 183). While the abilities of workers under mechanical labour lie -
waste, they lack interest, knowledge and imagination (1966: 181), That
1s to say, there emerges a division of labour between 'manual' and
"mental’ labour, to use the terminology of modern aﬁthors, where those
who perform mechanical or manual labour are considered to be ignorant,
unknowledgesble and are unconsulted about their tasks. ‘Many mechanical
arts', Ferguson says, by which he means industry, 'require no capacity;
they succeed best under a total suppression of sentiment and reason...
manufactures prosper most where the mind ig least consulted and where the
workshop may...be considered as a engine, the parts of which are men!
(1966: 182-83, for similar references see 187, 217). Thus those who
perform mechanical labour are denuded and diminished by it. Ferguson
belisves this Because, as he writes, ‘the value of a §Erson should be
computed from his labour; and that of labour itself from its tendency
to procure and amass the means of subsistence' (1966: 236)., People
should be judged by their labour, and when this labour is mechanical
they are obviously denuded and deprived of the opportunity to realise
this value. Ferguson also indigates in this passage that he believes
labour should be directed to providing people with. their means of
gsubsistence and no more; a point which Marx considerably extended in the
theory of surplus value, although Ferguson is using the term value
differently in this passage. ‘ o

The lack of consultation of ﬁorkers, preaumablyjbf their emplovers
regarding their labour, is a part of the lack of control which workers
experience. TFerguson does mot directly mention powerlessness as a
characteristic of mechanical labour, although it is iﬁplied in several
rassages. One example is the reference to the ‘néceséity' which drives
some people to perform mechanical labour. Another example is the lack

of consultation of workers by those who control mechanical labour. Like
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modern authors Ferguson refers te this form of labour process as
undemocratic and constituting a threat to democracy (1966: 187, 255),
He refers to tﬁose who toil in order to assuage the passions of the
few as being oppressed and in a position where they dare not refuse
to toil (1966: 241). Workers have to become inured to depredation
(1966: 277). These are all features of the inequality of control and
power which later writers have considered to be characteristic of
exploitation. :

There is a considerable degree of sympathy in Ferguson for workers
performing mechanical labour and suffering the adverse conditions
assoclated with it. In some of his later works, written after the French
Revolution, Ferguson takes a more conservative stance on the issue of
equality.. In one instance he argues that the only respect in which all
people should be equal was their equal right to defend themselves, and
to attack inequality violates this right (1792, 1i: 458). This seems to
justify inequality, but written so soon after the French Revolution, it may
onl& reflect a concern about the violence that occurred in the name of
equality in France. In the Essay, written twenty~five years earlier,
Ferguson is unequivocal in his support for equality (for example see 1966:
149, 157). He argues that there was a need to control and moderate rhe
accumulation of wealth (1966: 137, 158). In one passage he writes, “the
whole mass is corrupted, and the manners of a society changed for the
worse, ia proportion as its members cease to act on principles of equality,
independence or freedom' (1966: 250). Referring to the Grecian states,
where he describes a simflar labour process as under commercialism, with
wealth being unequal and the rich being exempt from labour, he writes,

'we feel its injustice, we suffer for the helot under the saverities

and vnequal treatment to which he was exposed..slaves have a titla to

be treated like men' (1966: 185). Ferguson strongly'implies the same

for those performing mechanical labour, for when he completes the analogy
with Grecilan states he writes,_‘in.every commercial staﬁe, notwithstanding
any pretension to equal rights, the exaltation of thé,few must depress

the many' (1966: 186). Therefore, mistreatment, depredation, oppression
and powerlessness are all portrayéd by Ferguson as consequences of
commercialism, later to be described by others as features of

exploitation.

In fact Ferguson is emphatic about the tenuous sense of freedom in
commercial society., 'Many of the establishments which serve to defend the
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weak from oppression, contrihuté, by securing the peossession of
propexty, to favour its unequal division, and to increase the ascendant
of those from whom the abuse of power may be fearedf.(1966: 157; ef
Thompson, 1975: 263). This passage distinguishes Ferguson from the
classic politiéal economists who saw in commercialism the protection of
civil and political liberty. Indeed, Ferguson draws a distinction,
common in contemporary discussions of civil rights, between rights

in law and rights in practice: 'it is not mere laws, after all, that

we are to look for the securities of justice...statutes serve to record
the rights of a people...but without the vigour to maintain what is
acknowledged as a right, the mere record is of little avail' (1966: 166).
The most equitable laws on paper are consistent, he wtites, with the
utmest despotism in administration (1966: 167). At least in the Essay
Ferguson cannot be categorized along with Hume and Smith as classic
liberals trapped between having te justify a formal equality of
individuals and an inequality of reward and property (Rattansi, 1982:
26). Ferguson never justifies inequality of reward or property in the
Essay. The reverse is the case, It was this reverse concern which

led him to give an outline of conditions which later writers have called
exploitation and, like later formulations; to link this outline with an

ethical imperative which sees these conditions as wrong and unjust,

Ethics, Exploitation and Human-@ggﬁcy in the Eggay

It is the notiom of human agency which links Fergusonis outline of
aconomic exploitation with the ethical imperative which sees economic
exploitation as wrong and unjust., Agency plays a considerable part in
modern game theoretic and rational choice theory conceptualizations of
exploitation (for example see Elster, 1983; Roemer, 1982; for an overview
see Lash and Urry, 1983: 47). Agency also lies behind other formulatrions
of the term in the ewphasis on the young Marx and the tendency to merge
alienation and exploitation (for example Crocker, 1972; Holmstrom, 1977;
Buchanan, 19?9), alienation being seen as containing a clearer sense of
the human agent than Marx's later, more technical sense of exploitation
as the extraction of surplus value (Armesom, 1981: 203f), One of the
problems in interpreting Ferguson sociologiecally is tﬁﬁt.he does not

have the crude conception of society as a collective %ﬁole dominating
human agents, which so characterizes much of modern seciology, although
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some scholars do imply that Ferguson held such a view'(Lehmann, 1930;
‘MacRae, 1969; Swingewood, 1970). As Swingewood notes in much later work

on Ferguson, it is the complex relationship between human agents and

soctal structure which lies at the heart of the whole Scottish contribution
to sociology (1984; 27). This relationship between agency and social
structure is said to be one of the dominant concemns of contemporary social
theory (for example see Giddens, 1979: 49-95), In Ferguson's outline of the
nature of society he is very topical in that he attempts to explore the
influence in social life and practice of both human_ageqcy, usually
understood and conceived of in terms of human nature, and social structural
phenomena, such as class, private property, the division of labour and

$0 on. Materialist and early sociological interpretations of Ferguson have
tended to underscore this emphasis in Ferguson on agency. But

in Fergusom's outline of the oxigins of private property, for exampla, he
emphasises the actions, often unintended, of human agents acting in terms

of their human nature (for example 1966: 122). The same applies to the
origins of the division of labour (1966: 180). Throughout Ferguson's
discﬁssion of the social structural characteristics of soclety he mentions human
nature amd the actions of agents as one causal factor in their origins.

In fact Ferguson roots the origins of society (an issue greatly discussed
in.this period) in agency and the actions of human agents acting in terms

of their basic human nature (1966: Part I, Section IIIj. " Although thereafter
Pergusen recognises that soctal structural phenomena come to have an
independent effect and oftem dct to constrain and influence human nature and
human agency. For this reason human agency (or human nature in Ferguson's
terms) is partly éAsocio~cultural prodﬁct and partly .ahistorical.

‘It -is precisely this interface between agency and social structutre
which provides the ethical imperative to Ferguson's outline of the conditions
described by others as being exploitation. It has been emphasisaed here
that Ferguson conceives of exploitation as economic expolitation, which
is ultimately linked to the social division of labour and thus to the
character and consequences of commercialism. What provides the ethical
imperative to Ferguson's discussion of economic exploitation is that he
perceives it, and the social division of labour gemerally, as having
adverse effects on the human agent. It is true that Ferguson describes
the effects of the social diﬁisiﬁn of labour {(and hence of the economic
exploitation embedded in it) as breaking the bands of society (1966: 191,
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218, 219). But because of the interaction between agemcy and social
structure in Fergusom's conception of society, this.breaking of the
bands of society 1s itself rooted in the notion of agency. There are
tW0 effects on the human agent noted by Ferguson. Soecial structural
conditions, such as the social division of labour, private property,
class inequality, which involve what others have called exploitation,
rebound on the human agent and break the bands of society because they
destroy a person's gregarious, sociable and public spirited nature.
Social structural conditions come to constrain agency and influence human
nature, in this instance destroying the basic facet of human nature
which is, Ferguson says, to 'love society' and to make the spirit of
soclety the ruling spirit of human nature (1966: 218).;1 Secondly,
these social structural conditions affect human agency because they

destroy a person's active, creative, imaginative abilities, which are
important elements of agency and were considered by Ferguson to be

fundamental aspects of human nature, According to Ferguson people need
to be active, creative and be able to employ their Imaginative
capabilities; we are like meteors which shine only while in motiom.
Moments of rest are moments of obscurity (1966: 210, also see 215, 217,
219, 221,12 |

With this view of agency, labour plays a considerable part in
the fulfilment and realization of human nature. Ferguson did not only
see labour as a means by which agency can express itself. He saw
public affairs and military involvement as other opportunities for the
creative, active and imaginative abilities of people to be gilven reign.
This is why the Essay fs concerned about the effects of the specialization of
public affairs and the growth of a professional army (1966: 221, 230-35,
256-57, 259, 262, 266-67, 269). These can have equally disasterous
effects as the specialization of'laBour, destroying liberty {1966: 266),
encouraging decline (1966: 204f,=249), despotism (1966: 256) and political
slavery (1966: 261), Thus, political slavery, as Fergﬁson calls it, and
economic oppression are closely related (1966: 278-79). But Ferguson also
considers labour as a gsource of fulfilment and as an opportunity to
realise human potential. He writes in one passage that the value of every
person should be computed from their labour (1966: 236). His complaint
against mechanical labour is expressed in terms of its ga"ffect on agency,
destroying, as it does, the ogportﬁnity for agents to express their active
and creative abilities through labour. It is in this context that
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Ferguson draws the distinction between mental and mechanical labour and
-refers to the latter as leaving workers waste (1966: 180-88). Again
Ferguson contrasts with Adam Smith who saw labour as a burden and a
sécrifice, with rest being the fit state of man.

The similarity with Marx at this point is worth noting. Marx
emphasised labour as the instrument for man's self-creation and
fulfilment. For this reason he criticises Smith (1973¢ 145-49). Marx
argued that Hegel saw the human agent as essentially a lsbouring
creature, but criticised Hegel for not geeing the negative side of
labour. It is surprising therefore that Ferguson is not cited as a
precursor who saw that labour was both assential to the realization
of human agency and that it had negative effects which prevénted this
fealization. But there is a more étriking parallel between Marx and
Ferguson. In the early Marx at least there is an explicit attempt to
link the division of labour and human nature, and to examine the
effects of the former on the latter.l> It is for this reasom that
Marx conceives of alienation as involving alienation from the human
'essence' or "species being' and he links alienation to the diwvision
of labour. Marx uses the term exploitation in the‘context of the
theory of surplus value in his later work. Therefore, in his early works he
does not link up exploitation with the division of labour, alienation
and human agency. However, modern formulations of the céncept of
exploitation have claimed that there is an implicit link between ail
these concepts in the early Marx (for example Crocker, 1972;

Holmstrom, 1977). Although Fergusom never uses the term alienation,
thogse later writers who have imposed the concept on Ferguson's discourse,
have done so precisely to emphasise that Ferguson perceives the

division of labour, and commercialism generally, as having an

alienating effect on the human. agent, alienating man from his nature.14

It is here that the parallel with Marx and latef_writers on
exploitation is clearest. Economic exploitation is integrally linked
to the division of labour. Mechanical labour is seen:tb have an adverse
effect on the human agent. This effect is approached:through the notion
of human nature and can be described as aliemation. Herein lies an
ethical imperative which sees.e;cnomic exploitation, and the division of
labour to which it 1is ultimately linked, as harmful, wrong and unjust,
In sharing these beliefs with contemporary writers on the theme of

exploitation, Ferguson can be considered to be very modern in his
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formulation of exploitation, despite never utilizing the term in his
discourse,
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~ NOTES

One of the puzzles in the history of sociology is why Ferguson was
8o quickly assigned to obscurity. This issue is briefly touched on
by Lehmann (1930: 241f), MacRae (1969: 25~26) and Swingewood (1970:
177). The factors used to explain this decline include the French
Revolution, the rise of socialism, the eﬁergence of Social
Darwinism, the growth of romantieism and the emergence of the idea of
beneficient progiess. And unlike Smith, of course, Ferguson was not
an exponent of classic political economy and did not champion the

ideas of the nineteenth century merchant class.

German interest began almost immediately. The Essay was published in
Leipzig within a year of its publication in Edinbufgh. Ferguson
influenced Hegel (Marcuse, 1967: 13-16; of Lehménn, 1974: 169;
Salvucci, 1972), and through Hegel he influenced Marx., The Polish
soclologist Gumplowicz considered Ferguson the Ffather of modern
conflict sociclogy. Sombart considered Fergusen highly (1923},

In this century there were early studies of Ferguson by Huth and
Buddenberg, who saw Ferguson as a precursor of Tennies. The
Essay was reprinted twice in Germany this century before being
reprinted in English.

This view is wmistaken. This papér does not consider this issue
directly but does indicate that Ferguson had different views to the
classic political economlsts in respect to the idea of self-
interest, the market, labour, civil and political liberty and
social progress.

For example Marx cites Ferguson in the Poverty of Philosophy,

Capital, volume I and the German Ideclogy.

Hence most of the recent debate on exploitation has taken place
in philosophy and political science journals. The“bnly exception is
the political sociology journal Politics and Soclety, 11, 1982,

which devoted an issue to a eritique of Roemer's work on

exploitation.
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Called a 'Treatise on Refinement'. In this draft he outlines
many of the themes which later reappeared in the Eésax,
particularly the adverse effects of commercialism and the

division of labour on ‘natfonal felicity' and manmers,

These terms are used iutefchangeably in the 1767 edition of the
Essay, although by the 1814 edition many of the references to
'polished' society had been replaced by the term 'commercial®
gociety. See Duncan Forbes' compilation of varients in the
two editions (Ferguson, 1966: 281-90, especially 289),.

References in Ferguson's later works to the division of labour

are more scarce but see, for example, Fargusan‘s,?z}nciples of
Moral and Political Science (1792, vol. I: 242, 251, vol. II:
420, 422-24).

Pascal mistakenly argues that Smith did discuss the sociological
implications of the division of labour (1938: 171), although

he does admit that Ferguson's analysis is more thorough (1938:
173).

In this critique of luxury Ferguson anticipates Veblen's theory
of the leisure class, However Spengler (1959) argues that
Mandeville's Fable of the Bees, written in 1714, is a better
anticipation. Mandeville's éritique of luxury is written in the

form of an analogy, whereas Ferguson's is expressed directly,

In this sense Ferguson is similar to the whole Enlightenment
which viewed human nature in positive terms, either lacking
egoistic desires or having thgse selfish impulses held in check
by the more dominant gregarious ones. In this way Ferguson's
view of human nature contrasts markedly with.Hobbgs-and with
nineteenth century soclology which resurrected Hobbes' view of
human natuvre. On this contfaSt between the two centuries see
Dawe (1970) and de Coppins (1976).
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Kettlex (1977: 439-40) suggests that Ferguson's experiences

in the Black Watch Regiment as a chaplain influenced his views
on what Kettler calls 'activism', which is what has been called
tagency! here. The hustle and bustle of a busy commercial

environment in Scotland at this time also played its part,

Some writers claim that beginning with the German Ideology

Marx drops ideas like 'human essence' and ‘human nature! from
his writings (see Rattamsi, 1982: 54f, 170£f). Others claim that
Marx retained an emphasis on human nature, conceived of as a
socio-cultural product (Walliman, 1981; Wartenberg, 1982), This
argument is not at issue here, for there is agreement that at
least in the early Marx there.was an intergction between the
division of 1abour, human mature and aliemation. It will be
shown that Ferguson also sees human nature as pé:tly a
socio=cultural product ahd-recognises an Interaction between

agency, alienation and the division of labour.

In this way Ferguson differs from Rousseau who 1s alsc seen as

a precurgor of the concept of alienation.. As others have

noted (Forbes, 1966: xxxi; MacRae, 1969: 23), Ferguson's discussion

is more sociological in that he relates alienation to specific
socio—ecomomic circumstances, whereas Rousseau sees alienation
as an inevitable concomitant to progress from the driginal state

of nature.
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